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ENUM Protocol Seen as Directory Lookup

Tying Internet Telephony Services to PSTN

All Numbers in PSTN Can Be ENUM Provisioned to Identify What
Services Their Owner Uses - ENUM Enables VOIP Services to
Find Ordinary PSTN End Points - Is Seen as Driver of Convergence

Editor's Note: Richard Shockey has been a
consultant in Internet application technolo-
giesinthe St Louis areafor many years.
Before joining NeuStar earlier thisyear, he
had worked on applications such as Internet
fax in the Internet Print Protocol and about
three years ago began to investigate appli-
cationsinvolving voice over IP. Shockeyis
currently Senior Industry Technica Liaison
with NeuStar and isthe co-chair inthe IETF
of the ENUM Work Group. We interviewed
Shockey on September 16 and added a brief
up date on October 15. .

COOK Report: For readers may not beter-
ribly familiar with NeuStar and what it does.
Would you provide some background?

Shockey: NeuStar isthe former Lockheed
Martin Communications Industry Services.
based in Washington D.C. In November
1999 through a management-led buy out, it
was spun off into a separate company called
NeuStar. NeuStar'sis a provider of neutral
third-party services to the communications
industry . NeuStar obtained the right to of -
fer these services by winning a competitive
bid put out by the FCC.

At the present time the most important thing
that NeuStar does it is function as the North
American Numbering Plan Administrator.
By contract with the Federal Communica
tions Commission we actudly adminigter the
distribution of telephone numbersto facili-
ties based carriers throughout the North
American region which includes Canadaand
the Caribbean countries that participate in
the North American numbering plan. In ad-
dition we operate the Number Portability
Adminigtration Center that was mandated by
the Telecom deregulation Act of 1996. We
provide the centralized trusted database by
means of which telephone subscribers can
port their numbers between land line carri-

ers. Thismeans and that if you are currently
acustomer of an incumbent local exchange
carrier such as Verizon and you wish to
switch to another carrier or CLEC, we man-
age the process by which your number goes
from carrier ato carrier b. Wefinish themove
by populating the service control points
within PSTN with the new ported data.

COOK Report: How many people work for
NeuStar?

Shockey: Approximately 200. The reason
that NeuStar was crested was that L ockheed
Martin chose to buy ComSat . Because
ComSat is atelecommunications provider,
the FCC immediately ordered the divesti-
ture of what became NeuStar. Thiswas nec-
essary because the functions that NeuStar
performs are designed to be completely neu-
tral to any and &l telecommunications pro-
vidersin North America. Now in addition
we are currently offering the Number Pool-
ing Administration for a number of states
within the US. This has been done because
the FCC, in cooperation with the public utili-
ties commissions from a number of states,
have mandated what is known as number
pooling.

In the past telephone numbers have been is-
sued to carriersin blocks of 10,000. These
blocks are often referred to as Nxx's. Con-
siderable problems within the industry had
been created as new facilities based carriers
came online required relatively large num-
bers of number blocks which they did not
necessarily use them in an optimal fashion.
Furthermore this was at the very time when
the deregulation of the industry itself was
accd erating requirementsfor new area codes
invarious localities. Consequently the FCC
in an order last year required the industry to
begin a process of what is known as num-
ber pooling by which numbers could be re-
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captured from carriers and issued to others
asthe need arose. Thiswasdoneto hdp fore-
stall the potential exhaustion of nhumbers
within the North American Numbering Plan
itself. The Number Pooling Administration,
asit iscurrently established, should allow
the continuation of the use of the existing
numbering planin North America- - out into
the future without requiring the addition of
anew digit to either area codes or 8 digit
local cal diding.

Now in terms of number portability we are
anticipating that by the end of 2002 by or-
der the FCC we will not only be required to
have portability between land line carriers
but portability between land line and cellu-
lar carriers. Thiswould mean that you could
port your home phone number from aland-
lineto acellular provider or from cellular
provider to some other cdlular provider. The
essentia technology for doing thisisnow in
place.

COOK Report: From a security point of
view how isdl this carried out?

Shockey: NeuStar maintains two highly se-
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cure fully redundant "five nines reliable”
transaction centersto fulfill itsfunctions. The
primary transactions center is based in Chi-
cago and the secondary one is based in
Terrytown New Y ork. The Terry town cen-
ter isto be moved to a brand new facility in
Sterling Virginia sometime during the first
quarter of 2001. Those two data centers con-
tain avery very large Registry of every tele-
phone number the United States, Canadaand
the Caribbean idands. The Registry is oper-
ated at extremely high service level agree-
ments between us and our customers who
arethe carriers themselves. The centers are
operated with five nines of reliability on a
24 by 7 basis with a 24 hour per day help
desk open 365 daysayear.

The Pupose of ENUM

COOK Report: | can well imagine then why
NeuStar would be interested in ENUM but
would you please begin to explain a avery
balsi c leve the purpose of the ENUM proto-
col?

Shockey: The core ENUM protocol isdone
and is now RFC2916. But |ets step back a
bit in time.. The concept by which atele-
phone number could be resolved to an
Internet domain has been discussed in IETF
circlesin one form or the other for more than
four years. The concept of the E. 164 reso-
|ution was actually part of the origind char-
ter of the IPtel working group.

COOK Report: And the Charter of IPTEL
is?

Shockey. The Charter of IPtel has changed
over time. http://www.ietf.org/html .charters/
iptel-charter.html At the present point it has
two tasks. Oneisto develop a methodol ogy
by which end point selection, based on a
variety of options, may be made available
to service providerswhich is called TRIP.
And the other isto develop a"Call Progress
Syntax " which can define how calls are
managed by subscribers through their gate-
Wway's or proxies.

COOK Report: End point sdlection means?

Shockey: Let me quote Jonathan Rosenberg
here since there is constant confusion over
what isthe difference between ENUM and
TRIP. "ENUM solvesaNAME ( telephone
number) TO ADDRESS ( URL) mapping
problem, and TRIP solves an ADDRESS
(telephone number) TO ROUTE ( gateway)
problem.”

IN the IP telephony it is proposed that there
may be multiple gateways available on a
carrier network that can reach asingle spe-
cific end point (atelephone connected to the
PSTN). Wewill have multiple P accessible
gateways, each of which can reach or ad-

dress an end point (a pots telephone) on the

public switched telephone network. What we
want to do is create an agorithm and arout-
ing protocol that would allow service pro-
viders (1) to see where the gateways are (2)
understand what pots phonesthey're capable
of accessing, and (3) facilitate call comple-
tion based upon that data. Thiswork isbeen
advancing for severa years and right now
Jonathan Rosenberg is the principal author
of the TRIP draft. It isbased on BGP 5

The other interesting task that | Ptel has taken
onisthe development of CPL (Call Progress
Language) which is XML based in syntax
and used to describe called party preferences.
See: <http://www.0asis-open.org/cover/
cpl.html> By calling preferences is meant
the preferences that the person called hasfor
dealing with that call in any one of anum-
ber of different modes of operation. For ex-
ample CPL might provide asyntax for things
like"follow me" services or "do not disturb,"
or other forms of call screening capabilities
which could be developed in order to be used
by voice-over |P protocols such as SIPin
the crestion of new services. The CPL docu-
ments, authored by Jonathan Lennox of
Columbia University are now RFC 2824.

ENUM 'sorigin goes back IETF L.A. (in
the spring of 1997) and the beginning of the
IP Tel work group. At that time it wasthe
judgment of the Transport Area Director
Scott Bradner that combining ENUM reso-
lution with IPtel was biting off alittle bit
more than should be chosen for the IPtel
work group. Bradner aso thought that the
desire to move forward on telephone num-
ber resolution should be put off a bit until
more consensus was gained on how to go
about it. By 1999 there wasfinally amove
to bring ENUM forward asafully chartered
work group.

COOK Report: And the definition of the
ENUM would be what? The mapping of a
number from the public switched telephone
network to some point of Internet function-
aity?

Shockey: Y es. Except to be more accurate
you should describe it as the mapping to
Internet functionalities. In other words plu-
ral rather than singular. Now let's return to
the ENUM charter. Like most good IETF
charters it was extremely narrowly con-
strained. See: http://www.ietf.org/
html.charters’enum-charter.html One thing
did happen that, within the IETF at least,
was fairly unique. There were a number of
people including myself who wanted to ex-
plore the possibilities of using other forms
of resolution than the DNSin coming to an
ENUM solution. Ann Brown of Nortel net-
works brought forward a rather extensive
draft based on using a Federated X.500 sys-
temn that endpointswould use LDAPto query
with.

It was manifestly sdlf evident that there were
two basic ways of doing it. For those with a
stronger Bell head or telephony background
it seemed a fairly logical that a
FederatedXx.500 system using an LDAP
(Light Directory Access Protocol) interface
could provide arather rich and robust and
globaly scalable system by which telephone
numbers could be resolved to I P end points
aswell as permit amore secure query model
and permit the return of much richer data
setsthan smply URL's etc. However it was
the clear and unequivocal decision of the
|ESG that the DNS option be explored first.
[Editor's Note: This happened in late Oc-
tober of 1999. See page 8 below for asum-
mary of the issues as they were discussed
onthelPto el64 mail list at time]

While the [ESG's key decision was that the
first solution be DNS and DNS only, itsin-
sistence on that DNS was not to precludein
any way shape or form work being done on
an dternative resolution models. However,
the general thinking was that you had to
prove anegative first. In other words the
Work Group had to prove that DNS was
unsuitable for telephone number resol ution.
Consequently those of us who had been
looking at this problem space for sometime
agreed to move forward and look at the suit-
ability of DNS as a solution.

Editor's Note: It seems that Scott Bradner
may have known what he was doing after
al when heinsisted on DNSfor ENUM in
November 1999. For the conclusions that |
arrived at, having completed this article, see
Why DNS Was Arbitrarily Selected on page
8 below.

Telephone Number into
DNS Domain

Almost from the very beginning there was
essentially no other discussion except that
surrounding the drafts produced by Patrik
Falstrom. There have been essentially four
iterations of Patrick's thinking about how
phone number should be resolved in the
DNS. From a historical perspective, if you
read the Falstrom drafts, you will see that
they are based on even more pioneering
work by Marshall Rose and Carl Malamud
who in 1993 did the work described in RFC
1527 and 1528. These RFCs contain the
description of what isknown asthe TPC.INT
experiment in Internet fax. They also con-
tain thefirst good description of how to con-
catenate a number into asingle and unique
administrative domain.

The debate in the ENUM work group es-
sentially centered on this methodol ogy
whichisto take aglobdly unique 164 num-
ber and concatenateit in reverse order into a
single unique administrative domain which
was defined as e€164.arpa.
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COOK Report: And thereason thisiscaled
an €164 number?

Shockey: Thisisbecause dl telephone num-
bers are organized throughout the world ac-
cording to what is known as the €164 plan.
E164 isthework product of the Internationd
Telecommunications Union Study Group
Two, question one. Telephone numbering
has always been a function and task of the
ITU. E164 describes how phone humbers
are assigned to PTTsaround theworld. The
delegation of authority runs from the ITU
to the numbering authorities of the nation
sates that actualy administer the €164 plan
for their respective countries.

COOK Report: Isit correct to say that there
are national numbering authorities that are
separate from the PTTsin each country?

Shockey: Y es. Telephone numbers are na-
tionally regulated by governments. Classi-
caly the issuance of telephone numbersisa
nation state issue. It may be managed by the
respective governments or it may be con-
tracted it out by those governments to some
administrative agency such as NeuStar
which manages the system by the authority
of the appropriate regulator, in our casethe
FCC.

COOK Report: So does not to the current
version of the ENUM work group date of
from the October 1999 decision to have it
mapped to DNS?

Shockey: Yes. And therewas alot of con-
tinuing debate. It was decided that the key
to telephone number resolution was to be
found in choosing exactly what kind of re-
source records would be returned back by
the client DNS resolver query. Patrick's early
versions had numerous examples of how the
protocol might or might not work. Because
these exampl es generated some degree of
confusion and further iterations of the pro-
tocol resulted in an extremely minimalist
document that describes what my co-chair
Scott Petrack has called " Telephone num-
ber in URL out". That isENUM in a nut-
shell. It isone of the smplest protocolsimag-
inable. If you actudly look at the core draft
you will find that it isonly 13 pages long
and the description of the protocol itself is
only five pageslong.

Ancther key decision of the work group was
that the application Environment that wished
to use ENUM should specify its usage within
their own environments. For example sip,
H 323, SMTP, HTTP and so on. But it would
use the newly developed NAPTR resource
recordsto do so. See RFC 2915.

COOK Report: What would be an example
of http using the protocol ?

Shockey: Say, for example, you wanted a

personal web page associated with your tele-
phone number. Thisway you could typein
to the command line of the browser afully
qualified €164 number and boom, you would
go to your web page. Needless to say the
principal applicationsfor ENUM have re-
volved around two areas. Oneis avoice-
over IP and the other centers around some
concepts coming out of the VPIM Group
(Voice Protocol for Internet Mail).

Use of Resource Records

Before we cover these, let mewalk you back
to the questions on which the final debates
over the ENUM protocol centered and where
the decisions that we madein Pittsburgh in
August of 2000 were quite definitive so to
speak. Beyond the use of ENUM itself and
the desire to construct aminimalist model
for ENUM and alow application environ-
ments to define how the services would be
used, the remaining issue was which DNS
resource records would be returned back to
provide service specific information.

DNS has avariety of resource records that
used for any number of reasons. We have
MX records for the discovery of SMTP host
names. We have SRV records for the dis-
covery of services. The central issue re-
volved around a debate of whether or not to
use NAPTR records for service discovery.
NAPTR stands for the Naming Authority
Pointer Resource record. It is RFC 2915
written by Mike Medling of Network Solu-
tions and Ron Daniel of Data Fusion. De-
bate about what resource records had to be
returned for ENUM service resolution was
extremely contentious.

| would really encourage your readers who
are very interested in protocol development
to read RFC 2915 which isaprofoundly -
egant and powerful document for service
resolution within adomain. For example it
has an ahility to list "n" number of services
for adomain through the use of regular ex-
pressons and avariety of other features and
functions. The importance of the use of
NAPTR recordsin this environment cannot
be stressed highly enough.

There was some debate about using smply
SRV records. However what we finalized
in Pittsburgh was that ENUM resolution is
again to quote my co-chair Scott Petrack
"telephone number in URL out using
NAPTR". What oneistrying to do for a
ENUM specific domain, in other wordsthe
ENUM expression of atelephone number
under asingle unique adminigtrative domain,
islist any and al services available for that
domain. NAPTR provides a uniquely pow-
erful methodology for doing that. However
it isabit complicated and there was some
debate about NAPTR being relatively new
and not yet widely deployed or tested. Some
people asked whether, given its newness,
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sdlecting it was gppropriate to for a protocol
that hasthe globa implications of ENUM.

COOK Report: And the advantage of using
NAPTR was?

Shockey: It was the advantage was having
a single resolution methodology for re-
sources associated with a telephone num-
ber. If we did not use NAPTR for aresolu-
tion we would have issued a sort of direc-
tive to the Internet community saying that it
was OK to resolve a telephone number to
any resource record.

COOK Report: Would this have created a
rather loose framework that would have
made inter-operability somewhat lesslikely
to occur al thetime?

Shockey: Indeed. Possibly Thereforeingtead
of resolving a phone number to any resource
record that you chose, we decided that there
would be one resolution methodology and
one resolution methodology only. Namely
resolving telephone number to URL using
NAPTR resource records. ThisisENUM in
asingle sentence. So now we haveasingle
unique mode! defined for the resolution of a
telephone number (telephone number to
URL viaNAPTR resource records).

Application
Environments Using
ENUM

The hope and promise of ENUM isthat new
services associated with a telephone num-
ber can be created. The specific application
environments that can use this methodol ogy
today revolve around two areas. Thefirstis
voice-over |P and the second of isVPIM
(voice profile for Internet Mail based wide
areamessaging) but it is clear that ENUM
can be used for any number of applications
including for example Internet Fax, and In-

stant Messaging

ENUM solves a horrific problem that the
Voice-Over IPindustry has had amost from
itsinception. Namely how can you identify
aresource on the Internet that can connect a
cal if all you have is atelephone number?
Thisisthe problem that H 323 gateways
have had and, SIP proxies have also had,

and indeed some of the scenarios in the
softswitch environment have had. If al |

haveis atelephone number, how do | finda
gateway proxy or an end point that can con-
nect acall?

Now what is striking here, at a sufficient
level of abstraction, isit that you are actu-
aly solving a problem on the Internet that
has been solved on the public switched net-
work for anumber of years. All you haveto
doislook at call model inthe PSTN. You
pick up the phone. You dial anumber and
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the number you dia goes through alookup
process.

Asthecdl progressesisthereisalook up to
what is known as a service control point
which hasan LRN (aLocal Routing Num-
ber). Thisloca routing number is essentidly
the switch end point identifier that shows
where the call isto be connected. On the
basis of thisthe switch, through itsown in-
ternal logic, routes the cdll to the end point.
Even right now within the public switched
telephone network and certainly within the
local environment of telephone number port-
ahility atelephone number is essentially
nothing more than a name. Based on that
name there isalook up that decides where
the call eventually goes.

There are other look up processesin the
PSTN such aslook up for 800 services and
International call setup but the concept isthe
same. Inthe PSTN its called a"dip" in
ENUM termsit'salook up in DNS. Until
ENUM exigted there was no similar process
on the Internet.

COOK Report: Because if there wasn't a
name and alook up process you could not
have number portability could you?

Shockey: Correct. Consequently what we
havein the North American PSTN iswhat
iscalled "dl cal dip." What thismeansis
that every call made dips into the service
control point in order to find its end point
location. For example, when you make an
800 number phone cdll, the network doesa
look up to what isknown asthe SMS (Ser-
vice Management System) that establishes
the end point to which the cal is sent.

Consequently ENUM has a specific archi-
tectural modd to it that is very closeto the
way in which we operate in the public
switched telephone network. ENUM is at-
tempting to create a global and distributed
hierarchy of shared service control points
within the Internet that alow you to dip into
the DNS and define both the end point and
the services available to potentialy connect
acdl over alP network . In other wordsyou
must dip into a directory somewhere either
inthe PSTN or the Internet in order to find
out the location of the resource on the
Internet that will enable call completion.

COOK Report: Or vice versa? If I'm on the
Internet and | want to call out into the PSTN
and ring an ordinary POTS phone | can do
it yes?

Shockey: If you are on the IP network and
trying to connect to the PSTN, that is a dif-
ferent methodology and a different set of
protocols. Now you are talking about PINT
and SPIRIT, the reverse modd. With ENUM
we're trying to create the abstract model of
going from I P end point to |P end point.

Namely how do you resolve a telephone
number at one end point on the Internet and
get back directionsto another end point, in
this case a URL? If you want to gateway
between the IP network in the PSTN, you
have to use other protocols and methodolo-
gies. If you are on a SIP phone and wish to
connect to aPSTN end point, the methodol -
ogy of call setup isobvioudy somewhat dif-
ferent. Or if you are on aWeb browser do-
ing aclick-to-dial phone, that is somewhat
different aswell.

The ENUM meta-modd is essentidly IPto
I P although other 1P network elements such
as proxies or softswitches can usethe ENUM
datafor its own purposes. But thisisPSTN
and IPinterworking. Putting the two together
complicates the model considerably. Say for
example that | have plugged a SIP phone
into my wall and you Gordon Cook have
plugged SIP phoneinto your wall. At this
point my SIP phone would register itself to
my SIP proxy. | would be
sip:Rich.Shockey @NeuStar.com. You
would would regigter your SIP phoneto your
SPI proxy and be be
sip:cook@cookreport.com.

However, SIP phones have nothing but 12
digit keypads. Indeed SIP phones usudly do
not have keyboards associated with them.
Thereforein the abstract ENUM model for
SIP you pick up the phone and you dia me
12025332811. Y our SIP client at your phone
doesan ENUM look up on my 202 number
and says" oh you're trying to reach SIP:
Rich.Shockey @ NeuStar.com.” and if | am
trying to call you, my SIP client, doesaDNS
look up which ultimately returns the URL
sip:cook @COOK Report.com.

Done thisway it is a mapping of aphone
number to URL necessary for the call
completion viathe NAPTR resource record
which containsthat SIP URL. At this par-
ticular point you have set up avoice-over IP
phone call end-to-end using nothing but tele-
phone numbers. And you have crossed ad-
minigtrative domains (from cookreport.com
to NeuStar.com) doing it. Y ou have been able
tofind aSIP URL at NeuStar.com based on
nothing but a phone number.

And that begs the question: why use PSTN
telephone numbers? The answer is because
they are there. Why should Internet Tele-
phony be any more complicated to use than
PSTN telephony. Why should everyone have
to use adifferent telephony naming scheme
when the one we have works very nicely? If
Internet Telephony isto work and deploy
on aglobal it needs to be simple and stupid
proof.

COOK Report: And in looking at
NeuStar.com, I'm really looking up the IP
number to which it is mapped. Y es?

Shockey: Yes. It would take successive re-
cursions of DNSto first find NeuStar.com
and then the SIP proxy within the domain
but DNSis so fast that there will belittleif
any delay in call setup vs what we know of
today in the PSTN. The problem in avoice-
over IPindustry has been how do you set up
calls across domains using nothing but tele-
phone numbers? Y ou have to be able to do
this because telephones and cell phonesto
not have QWERTY keyboardson him. Itis
one thing to setup a SIP call PC to PC but
the vast majority of us do not make phone
calls that way. We make phone calls with
handsets having twelve key pads on them.
So the problem that VOIP industry has had
practically sinceits inception, namely how
you connect people over the Internet using
nothing but telephone numbers, has been
solved. The solution simplifies the concept
of Internet telephony to the point where
Internet telephony can become transparent
to the end user. Y ou pick up the phone and
dia and connect acall. You could get to a
cell phone by ENUM but only if you went
through the proper kind of the gateway. Re-
member that ENUM is not about call rout-
ing. Itisonly alook up to an end point iden-
tifier, aURL. Only when ENUM has brought
you to the URL isthe call setup, routed, and
processed.

COOK Report: Perhaps you could say it's
like having switch engine in aroundhouse.
If your going to send that switch engine
somewhere you need to know its destina-
tion to most efficiently remove it from the
Round House and get it started.

Shockey: That'safair analogy. Sothisisan
extremely powerful tool for the voice-over
IPindustry. Now the problem that existsin
a SIP environment also existsin an H.323
environment. Namely gateway's as opposed
to SIP proxies cannot find each other based
on phone numbers.

Pickup the phone and dial a number and
connect. Granted there are many things that
remain to be gonein voice-over IP. ENUM
however injects of smplicity and user friend-
liness that has not been there before. It is
reasonable to make some assumptions that
this has some interest and value both to the
SIP community and ultimately to the
softswitch community.

COOK Report: Where you're going and how
you get there can be achieved by any num-
ber of methods or different protocols. Right?

Shockey: Right. And again ENUM it is not
involved in the actua routing of the call or
inthe call processing itsdlf. Say for example
thingslike" follow me" or "do not disturb"
or other forms of service creation become a
function of SIP. CPL or call progresslan-
guage is really imbedded within the SIP
proxy environment itself and is programmed
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from your SIP proxy. Say for example you
wanted to block all incoming calls from
telemarketers. Y ou would go to the web page
of your SIP provider. You could enter, on
the web page, commands to block all calls
that do not pass a specified for caler identi-
fication parameter through the SIP headers,
and bingo you have created a service. That
sarvice isafunction of your relationship to
your SIP provider and not a function of
ENUM.

Voice Profile for Internet
Mail

The voice-mail industry has been serioudly
considering ENUM for its own reasons.
VPIM (Voice Profilefor Internet mail) work
has been going on in the IETF for almost
four years. They have done much good
working in creating a platform for inter-op-
erability between voice mail sysemsthat are
both carrier and enterprise based.

COOK Report: If my voicemail isin Wash-
ington and handled by your company and
I’montravel in Hong Kong thiswould bea
case of where | would want to be able to call
aloca number in Hong Kong to retrieve my
Washington D.C. based voice mail?

Shockey: That's exactly what they would
be doing. Or suppose | werein amajor en-
terprise or Fortune 500 company and | was
traveling from my home office in Washing-
ton D.C. to my locd officein Concord Cali-
fornia. If thisservicewere available | could
just pick up the phonein Californiaand re-
trieve my voice mail locally without having
to make along-distance call. You would
accomplish this by keying your phone num-
ber. And the transport of that voice mail
message would be over |P networks and not
the PSTN.

COOK Report: But | would have to know
that | was at a VPIM provisioned phone,
would | not?

Shockey: Yes but what isimportant to re-
member isthat the goa of the VPIM work
group isto create globally interoperable
voicemail systems. Thiswould mean that
you could pick up your voicemail theoreti-
caly from any phone wherever you happen
to be and it do so even on aglobal basis.
This system would be able to operate inde-
pendently of whether your voice mail was
enterprise based or carrier based. Doing it
globally in any other form would require
making toll calls.

COOK Report: Moreover if | am hearing
you correctly, you would have to be doing
these activities over the Internet otherwise
you would be enriching the carriers with toll
cals.

Shockey: Wdll | would say that VPIM is
saving the carriers considerable expense by
routing voice mail messages over |P net-
works and not over PSTN networks. Voice
Mail is perfect for ENUM since Voice mail
is not subject to the latency problems
realtime voice or video ison IP networks.

COOK Report: So thisis an enormously
valuable service. You are attaching the
world’ stelephones to a connectionl ess net-
work and are doing it by giving them noth-
ing more than a set of routing instructions?

Shockey: That’s not quite theway | would
putit. Rather you are connecting telephones
to a series of services one of which may be
theretrieval of your voice mail and the trans-
port isover |P networks. Remember that if
you want an ENUM enabled service, some-
thing other than ENUM must take you there,
because ENUM gives only the location of a
URL that will provide you with the service
that you desire.

COOK Report: In other words ENUM has
to work in tandem with other protocols?

Shockey: Yes. Inthe case of VPIM thelook
up would be different. Instead of telephone
number to SIP URL, thiswould be alook
up to an LDAP directory where voice-mail
messages and other data like spoken words
are actually stored.

COOK Report: am | hearing you right?
VPIM would mean taking voice mail out of
the circuit switched network digitizing and
and putting its end storage locations on the
Internet in packetized retrievable form us-
ing the IP protocol? A lesson in PSTN
deconstruction?

Shockey: Yes. Another lesson in PSTN
decongtruction.  The power in value of this
| think is manifestly salf evident. Hereisthe
scenario: Gordon Cook isin New York City
and wantsto pick up his carrier based voice
mail. YouareinVerizonteritory and let's
assume you have avoice mail service pro-
vided by Verizon as part of your telephone
service. Next you travel to Californiaand
what you want to do when you get thereis
pick up your voicemail from New York. So
you either go to alocd telephone or pick up
your cell phone and you did an access num-
ber. Once you are connected to the access
number you, will be prompted for your tele-
phone number and apassword. Based on
your telephone number, you will have an
ENUM look up to an LDAP that has your
voice mail stored init.

COOK Report: At this point will the voice-
mail still exist out there on the circuit
switched network?

Shockey: It can be retrieved on the circuit

switched network as well. But thisway, in
an |P environment, the value of the local
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retrieval of isthat it essentially it does not
traverse atime division multiplexing net-
working environment otherwise known as
theincumbent local exchange carrier. Asfar
asto who contacts whom to make the trans-
fer, it likely would be the IP network going
through a gateway requesting the transfer
from the circuit switched network. Again
..The value to the voice-mail industry and
carrier industry isthat instead of playing
back the voice-mail over long distance, it is
essentialy retrieved and played back locally
having been transported to the locality by
an IP network. Of course this process repre-
sents enormous efficiencies, not to mention
cost savings over competing transport meth-
odologies. This process aso has applicabil -
ity interms of fax. Say for example that |
am amanufacturer of 1P based fax machines.
There are new classes of fax machines out
there conforming to RFC 2305 as well as
T37in1TU standards language. If | had an
Internet aware fax machine conforming to
this standard, | could put my paper in the
machine and dial anumber. The device
would first do an ENUM look up to seeif
there were an equivalent SMTP address
associated with my fax number. If it found
such an address, instead of sending this fax
over the PSTN , it would make the decision
to avoidthe PSTN in send it toa“ mail to”
URL. Sothereforeyou are associating your
fax number with a universal messaging e-
mail box.

COOK Report: OK. If you look at the pro-
visioning service that attaches my phone
number to such aURL, such aprovisioning
sarvice presumably would be ableto el or
provision not only this one service but many
other services? Furthermore, because of the
complexity of relationshipsinvolved, | pre-
sumably will not want there to be more than
one provisioning entity that is permitted to
attach ENUM services to my phone num-
ber.

The Administrative Model
- Subscriber Control

Shockey: In saying what you just said you
have gone to the core of the administrative
model which isIMHO subscriber control of
service provisioning. At asufficient level of
abstraction you could have the DNS server
in your basement and you could configure
the NAPTR resource records yoursdlf. That
isadministratively possible. However, we
have always known in the ENUM work
group that protocol isthe easiest thing to do.
The difficult chalengeisto create aglobal
delegation model and an administrative
model with in the global delegation that al-
lows for subscriber control of service provi-
sioning.

| deas about what the globa delegation model
will look like are currently in the midst of
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delicate discussions between the ITU and
the 1AB representing the IETF . Until some
general agreements are reached | cannot go
into this issue with more specificityResults
should be achieved before the end of this
year. | believeit isfair to say that Snce E164
numbers have always been under nation-
state control that governments and National
Regulatory Authorities are going to have a
rolein this process and | believe that that
role will be apositive one.

The second leve Internet domain el64.arpa

has been chosen by the IETF-1AB asthe
globd delegation domain for ENUM. Fur-
thermore e164.arpa has been placed by the
IANA the athoritative route servers. Now
thereistheissue both of Administration on
multiple levels and on the question of how
thiswill be administered specificall in the
North American environment as well as
among other nationstates. These issues are
under active discussion in severd forums.

Some very good work has come from
ENUM working group members. Penn

(Politics of Enum Administration Will Be TrickyN
Some Excerpts from Penn Pfautz’s Internet Draft

1.... In North America, severa sover-
eign states share the country code“1”. Ad-
ministration of the numbering plan rests
with an organization known as the North
American Numbering Plan Administrator
(NANPA)[E]. . ... Determining the au-
thority for a number is made much more
complicated by Service Provider Number
Portability. As part of a mandate to pro-
vide for competition in the telephone ser-
vice marketplace, customers may retain
their telephone numbers, even when
switching to another provider of locdl tele-
phone service. That is, customers may port
their telephone number from the provider
towhich it was originally assigned (as part
of aCentra Office code) to adifferent pro-
vider. For thisreason, thereis, within a
country code, ultimately no hierarchical
correspondence between the telephone
number and the service provider or the
administrative authority for anumber.

Although the NANPA isresponsible for
number assgnments, adifferent entity, The
Number Portability Administration Cen-
ter (NPAC) providestheindustry database
of record for ported geographic telephone
numbers.

3. Establishment of apractica ENUM ser-
vice for numbersin the North American
Numbering Plan will require some entity,
whether new or existing, to be chartered
to perform the administrative function of
maintaining DNS records. There will dso
have to be an arrangement for this entity
to recover its costs.

The ENUM portability entity will need to
maintain records for individual customer
numbers or number blocks; because of
number portability, it cannot simply del-
egate following the patterns of number
block (NPA-NXX or NPA-NXX-X) del-
egation for number assignment.

The entity will have to establish relation-
ships and interfaces with NPAC and 800
SM Sto obtain information on ported num-
bers.

It isanticipated thet the records maintained
by this entity will be pointers to the ser-
viceregidtrar for aparticular number rather
than containing the URL s required for ac-
tual services. The service registrar might
be either the number user’s current tele-
phony provider (whether original or
ported-to) or some other party designated
by the number holder. The service
registrar’s DNS contains the actual
NAPTR recordsthat point to URLsfor par-
ticular services.

There will need to be some specification
of the operational procedures for carriers
and number usersto specify or changethe
record containing their service registrar.

As with selection of local exchange and
inter exchange (long distance) carriersin
the PSTN, these procedures will require
adequate authentication or verification
mechanisms to prevent unauthorized
changes. .......

8. Conclusion

In order for ENUM to beimplemented in
North America some entity, whether new
or existing, must be empowered by the
competent regulatory authorities to run the
DNS for the 1.e164.arpazone. This entity
would, in the default case, maintain NS
records delegating authority for numbers
or number blocks to the service provider
to which the numbering plan administra-
tor del egated the numbers for assignment
to customers. If anumber was ported to a
different service provider, the 1.e164 level
entity’ s NS records would change to show
delegation to the new service provider. In
either case, the end users to which num-
bers were assigned would have the option
of designating athird party to be the ser-
viceregistrar for their numbers and that
party would then be the one shown in the
1.e164 level DNS NS records. Portable
toll-free numbers would be delegated to
their RESPORG in the absence of an al-
ternative request on the part of the end user.

ees_______________
- @
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Pfautz of AT& T and my collegue James Yu
of NeuStar are writing an Internet draft titled
administrative requirements for ENUM de-
ployment in North Americaln my judgment
it isan excellent first cut at what the prob-
lem statements really

are. It also beginsto point to where the so-
[utions may ultimately lie.

The key to understanding of what is going
on isrealizing that we have enumerated
within thework group alayered amodd. At
the very top layer of the ENUM administra-
tive model for each country iswhat we call
the delegation of National Authority based
on E.164 country code ..below that are the
Name Servers that actually store and con-
trol the NAPTGR records that provision sar-
vices associated with a particular telephone
. Some government agency will delegate
this to someone.

COOK Report: So what you are talking
about isthat some entity inthe U.S. govern-
ment will have the power to choose some
other entity presumably within the private
sector to develop and run an ENUM Regis-
try for the United States?

Shockey: Yesand | believe that isthe best
and indeed only way this can work. COOK
Report: And to some one who didn’t know
much about this it might also be analogous
to operating something like the North Ameri-
can numbering and dl the stuff that NeuStar

already does.

Shockey: Y ou might say that .<grin> but |
couldn't possibly comment. <grin>

Who Controls What

Shockey: That'strue. IMHO ENUM isakey
element intherea convergence of 1P and
PSTN networks. ENUM by itsdlf isnot par-
ticularly unique or special, but put together
with all of thework inthe IETF on SIP,
Quality of Service and PSTN-IP
interworking ENUM takes on an very im-
portant role. wein the telephony world have
gone through alot processes about these
things. We have seen lots and lots of prob-
lems arise that we do not wish to duplicate
in the P world which iswhat you have com-
panies out there with asignificant telephony
experience that are very deeply looking at
how to prevent from the beginning any of
these potential problems.

COOK Report: Could oneinfer that because
I P people have never had to deal with pre-
cisely these kinds security, those coming
from telephony point of view and inthiscase
have asignificant edge?

Shockey: Y es and theissues involving hi-
jacking and samming are well known and
well understood issues within the world of
the PSTN and one which in the P world no
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one, least of dl the regulators, wants to du-
plicate. When | am trying to say isthat now
that everyone understands that convergence
isgoing on, there are thingsin the telephony
body of experiencethat are and will remain
useful in this new world. Thisis especialy
true with problems involving the security
and integrity of the system itsdlf, aswell as
the rights of subscribers becausethisisa
really now aconsumer protection issue.

COOK Report: Does the fact that you
(NeuStar) have all these trusted Systems
(these highly secure systems) involved to
prevent nasty things happening to consum-
ers cut down significantly on the number of
companiesthat could put in credible bidsto
operate an ENUM Registry?

Shockey: Yesand no. There certainly are
companies out there that have experiencein
dealing with trusted systems and trusted ad-
ministrative model s that have 99.999 reli-
ability, 24 by 7, 365 days ayear and that
organized for the protection of consumers.
A lot of these companies happento beinthe
telephony world.

COOK Report Except that in comparison to
just porting telephone numbers the amount
of functionality and perhaps complexity that
can be addressed with ENUM provisioning
inthe Internet isgoing up radicaly in com-
parison with merely making sure atelephone
number is portable from one carrier to an-
other.

Shockey: Let me put it thisway. Among
those of usin the ENUM community there
isincreasing recognition that there are nec-
essary tools within the DNS and other op-
erational tools available to make thisthing
work. They just have to be structured, out-
lined, and implemented.

COOK Report: Presumably there are people
right now who have to be putting together
specifications of what it meansto do it right
and agenciesinvolved in selecting success
ful Registries will be thinking hard about
evaluating the processes they use for selec-
tion.

Shockey: Well let me put it thisway. Are
people looking at the problem statements
activey?Yes. Will these processis undoubt-
edly involve decisions by nation states?
Again, unquestionably. It will happenin no
smal part because we are a the agpex of some
very sgnificant convergence between the IP
network and the public switched telephone
network.

COOK Report: Will the carriers of the PSTN
have no choice but to go along with this?
For example, if one does not, another will
and the one who doesn’'t will get itsinsides
sucked out.

The Disconnect Issue

Shockey: There are some tricky adminis-
trative models here. Because again at the
apex of this model you have a national
ENUM delegation authority that essentialy
points via DNS to the authoritative name
server for that telephone domain. Now the
problem isthat the phone number itsalf was
issued by facilities based carrier. The author-
ity for the existence of a phone number it-
sdf and the services associated with it comes
from afacilities based carrier. Thereforeyou
haveto create amode for what | referred to
as the disconnect issue. If for some reason
the phone number is disconnected from the
PSTN itsdf, itisimperative that any ENUM
records associated with the phone number
itself must be removed from the system at
the sametime.

COOK Report: Give me an example of what
it meansfor a phone number to become dis-
connected.

Shockey: Y ou move from one place to an-
other. If you moveto anew location outsde
of the coverage area of new or old areacode,
you must get anew phone number. Y ou can-
not port a phone number from one area code
to another. Portability exists only in 800
numbers. If you moved from New Jersey to
Minneapolis, you would disconnect your
service from Verizon. In Minneapolisyou
would connect to Qwest with anew phone
number. Y ou would want to be assured that
you could easily and successfully port the
suite of ENUM services that you had used
in New Jersey to your new location in Min-
neapolis. Y our number New Jersey hasto
be rel eased to give to someone else and you
need to be absolutely certain, when that hap-
pens, your ENUM services are disconnected
from it. (If they were not disconnected the
new owner of your old number would ac-
quire them and we would have a hijacking
Stuation.)

Therefore one of the core problemsin
ENUM administration, at least in the North
American model, iswhat | refer to asthe
problem of triangulation between (1)the na-
tional ENUM delegation administration
which essentially pointsto the authoritative
name server, (2) you as the subscriber, and
(3)afacilities based carrier which isthe au-
thority from which your telephone number
itself isderived. In short for arelationship
between the authority, the carrier, and the
subscriber. Thistriangulation exists in part
because in the United States we do not have
asituation in which you as subscriber are
ever directly issued a phone number. Num-
bers are issued from the NANPA to facili-
ties based carriers and from the facilities
based carriers to subscribers. To do all of
thisin a secure reliable manner that protects
the integrity of the numbering plan as well
as the wishes of the subscriber is a succinct
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definition of the understood the problem of
ENUM administration in North American.

The Road Ahead

To sum up: hereiswhere the process stands.
We have aprotocol which can be extremely
useful for any one of a number of potential

Internet based services. We have aglobal

delegation modd whichisunder active dis-
cussion and devel opments on that front are
progressing with some resol ution expected
by the end of thisyear if not thefirst of next
year. Beyond that there' s certainly discus-
sion going on in North America about how
it might work here. But the overdl structure
locally will be decided by nation statesin
consultation with the communitiesinvolved.
The delegation of authority will beto nation
states. There's no debate about that any
longer. Finaly thereisagreement that the
€164 numbering Plan globaly is not be al-
tered the modified in any way shepe or form.

COOK Report: But suppose I'm British
Tdecomor AT&T or France Tdecom. These
are companies, but by no means the only
ones, that may be regarded as legacy, and
as somewhat Bell headed players. Can you
explain to them why they really have no
choice but to open up their heretofore pro-
tected treasure chest to ENUM and let vast
portions of the revenues be sucked out by
the Internet?

Shockey: Thereisno doubt in my mind that
progressive carriers al over the world have
understood the meaning of convergence now
for quite some time. Everything that COOK
Report has been reporting about has indi-
cated that that some of the best names and
best brains in the business have been work-
ing these issues of very very diligently. |
would alssay that convergence is becoming
very very real. Convergenceisno longer a
thought piece on the OP-ED pages of the
New Y ork Times. Thismeansthet there are
going to bereal convergence products that
will require some real convergence public
policy at some level.

COOK Report: And in one sense this con-
vergenceisgoing on if only because you're
talking about the very infrastructure on
which thisrevolution (IP over DWDM fi-
ber running connectionless networks) is or-
ders of magnitude more powerful and less
expensive than the old Bell headed copper
networks were.

Shockey: | would expand on what you just
said by going one level further. Thefeding
iswidespread that the prospect of new ser-
vicesis driving convergence and voice-over
IPjust as much as the prospect of PSTN tar-
iff bypass. Long distance has gotten so chesp
now that almost no one cares. However the
two-decade-old promise of deployment of
new servicesby SS 7 switches has not been
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met.

COOK Report: so al the wonderful things
that were supposed to be done by the Ad-
vanced Intelligent Network at the center and
which have failed to materialize are now
going to be done at the edges by dl the vari-
ous things that we have been talking about
inthisinterview?

Shockey. Exactly. That's the real promise
of ENUM and related protocols. ENUM is
only one small but very important element
of the whole picture, which includes the
work in SIP, which includes rapid fiber de-
ployment and the bandwidth revolution —
whichincludes al of that.

COOK Report: Still if you'regoingtobein
the telecommunications business five to 10
years from now, even the dumbest circuit
switched carrier can see that economically
there is no way to go forward to except by
way of 1P-over-fiber and the associated
protocol’ sthat are being developed.

Shockey: Correct. The smartest global car-
riers understand thisvery well and are mov-
ing ahead asfast asthey can. Of coursethere
are retrogrades and these developments are
picking away at some very deeply en-
trenched monaopoly positions here.

COOK Report: What isyour reaction to the
September 27, 2000 announcement of a
Verisign (network solutions) intention to
invite companies to participatein ajointly
sponsored ENUM trial.

Shockey. Oh yes..I'm very well aware of
it. | found it most interesting . For any num-
ber of reasons | wish the timing of the an-
nouncement would have been different but
itsjust one more tangible piece of evidence
of theinterestin ENUM. Thesearetwo very
big companies ..one with along heritagein
the PSTN and the other , through its Net-
work Solutions Division is .COM itself.
Their cooperation is another piece of evi-
dence that convergence is becoming aredl-

ity.

That said there are going to belot trids and
Bake-Off’ s conducted here by alot compa-
nies and organizations. There are numerous
of unanswered technical questions on the
proper configuration of DNS serversin the
ENUM environment, Carriers and equip-
ment suppliers want to test their resolvers
etc.

COOK Report: Is NeuStar ready to make
any product announcements here?

Shockey: Not a thistimefor reasons| would
prefer not to elaborate. Y ou can assume that
we have a substantial interest in ENUM for
any number of reasons. We are aggressively
tracking ENUM developments. There are
many reasons for this but oneis NeuStar's

obligation asthe NANPA to advice thein-
dustry and regulators on numbering issues.

Editor: For an excellent list of ENUM pre-
sentations, papaers and other resources, see
http://www.enumworld.com/resources/
index.html?

Why DNS Was
Arbitrarily Selected
for ENUM - A Look
at the Politics of an
Unusual Move

Scott Bradner may have known what hewas
doing after al when heinsisted that DNS be
used asthe foundation for ENUM. (Seedis-
cussion between Oct 13 and October 22,
1999 on el64-to-ip@vocaltec.com.) We
have just discussed in detail how ENUM can
act as service control pointsin Internet tele-
phony related applications. However use of
DNS broadens the applicability of ENUM.
When ENUM is deployed and various
patches are written for browsers, email cli-
ents and servers and the like, your phone
number can replace your domain name and
act as adomain name should you ever want
it to dothat. Just put your recipient’s ENUM
provisoned number inthe“To:” field in your
email dient and send awvay. Vaila, one phone
number can send email to another and a
phone number inserted in a browser will
bring you to the associated web site. With-
out DNS for the foundation of ENUM it
would not have this capability. Thank you
Scott.

Now from the point of view of the analysis
that DNS is the single point of failure for
the Internet, one might get nervous to see
yet another very important protocol use
DNS. But let'slook at theredlity in which
the decison wasmade. ICANN by thetime
of the DNS - ENUM decision, had beenin
existence ayear and had given ample evi-
dence of itsintransigence and its ambitions.
Moreover, despite the certification of nearly
100 registrars by ICANN, it was widely
understood that Network Solutions mo-
nopoly on dot com had not been seriously
challenged.

On the other hand while asingle authorita
tive root was still aserious problem, aslong
asthe US government kept control of the
root and do things like order ICANN to add
new tlds to the root, the use of DNS for
ENUM could create atechnology that could
function parallel to but independently of
domain names in identifying internet end
points. Certainly the emergence of an end
point identification alternative to DNS
should be welcomed given concerns about
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the forces controlling ICANN. In thiscase
given ENUM’ s association with telephone
numbers it would lie squarely in ITU terri-
tory. That would al so explain the mgjor in-
creasesin DoC, IETF, ITU contactsthat have
been going on since Karen Rose' s visit to
theITU in Geneva, last January. See http://
www.itu.int/ITU-T/ip-telecoms/ip-
telecoms.htm

From the US government' spoint of view it
could create afour legged table to balance
control of this new infrastructure on, onein-
dependent of ICANN'’ stechnicd charter and
aslong for access to the root was kept by
DoC independent of ICANN entirely. The
two legsin US are DoC and the FCC (given
FCC' shigtarical control of phone numbers).
In Europe they are the ITU which has al-
ways sat at the APEX of global alocation
policy for phone numbers, and RIPE to
which e164.arpa has been delegated by the
IETF. RIPE is expected to dedl with the poli-
ciesof ENUM digtribution to national gov-
ernments. So while DNSin domain names
isone end point solution service, ENUM be-
comes a second independent and parallel
service which can be used asleverage against
ICANN gaining too much power. The es-
tablishment of an American ENUM regis-
try separate and unrelated to Network Solu-
tions domain name registry - registrar op-
eration would serve to balance the power of
the domain name giant

A find point is necessary to make what looks
like an interesting balancing act work. Na-
tiona authorities that establish or grant au-
thority to othersto establish ENUM regis-
tries must take exceptional care to ensure
that constraints, backed up by heavy penal-
ties, are in place to ensure that, if the cus-
tomer does not own the phone number, he
or sheisassured of ownership and control
of adesired suite of ENUM services. When
the subscriber changes numbers, he should
have the guarantee of his nation state that
his national registry will bring about the
immediate, secure and seamlesstransfer of
his ENUM services. Of courseasingle au-
thoritative root is still a potential point of
control that is cause for concern. Eventually
we will likely have multiple roots. In the
meantime the neutrality and independence
from political pressure of the DoC’s control
over the root needs to be guaranteed.

In the meantime, although it will likely be
late next year before ENUM is operational
to any appreciable extent, the 'buzz"
surounding it is consderable. Consider Tony
Rutkowski's assessment in Communications
Week International onbehalf of netwok so-
Iutions.

Itisapotentially vast new Internet-based
infrastructure known as ENUM - short for
electronic numbering. ENUM seems des-
tined ultimately to emerge as the most im-
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portant new Internet platform since the
World Wide Web - perhaps even eclipsing it
in long-range importance. . . ."

"The core ENUM infrastructure will sub-
gantialy reside within the Internet’s Domain
Name System. However, it eegantly spans
the multiple integrating worlds of public tele-
phone and telecommunication networks,
wireless devices, home networks, digital
certificates, geospatial systems, and just
about anything and everything that is reach-
able through internetworking. . . ."

"Like the Internet itself, ENUM provides
common value and buy-in incentives for
everyone. It establishesaglobal, universa
system for every individual, organization,
and employee to integrate and manage all
their myriad networked capabilities - from
telephone to email, from digital certificates
to geo location, from phonelinesto cdlular
andwireless. . . ."

The DNS Decree for
ENUM not Well Received
at the Time

On October 13, 1999 Scott Petrack wrote
to el64-to-ip@lserv.vocaltec.com
under the subject: Wachet Auf! proposed
WG charter and meeting for Washington:
IETF-Announce ligt recently posted awork-
ing group review for ENUM. The proposed
charter canbefound at: http:/mww.ietf.org/
mail-archivefietf-announce/msg05432.html

In paralld, | have requested asingle ot in
Waghington. It might help to underscore two
facts: 1. Many people have expressed that it
isvital for the Internet to provide the direc-
tory mechanism which will enable a client
to map from atelephone number to a set of
URLSs to communicate with the device or
“resource’ associated to that telephone num-
ber. The ENUM WG proposes to produce
an RFC to specify the protocol part of this
service.

2. For well over ayear now, therehasbeen a
single Internet Draft which has been con-
tinuoudly discussed and updated which pre-
sents an Internet friendly approach to the
problem. The latest version of thisdraft is
at: http://www.ietf.org/internet-drafts/draft-
fatstrom-e164-03.txt. The working assump-
tion isthat the technology presented in this
draft providesabasisfor asolution to the
problem. There are many ancillary questions
which are not about protocol (and in fact not
even directly technological), and these are
not particularly within the scope of the pro-
posed working group charter. After such a
very long gestation period, my hope (feeble
though it may be) isthat we can get the
technology closed and into an rfc within a
small number of months. That is the nar-

rowly-scoped but obtainable work we have
cut out for ourselves in the charter. Scott

Next on October 19, 1999 Area Directors
Scott Bradner and Vern Paxson sent the
following decree to the e164-to- IPmail list:

Wewould liketo clarify the pointsraised in
the recent discussion, asfollows: 1) The
ENUM working group is being chartered to
produce a DNS-based solution to the E.164-
to-URL need. 2) Theareadirectorsbelieve
that having aworking group focused on a
single solution is the best way to make for-
ward progress, given the basic contention
about 3) design approaches

The areadirectors will support chartering an
additional working group to pursue adiffer-
ent approach, if there’ s a constituency for
the approach and aviable charter

Sometimes when there are competing ap-
proachesfor solving atechnical problem, the
best way to move forward isto pursue each
of them until one emergesasthewinner. We
believe that this holds in the present case.

Anne Brown replied: |, spesking for Nortel
Networks and the EMA VPIM directory
WG, do not agree with this DNS-only limi-
tation. Y ou (and those that are advising you)
are selecting the protocol before the require-
ments are even met. Intheinterests of de-
signing a solution that meets our as yet un-
defined reguirements, | am requesting that
this be limitation be stricken.

It IF ANYONE ELSE on thelist has
similar objections, please raise them now,
otherwise Scott is perfectly vaid in continu-
ing as planned. !!!!! | also have comments
below.

Scott Petrack: Perhaps the following will
help clarify things. | can aso hope that they
will calm things too, but that may be less
certain: 1. There are many possible “solu-
tions’ to this“ problem” (whatever you think
the problem may be). The ENUM WG has
been charter more or less to produce the
DNS-based solution to the problem. This
does not mean that there are not other vi-
able solutions. It does mean, however, that
we are not going to discuss these other solu-
tionsinthe ENUM WG. For thisreason, if
you actudly do believethat it is| who have
been pushing the DNS-based solution, then
you should fed comfortablethat | have been
asked to chair such anarrowly defined ef-
fort.

Brown: ThisWG/BOF, whiletalked about
in many groups, was originally initiated by
Richard Shockey and mysdlf as the groups
that we are working in require a standards
solution to telephone number mapping.
Therefore | fail to see the validity in your
comment that this WG has been chartered
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to produce aDNS solution. | would liketo
have the feeling that you and the ADs are
interested in representing the people who
have been involved in the discussions from
the beginning. That is not what | have ob-
served. | really hope that no one takes of-
fence to these satements, as| don’'t mean to
question anyone' smotives. | am merely at-
tempting to get thiswork back on track as|
seeit.

Petrack: The ENUM work isindeed going
to be DNS-based. Thereasonsfor thisare
quite simple, and actually incontrovertible:
a) there is rough consensus among IETF
participants that it isworthwhile to produce
aDNS-based solution to the E164 directory
lookup problem.

Rich Shockey: Redlly ... I'm not aware of
that “consensus’. Certainly DNSisaviable
option.

Brown: | am challenging the statement of
consensus. There ISNOT aconsensus, how-
ever rough, with the participants on thislist.
To appropriately represent the members of
thelist, you and the ADs must consider the
objections that have been raised.

Petrack: b) thereisenough expertisswithin
the IETF to produce a technically correct
RFC on the subject.

Shockey: IMHO there is enough expertise
inthe |[ETF to produce asolution .. period..
irrespectiveif it is DNS based or not.

Petrack: Once again, this does not mean that
other work can not go on, both inand
outsdethe IETF.

Shockey. Scott | am bothered by this. You
are presupposing a solution before work is
even chartered. Properly done we should
develop a Goals and Requirements docu-
ment first then decide on the solution. This
issueistoo central to the needs of Internet
Telephony in the future to smply jump the
gun and say: OK its DNS or nothing.

Petrack: The whole question of capabili-
tiesis something of a can of worms, and |
suppose that we will haveto at least peek
intoit. Itispossibleto put into a URL what-
ever you want (and believe me, many people
do ;-)). But in general, capabilities need to
be signalled, or even negotiated, and ENUM
is not asigndling mechanism, itisadirec-
tory mechanism. Those capabilities which
don’t need to be negotiated in any way, but
which can be simply “announced”, can be
put into the DNS scheme quite smply.

Shockey: IMHO the “announcement” of
capabilitiesisaMUST.... and there are sev-
eral waysto express capabilities. Thisisone
of the central goals of the CONNEG WG.
The end point may not be a“telephone” It
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might be a “fax machine” or a video
conferencing terminal.

Petrack: Findly, about my comment on “for
well over ayear now....” Thekey wordis
“updated”, and it isasimple fact. No other
draft has been updated. Patrik’s draft was
updated. This makesit possible to consider
by the IETF.

Shockey. Oh Scott...thislist has been quiet
for some time now. I’'m sensing a“rush to
charter” here.

Petrack: Bottom line: ENUM is going to
punt on the question of non-DNS-based so-
lutions. If thereisinterest, do them outside
of ENUM. ENUM isfor people who think
that thereis an eminently nice, doable, pow-
erful solution lurking inside the DNS archi-
tecture.

Shockey: Y ou want to punt theissue of non-
DNS solutions... I'm not sure that belief is
held by everyone. I’'m certainly willing to
look at the DNS option. It has obvious ben-
efits. | have even more questions should
there be dlear consensusthat DNSisthe most
viable option... but | don't think we are there
yet. 1sn't this something we should discuss
inDC?

Petrack | guess that somehow I’ m not be-
ing clear, although I’'m readlly trying very
hard. Let metry again:

No one has made any suggestion that the
IETF islimiting the protocol to DNSonly. |
would be very sypathetic to an objection to
such alimitation. What istrueisthat ENUM
is being chartered to produce the DNS-based
solution.

Shockey: I'm sorry Scott ...thisis simply
incorrect IETF process. The ORIGINAL
problem statement was the resolution of
E.164 numbers. This assumed thet there was
more than one solution to the problem
_which might be DNS_and at the last BOF
on the subject there were several proposed
solutions..of which one of them was DNS.
There are clearly many waysto “skin this
cat”. Nortel has some ideas ..so does Lu-
cent... and the whole higher level of resolu-
tion services is under some discussion by
Larry Masinter’'s new group.. Common
Names Resolution.... the second | saw
Larry’s charter | thought to myself ...gee
phone numbers are common names for end-
points!

Petrack: No one has suggested that thereis
consensus that only DNS can beused asa
protocol. What is true that isthereis con-
sensus that DNSis one “viable option”, as
Richard put it. A working group, called
ENUM, has been chartered to dig down and
specify it, to determine itstrue viability.

Shockey: Thisis backwards process. If |

recall the way we generally do thingsin the
IETF.

First we develop a problem statement. Then
we develop Goals and Objectives... Then and
only then are protocol s selected or designed
to meet the Goals and Objectives laid out.
You are saying ENUM is chartered to seeiif
DNSisappropriate.. But only if it is deter-
mined that DNS is INAPPROPRIATE
should other protocol concepts be investi-

try to do is determine the _best solution
possible.

The impact of what you are proposing to
charter goesfar beyond dealing with URL's.
Anneiscorrect in pointing out that the con-
cept of 164 resolution is centra to the VPIM
directory concept which has caused them
indeterminable grief since thereis no 164
resolution service avalable.

Y ou want to hear this from the fax perspec-
tive... that is easy. We have been beating
ourselvessilly inthe FAX WG because we
cannot determine the capabilities of IFAX
device in advance of sending thefilevia
MIME attached email. Y ou have any idea
what a 164 resol ution service would mean
just to that application alone?
Videoconferencing accessed by nothing
more that a phone number ..a TIPHON IP
phone number?

Petrack: The IETF isdoing what it has al-
ways done, and in the manner it has dways
done it — technical engineering work to
specify an interoperable technically valid
solution to a protocol problem.

The IESG seemsto fed that it isworthwhile
to see through what a DNS solution would
look like. It is possible that we are going to
do al thiswork for nothing, because we will
discover that DN'S misses some absolutely
crucia feature. | have agreed to chair the
group despite thisrisk.

Shockey: | have a serious problem then. If
the IESG has determined that the solution
to E.164 resolution should be limited to DNS
or that option should be excluded first be-
foreall other options are considered than it
has aobligation to state its reasons and state
them clearly. It isIMHO incorrect to char-
ter aWG to define a solution to a problem
that limitsit to only ONE protocol area.

Brown to Petrack: Areyou telling methat
the IESG has decided to create aWG to de-
sign aprotocol and architecture where the
protocol has already been decided upon?
More importantly, isthis an official direc-
tion that the IESG has formally given you?
If so, | guess myself and Richard, should
after one year has aready passed, begin the
process again to start a WG to design an
E.164 mapping solution? Should we also
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prescribe the protocol before we have ase-
rious stab at the requirements? Thisis seri-
ous BS, pardon my language.

Petrack: Asfar as announcing capabilities
goes, it soundsto methat if CONNEG is
just perfect for your purpose, then you should
use CONNEG. | mysdlf am moreinterested
in using DNSto resolve phone numbersinto
URLSs, which iswhy I'm more active in
ENUM. | think that | can get all the cap-
announcement | need from the URL
schemes listed in the answers. It's pretty
simple, redly. | don't plan to lobby to close
down CONNEG just becauseit's not doing
what | want.

Shockey: | do not think you understand what
| am stating. The problem of 164 resolution
isvery complex and cutsto the core of genu-
ine end to end Internet Telephony. | believe
itisessential that whatever serviceisdeve-
oped MUST permit the caller to resolve the
capabilities of the endpoint as well asthe
end point itself or the service provider (SLP)
that can access that endpoint ...and excel-
lent work is being done in CONNEG to de-
fine a syntax by which the capabilities of
endpoints can be expressed before call setup.
Fax, video, advanced voice CODECS what-
ever.

Brown to Petrack : Have you now decided
what my purpose for capsis and what pro-
tocol fitsit? That's good. So now | don't
have to worry about caps for voice mail, or
fax, or wirdess, etc.. Either | can dump them
al into my nameserver and not worry about
TTL or admin or security and anything like
that because | guess DNS doesit all. Or |
can use conneg and my voice mail, or fax,
or wireless applications will be able to use
it, without worrying about complimentary
protocols, real-time response requirements
or security. Asfor the cap-announcement
being simple, you must be joking. Sureits
easy to buy aticket to fly on an airplane, but
not when the airplane has not yet been built.

But more significantly, let’s not lobby any-
thing yet, please. Let’s just decide our must
have requirements and get on with it.

Petrack: Will it makey’al fed better if we
change the name or something? Maybe we
should call it DENIS- DNSfor E.164 to IP
mappings. Y ou all may remember that |
wanted to call it ENIMA. | am beginning to
fed that thisisthe most gppropriate name....

Shockey: | thought ENIMA had it merits.

Petrack: To be less facetious, the process
lasting well over ayear now has not con-
verged on away forward. So asaway to get
some practical progress, the scopeis being
intentionally reduced, to get alook at what
the DNS solution would look like. That's
all.

Continued on page 16



Instant Messaging Coordination of People and

Devices Becomes Standards Track High Priority

Serves as an Enabler for Many New Applications, New
Uses of Bandwidth and Intelligent User Agents

Editor’s Note: Since 1996 Henning
Schulzrinne has been a faculty member at
Columbia University in the Department of
Computer Sciences and Electrical Engineer-
ing. From 1994 to mid 1996 he was previ-
oudly at the German research institution
cdled GMD Fokersin Berlin. In 1992 and
93 heworked at AT&T Bell Labswhich
from alegal perspectiveisnow part of Lu-
cent. He still maintains an office there and
gets some of his students from there. His
current interest is Internet protocols, multi-
media and performance evaluation. He de-
votes most of thistime at Columbiato run-
ning the Columbia University Internet Resl
Time Laboratory where he directs about a
dozen aMaster' sand Ph.D. students. About
10 of his students are doctoral students.
Some work there full-time and some part-
time while employed by other research |abo-
ratories such as IBM. IBM, for example,
paystheir salary and their tuition while aca-
demicadly they’re being supervised by Pro-
fessor Schulzrinne. He is also amember
of the Internet Architecture Board. The URL
for the Internet Real Time Laboratory web
page is http://www.cs.columbia.edu/~hgs/
research/IRT/

COOK Report: Due in part to the instant
messaging working group reorganization at
the Pittsburgh IETF in August of 2000, in-
stant messaging has acquired a bit of abuzz
lately. I'm beginning to understand that it is
abit more than a significant service being
fought over by Microsoft and AOL. Would
you begin by explaining what instant mes-
saging isall about from your point of view?

Schulzrinne: When one talks about instant
messaging, oneisredly conflating two sepa-
rate functions. Thefirg is sometimesreferred
to as“buddy list” or presence, which isthe
ability to tell if aperson happensto be cur-
rently online. Thisis primarily relevant for
people who use dialog services. It may be
used to determine if someoneisavailableto
enter into real-time chat. The second and
separate application is the message capabil-
ity. Thisenablesyou to send mostly text
messages to one or more people whom you
have enabled to receive the message while
they are online.

COOK Report: Asyoutypeit gppearsinred
time on the recipient’s screen?

Schulzrinne: Almost. Under the old UNIX

talk program, as | typed in each character,
that character would appear on my
recipient’sscreenin real time. Instant mes-
saging isindeed a message servicein that |
type my entire message and only when | hit
return does the message appear almost in-
stantaneously on my recipient’s screen.

COOK Report: Therefore| don’t suffer the
distraction of seeing your message gradu-
ally appear on my screen — especialy if
you're adow typist?

Schulzrinne: Exactly. There is another
somewhat related service. It'sarather old
sarvice, dthough it’ s il used in quite abit.
Itis Internet Relay Chat (IRC). For many
years IRC has been an open Internet proto-
col. It isused primarily in so-cdled Internet
“chat rooms’ where groups of people con-
verse with each other. The primary applica-
tion which makes instant messaging rather
different from IRC isthat instant messaging
tends to be only from one person to another
person where the people involved already
know each other. Soit’ sabit different than
email and it is not generally used to send a
random note to someone from whom you
may have gotten abusiness card.

Why the Interest in Instant
Messaging

Instant Messaging seemsto be very popular
within corporations as a quickie coordina-
tion mechanism. For example when | was
at aconferencein Isradl and my student and
collaborator Jonathan Rosenberg wasin
Austraia, | had a paper to present that after-
noon. We had some last-minute things to do.
The paper wasin New Y ork. Hewasin Aus-
triaand | wasin Isragl. By logging into the
New Y ork machine, we were ableto use an
instant messaging application to figure out
what to change and how to fix things at the
very last minute.

Instant messaging use in corporations now
tendsto replace alot of oneline e-mail mes-
sages. One disadvantage, or, depending on
how you look ét it, one advantage of thein-
stant messaging exchangesis that no per-
manent record or archiveisleft. Inthissense
instant messaging is also more informal. It
certainly is not suitable for message attach-
ments. Also, it only works aslong as the
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person to whom you are sending remains
online. Y ou could spend five minutes com-
posing an answer and should, in the mean-
time, that person log off, your carefully com-
posed answer vanishes.

COOK Report: Other than being very popu-
lar on America Online and being of very
intense interest to Microsoft, how would you
characterize the reasons for strong interest
in the development of protocols and stan-
dards elsewhere in the industry? What is
driving al this?

Schulzrinne Instant Messaging is appar-

ently seen as a means of communication
which is very important to the people who
use it. From a consumer services perspec-
tiveit likely ranks behind the Web and email

as the third major reason by which people
judtify their Internet usage. Standardization
matters because you nhow have a problem
that there are isolated communities where
people who use the Y ahoo instant messag-
ing client cannot send messages to people
who use either the Microsoft or the AOL

client. AOL isappearsto have 90 percent
of instant messaging users while the remain-
ing 10% are split between Microsoft, Y a-
hoo, ICQ and Tribal Voaice.

Whilethislack of standardization isnot now
especidly daunting inthe U.S,, it will also
begin to get much more important once more
advanced wireless services come into play.
Y ou need to be aware of how popular the
Short Messaging Service (SMS) isin Eu-
rope on the GSM mobile phone. Moreover
this popularity exists despite the fact that you
haveto type in your message with the num-
ber keys. On completion these messages are
sent instantaneoudy to another mobile phone
with bridgesto email also available.

| would not be surprised if these devices
become more popular in the U.S. as well
and | expect that there will be bridges —
even on the just chatting side between mo-
bile devices where composing a quickie one
line instant message might be O.K. but
where composing aformal email would be
overkill. In Europe the Short Messaging Ser-
vice sends billions and billions of messages
— in part because doing so is less disrup-
tive than making a mobile phone call espe-
cialy since you don’t have to worry about
reaching the person by voicein the midst of
inappropriate circumstances.
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it is currently important as a consumer-to-
consumer application and to some second-
ary extent it is starting to be used as a con-
sumer-to-business application. | have heard
of anumber of technical-support places and
anumber of consumer mail-order operations
which alow usersto chat with their sales
agents. For example on aWeb site you might
click on alink and have an instant messag-
ing client pop-up. From the point of view of
the provider of the consumer goodsthisit is
more efficient than voice communications
because they expect their customer service
agents to handle about eight simultaneous
chat sessons. To sum things up Instant Mes-
saging is one of those strange sort of appli-
cationswhich is actually more popular with
the nontechnical crowd than with your
“techies.” This has had some undesirable
consequences because it meant that thisis-
sue did not appear on the radar screens of
the IETF folks until very recently.

Possible Uses

COOK Report: Supposing | am the edge
chief information officer of a Fortune 500
company and | want to offer Instant Mes-
saging to my company’ s employees, how do
| dothis? Do | haveto licenseit from AOL?

Schulzrinne There seem to be different
models out there. One model is that some
corporations might just usethe ICQ or Ya
hoo server. This has the implication that
you better trust the server to be reasonably
secure so that whatever private internal cor-
porate information you exchange does not
end up in the wrong place. Thisisaso actu-
dly how many of the smdler companiestend
to make money. From what | can tell their
public chat servers arereally an advertising
shingle that they hang out there on the pub-
licWeb and say: “ oh by theway if you like
this and want to run one internally on your
Corporate Intranet, here is where you can
send check for the server and we will set
thisupinternally for you.” Also it looksto
me that Instant Messaging in corporations
isnot aservicethat is decided by the CIO.
Instead it is something that employeestend
to pick up on their own. Someonewithinan
engineering group says “thisisneat." | have
used it at home, and now | can go back and
tell al my colleagues about it and my group
will begin to useit at work . This seemsto
be something that is more grassroots, bot-
tom-up driven than something that arrives
astheresult of acorporate decree.

COOK Report: I've heard the belief ex-
pressed that geographically distributed cor-
porate users are likely to be interested in In-
stant Messaging as ameans of reaching out
and pinging their colleagues to coordinate
the start up of other bandwidth intensive
activities such as video and or audio
conferencing.

Schulzrinne: For sure this sort of thing will
be an activity. Thisiswhy | was careful to
separate my description into the part that Sig-
nals presence or availability and the mes-
sage part. The presence part ssimply indi-
cates whether or not you' re available with-
out really doing anything. It uses heuristics
to determine whether you'relogged in and
whether you have typed anything or not for
a specified number of minutes.

Instant Messaging is primarily afirst order
mechanism. In other wordsyou useit to set
off other events. This explains where the
interest of those of us on the multimediaside
camein. What you can do is set up anum-
ber of smultaneous AOL, or whatever type,
of presence sessions or messaging Sessions.
When your group is present, you can start
up acompletely unrelated application such
asavoice-over | P conference call.

COOK Report: Suppose you were working
in your Columbia University lab and you
had three collaborators in three different
parts United States. Could use the system
so that the moment al four of you were on
line smultaneoudly it would initiate a voice-
over |P conference call between you? It
would function like atrip wire to establish
your meeting with out any of you having to
be consciously aware of the need to do so.

Schulzrinne | am not aware of software that
currently hasthis capability. But thisis ex-
actly one of the servicesthat we are putting
into the tool which we are building here at
the univerdity asaprototype. Namely as soon
as some specified condition is met, the sys-
temwill call up these specified people. Cur-
rently these presence indicators tend to be
gpproximations of redlity. For examplethey
generally don’t know that someone else
might be physically in my office and there-
fore | may not want to session started auto-
matically. So you need a bit more media-
tion. The general idea, however, is exactly
that. Once you have thiskind of integration,
it becomes much easier to set up multi-party
telephone calls based on the simultaneous
presence of a defined set of people.

COOK Report: Are you working on addi-
tional capabilities?

Schulzrinne: What we have currently isin-
stant messaging as atext based application.
Even if you don't think of it asacall model
and view it more asasocia kind of thing, it
is replaceable by more multimedia oriented
means of communication. For example in-
stead of the text based messaging service,
you could set up something that functioned
in the background as a kind of walky talky
service. Thiswouldn’t be anything like a
formal telephone call. Rather it would bea
means of you saying something every now
and then like your transmission on aCB ra-
dio to give alistener some idea of what
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you're doing, and some sense of where the
listener could respond to you.

COOK Report: How about having an instant
system turn on Web camsin its users offices?

Schulzrinne It spossbleto doit. But it does
raise privacy concerns. For example if you
don’'t want to be able to turn on someone
else’s camera-at least not without the other
person’ s knowledge of what you are doing.

COOK Report: Could you have amenu that
in effect of functions as a protocol where
users could specify under what circum-
stances or at what times they are willing to
have their various devices activated?

Schulzrinne: Theinstant messaging proto-
col is certainly an enabler for most of these
kinds of functiondlities that are actually be-
ing differentiated on the end user’s system.
The protocolsthat are being discussed prob-
ably dl facilitate thisto some extent or other.
We believe that when people discover the
kind of integration available, they will do
more than just send text messages around.
For example in Sweden thereis aservice
availablefor playing joint gameslike Quake
and things of that nature when two would-
be playersfind each other on-line.

COOK Report: In acorporate Situation could
you haveit start awhite board? Such that a
remote person would aso have awhite board
on hisor her screen and could draw some-
thing and have it appear on the screen of the
originator as well as on the screens of ev-
eryone else who had joined the session?

Schulzrinne: Absolutely you could start a
white board or some other corporate spe-
cific applications such as a modeling pro-
gram or a project planning application.
Whatever application you came up with
would be able to use an instant messaging
system as a set approach for initiating and
managing the interaction of people who need
to participate at onetime in agiven project.
It istrue that the current expectation of in-
gant messaging isthat it tendsto be text only
and is of somewhat limited applicability. In
reality even in the area of persona commu-
nication afair amount of extension beyond
just text ispossible.

Messaging for
Notification of Events

There is also another dimension which |
think isinteresting to look at. The presence
of peopleisjust a special case of amore
generic problem — namely that of notify-
ing someone else of the occurrence of an
event. Presenceisreadly aproper subset of
what some people call event natification.

COOK Report: And some examples of this
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would be?

Schulzrinne: There are a number of them.
For example I’ m working with some people
a Telcordiawho areinterested in using SIP
to control things like home appliances: toast-
ers, or light bulbs, or heaters for example.
They think of the eventsin this environment
being something like the temperature drop-
ping below 50 degrees Fahrenheit.

COOK Report: In other words | could use
this event based spinoff of instant messag-
ing to remotely control devicesin my home
and be notified when the furnace went on or
the front door opened — having that notifi-
cation appear on the screen of the CRT in
my office?

Schulzrinne: Exactly. Thisisone example
and a home-based environment where
people do not generate events as to whether
they’re offline or online, but sensors notify
you of events. What you have operating here
isavery powerful mechanism for wide area
access to your home appliances. These
events could also be thought of in the sense
of alarms. Y ou might have a sensor that
would turn on a Web cam in the event of

movement and send a specified alarm to a
remote computer screen. In an industrial

setting an event that would trigger anin-

stant message might be an increase in the
pressurein aboailer beyond aspecified level.

If you take the earlier ingtances of someone's
presence and consider it as but another cat-
egory inan overal cataog of eventsthat can
be signaled to a computer on a network as
they occur, you end up being abletoreuse a
very significant amount of software infra-
sructure. Y ou avoid having to invent say a
new system for industrid darms, anew sys-
tem for a home events, a new system for
finding game buddy’ s and the new system
for finalizing atext drafts.

What | see hereisa powerful new enablers.
We have something here that fillsagap in
the kind of communication capabilities that
the Internet has heretofore been unable to
offer. We have had instantaneous retrieva
in web pages. We have had asynchronous
messaging with no immediate feedback in
electronic mail. But we have not had this
type of more rapid asynchronous commu-
nication with time scales measured in sec-
onds rather than in minutes. It is much more
of a push mechanism than web page re-
trieval. And thereforeit fills an important
ecological nichein our overdl group of pro-
tocols.

AOL, Microsoft and
Instant Messaging

COOK Report: How does the dispute be-
tween America Online and Microsoft effect

what we' ve been talking about a so far with
instant messaging? To what extent, if any,
has it been responsible for the development
of an |ETF interest in the standardization of
instant messaging?

Schulzrinne: The emergence of ingtant mes-
saging as one of the primary Internet appli-
cations has certainly gotten alot of people
interested. Thisis very likely the largest
Internet application which is strictly pro-
prietary. The web and email are certainly
reasonably standardized. Instant messaging
suddenly came out of nowhere because its
community of users was somewhat differ-
ent than the technical community out of
which the Internet sprung.

COOK Report Has AOL not licensed the
use of their messaging software to anyone?

Schulzrinne | am not surewhat their licens-
ing policy is. They control it rather strictly
because | believeit isan important ingredi-
ent in maintaining their customer base. You
can actually get the software for free and |
believe that under nondisclosure you can li-
cenetheddtalsof it. However AOL places
gtrict restrictions on who can offer their in-
stant messaging software. The result isthat
in not everyone can just walk upand say “I
want to build an AOL compatible system. “

The protocol apparently isnot that difficult
because Microsoft, for example, did not li-
cense the technology from AOL but smply
reverse engineered it. In doing so Microsoft
made their product look like the AOL soft-
ware. They observed how it functioned on
AOL. (Theredidn’'t seemto bealot of en-
cryption going on). Inone senseit could be
said they didn’t really haveto reverse engi-
neer the code. Instead they observed how it
functioned and built software that emulated
itsfunctions.

AOL, for its part, then looked at the
Microsoft emulation and tried to figure out
where it was |ess than perfect. These minor
differences didn’t really have functional
implications, for example, I'm guessing now
that there might have been an extra space
somewhere or asmall differencein timing.
Nevretheless, they used the differencesto
examine amessaging package and determine
that it was a Microsoft emulation and not a
genuine AOL origina. When it made such a
determination, it then acted to turn off ac-
cess to from the Microsoft product to it's
own software.

However, from the AOL perspective thisis
not redlly workable in the long term because
eventually they will find something that on
the wire looks exactly like their product. As
long as they are not using encryption they
will be unableto prevent such aproduct from
interconnecting with their own. Still aslong
as AOL doesdo explicit licensing, it gives
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them some control asto who usesit. AOL
isableto say their softwareisit the“ real
thing” and contragt it with what they present
asan inferior imitation.

| don't know what AOL’ s revenue mode for
itissinceitisavailableto people not on AOL
and you don't have to be an AOL customer
touseit and, asfar as| know, it isnot adver-
tising driven. Moreover, itiseasily avail-
able since Netscape, which is now part of
AOL, comeswithit.

COOK Report: Sowasit AOL that started it
up in the form that it has taken now and got
the critica mass going as everyone jumped
on the bandwagon?

Schulzrinne: Y es. Except that | don't be-
lieve they invented the service. It was al-
waysasarvicethat existed on thetraditional
BBSsystems. Now AOL comesout of this
heritage. When they went more Internet
based, it could be argued that they took in-
stant messaging along with them. It seems
to have come very much out of the nonaca-
demic and non technical community.

The IETF Standards
Process

COOK Report: What then really happened
within about the past year the got it moved
into the IETF?

Schulzrinne: A working group was formed
within the IMPP group to look at astandards-
based protocol for this. The group was so
diverse, becausein this field people come
from very different backgrounds, that effec-
tively no technical progress was made. Re-
dizing this, a the Adelaide |IETF we essen-
tially set up adesign competition where the
first working group and otherswere or chal-
lenged essentially to put up or shut up.

COOK Report: But what else happened? |
understand there were two groups set up one
led by Marshall Rose and Dave Crocker
using Rose's"blocks' proposal and the other
led by yourself and Christian Huitema from
Microsoft and involving Sip.

Schulzrinne: That is correct. But unfortu-
nately it's even more messy than that. The
working group did produce a requirements
document that was kind of amotherhood and
apple pie compilation of what instant mes-
saging systems should do. That was RFC
2779.

COOK Report: How exactly did you wind
up with the design competition? Was this
Scott Bradner’ sidea?

Schulzrinne Basicdly the outcome wasthat
the chairs of the working group were in-
formed that their effort wasn’t going any-
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where. They weretold: “Let’ sseeif wecan
make progress by having a design competi-
tion.” With the deadline set this channeled
new blood into the effort. There was aflurry
of activity. By the date of the deadline we
had aleast seven or eight proposals submit-
ted with it some form of documentation.
AOL was among them and submitted an
over dl architecturd wish list. However, they
never submitted an actual set of protocol
specifications. The other groups submitted
something close to complete specifications.

COOK Report: Was there alate June dead-
line for submitting the proposals with
enough time to sort out the ramifications by
the Pittsburgh IETF?

Schulzrinne: Yes. A smdl sat of peoplewas
chosen to evauate the proposals. What they
came up with was effectively weredlly don't
like any of them but we can’t make a choice
either. Redly anon verdict. After somedis-
cussion in order to try to make things more
manageabl e the group found that the pro-
posalsfdl into three categories. the XPP or
blocks-based proposal and then the SIP
basad proposa which anumber of usinclud-
ing Christian Huitemaworked on.  Within
thisone, the primary work had started much
earlier with aproposal within the SIPwork-
ing group which Jonathan Rosenberg and |
had been working on for sometime. Finally
there was awhole set of proposals which
was cdled "group twa", and which was char-
acterized by amore limited Single set of func-
tions for text based presence indication and
instant messaging. Since there was nothing
basically incompatiblein this group of pro-
posals, they were combined into one. Asa
result, after this winnowing exercise there
were three proposals |eft available for con-
Sideration.

| believe that all three proposals would be
able to deliver a service that is roughly
equivalent to the existing chat and other in-
stant message services that we have today.
The three groups have somewhat different
design assumptions or starting point. The
first one, the blocks proposal, sarts out with
alower level infrastructure which they see
as ageneric mechanism for anumber of as-
yet-unspecified messaging type applications.
They saw instant messaging and presence
asagroup that they could use for the evalu-
ation of their model. My perception is that
thisis an attempt to provide a generalized
messaging framework which basically al-
lows you to send messagesin away which
isroughly (and a avery high level) smilar
to how email works — just with more ex-
peditious delivery and with no notion that a
human is necessarily at the other end.

The proposal is an attempt to take the same
model of service, namely amessagethat is
delivered to one or more recipants asynchro-
noudy, and apply it to a set of applications

rather than just layering it on top of email.
The approach isinterested in taking the
messaging services and making them avail-
able asan integral part of our infrastructure
to other applications. The framework itself
isvery much il being defined and far from
being finished.

From what | can tell there are a number of
details as well asanumber of more funda-
mental issues being worked upon simulta-
neoudy. Theworking group for XPP meant
only for the second time in Pittsburgh. The
underlying infrastructure is till very much
being defined asto whether it will run on
TCP, which isthe initial target, or to see
whether it should aso run on UDP. In that
sense much of the underlying infrastructure
still has scaffolding on it and | don’'t think
anyonewould claim that it is either finished,
ready, or tested. They dtill view it largely as
astanding application and are not too con-
cerned about integrating it with anything
else. They say in effect we have thisemerg-
ing blocks tool set which may be useful and
let’s see what things ook like when we ap-
ply it to instant messaging.

The SIP Instant
Messaging Approach

COOK Report: What then is the SIP ap-
proach being taken by yourself and Chris-
tian Huitema?

Schulzrinne Our approach came from a
notion that we see messaging in the more
generic sense of event notification and that
we see asignaling system consisting of a
push part and a pull part if you like. The
push part comes in where you call me on
the phoneto find out if I’'m available. The
phone rings and either | pick up or | don’t.
The pull apart would bewhen [ tell you, just
in case you wanted to know, whether I'm
availableto talk or not. Thesetwo are mir-
ror images of each other and thus it makes
sense for them to be provided within asimi-
lar overall sgnding framework that includes
the ability to reach end systems.

COOK Report: Presumably thisiswhere SIP
comesin?

Schulzrinne Exactly. Thisis where SIP
comes in because it aready provides func-
tionality which we consider useful in this
context.

COOK Report: So the intent would be to
bring new functiondity in wherethe old way
of doing it would be merely to find out
whether someone was on line or not? And
in contrast, what you are devel oping goes
well beyond the issue of whether your are
onlineor not. If it findsit that you are nat, it
will reach out and talk to your machinein
order to try to get more information as to
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whereyou are?

Schulzrinne: Y es. One of the abilities that
SIP hasisthisfinding ability. And unlike
traditional messaging protocol’sit is de-
signed to have entities in the network which
are needed to locate you in the event of a
telephonecdl. Inlocating you it will ask that
you send me a message as to when you will
be available. The person asking to be noti-
fied (the subscriber) and the person or ob-
ject doing the notifying (the notifier) can
effectively move around. So you would not
subscribe effectively to a piece of hardware
or an |P address. Rather you subscribeto a
person. As long as the network knows
through some registration system where the
person might be, it will find you, that is as
long as you are willing to allow yoursdlf to
be found.

COOK Report: So thiswould alow poten-
tial usersto do what? Register the machines
that they use? Put in aschedule? When you
say it can reach out and find someone just
exactly how would it do this?

Schulzrinne: Let me give me an example.
Say that you are described as
cook@cookreport.com . That would be your
published e-mail address for example. In
SIP we use e-mail addresses so that your
telephone, instant messaging presence, and
e-mail identifier would, in amost al cases,
be the same. The idea here would be that
you would register to receive calls or notifi-
cations or to be subscribed to mail, messag-
ing and telephone. Al of thisworks pretty
much through the same infrastructure. That
isregardless of which ISP you happen to be
using, | would register with my designated
externally visible address — in your case
cook @ cookreport.com. Y our registration
would be held on a server that would be the
definitive repository of your whereabouts.
Doing thiswould alow you to bein severa
places logically speaking at once. For ex-
ample you could both have your home phone
and your office phone registered with your
identifier. When you had an incoming call
the server would see that both office phone
and home phone rang simultaneously and
whichever phone was picked up first would
receive the actual call.

COOK Report: So might this be something
likeaGUI interface on aWeb browser where
auser might fill in, amonth in advance, what
hethinksis scheduled to be?

Call Processing
Language

Schulzrinne: Almost. This would be
handled not by our SIP instant messaging
client but rather by our Call Processing Lan-
guage (CPL) which would enable you to do
precisely that sort of thing. Thisworksasa
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language that you up load to the server. Al-
though as a user you would not know you
were doing this. It would be exported from
your calendar and would pick up from the
calendar the necessary e-mail addresses and
telephone numbers. It would work so that if
you are staying with afriend, you could put
inyour caendar an entry that: on Saturday |
am going to be at such and such a place.
Y ou would give your friend’s phone num-
ber in the IP address of the phone. Using
the call processing language you would ap-
ply the resultsto the server. Then when a
request comes into server to talk to
cook@cookreport it would it check itslist-
ing for you and say: oh today he can be
found at such and such IP address. It would
forward the incoming call to your friend’s
house and, just in case you weren't there, it
would ring your home phone as well. Thus
either manually or by somelogic that isgen-
erated by some explicit specification or de-
rived from things like calendars, you are
routing incoming calls, or the incoming
messages in genera to avariety of places.
In the case of voice communication, if there
are gateways available, this can be regular
telephone numbers or advanced telephone
devices.

So the power of using SIP not for ajust an
“1 call you up mode” but also for an “I no-
tify you when I’m available mode,” and an
“1 want to find out when you are available
in order to subscribe to” mode means that
all of these messages are handled by the
sameinfrastructure.

COOK Report What do you mean by the
same infrastructure?

Schulzrinne: We mean the same set of soft-
ware or so-called proxy servers. You can
think of those asbeing cousins of your SMTP
server. They are similar in where they are
likely to beinstalled. For example at | SPs
and a large ingtitutions and in some depart-
ments of large corporations and so on. They
have asimilar functionality inthat they doa
form of generic messagerouting. Inasense
they’ re more dynamic than a mail server
where your mail ends up and forces you to
go to the server to pick it up from wherever
you might be. The ideain our work on in-
stant messaging using SIP is that the mes-
sage routing can be much more dynamic and
follow you around in the sense that you can
tell messagesto go dynamically to your and
system rather than waiting to be picked up.
With email you pick up whenever you want
to.

The work that we are doing is designed for
messages that are meant to be picked up in
closeto real time in the sense that you're
actudly therewhen it happens. Y ou want to
get the phone cal now and not be told about
an hour after it comesin. The model isre-
lated to email but functionality and require-

ments are somewhat different. The speed
of delivery is measured in hundreds of mil-
lisecondsingtead of minutes. It isingtant with
the ideathat the other side is already there
rather than asynchronous andthat | send a
message and you may pick it up two min-
utes or two days | ater.

COOK Report: So you have some function-
ality in here that would be very attractive to
people in commercial environments and,
because not everyone uses the same hard-
ware and software, standardization becomes
important if this technology isto be univer-
sdly usable.

Infrastructure with a
Billion Users

Schulzrinne That'strueand we'reasoin-
terested in the integration possibilities since
SIPislikely to be used asthe system for call
setup (finding aperson) in the third genera
tion wireless systems. We seethisasacen-
tral functionality which we want to lever-
age across related activities (cal setup, sub-
scription, and modifications). We see hav-
ing a central infrastructure as being much
easier to manage and provision than having
separate infrastructures for different tasks.
Thisiswhere we' re coming from. We said
wewill have avery large set of infrastruc-
tures, especidly, if as we expect, the next
generation wireless systemswill al use SIP
interndly, we will have an infrastructure with
abillion usersonit. Wemight aswell lever-
age thisinfrastructure since the proxies do
not have to be upgraded in al in order to
have this functiondity.

Consequently a proxy does not even have
to be aware that instant messaging or pres-
enceis going on. Therefore a proxy built
today will be a perfectly capable router of
subscriptions and notifications regardless of
what happensto its detailsin thefuture. To
us, this capability opens up an avenue for
integration which hopefully will lead to lots
of interesting new services.

COOK Report: A question about the
Microsoft environment. | understand it has
instant messaging and something called Net
Meeting aswell that is used for setting up a
voice-over IP sessions. | understand that
Chrigtian Huitemamoved from Telcordiato
Microsoft about six or nine months with the
objective of taking control of Microsoft' s Net
Meeting and Instant Messaging and getting
them ready to be replaced by what ever
comes out of standardization effort. Areyou
willing to comment on this?

Schulzrinne: While I am obviously not a
party to internal Microsoft product discus-
sions, | can say that indeed Chrigtian moved
to Microsoft with that topic area as part of
his portfolio. And Microsoft has publicly
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stated at a V oice on the Net conference that
took place earlier this summer that it will be
supporting SIP in various different ways
without however making any specific prod-
uct announcements.

COOK Report: If these capabilities are be-
ing developed, isit reasonable conclusion
that Microsoft would benefit by incorporat-
ing them?

Schulzrinne Yes. There are anumber of

companies going in that direction. Thereis
acompany caled “Hear me” whichis, at
this point, engaging more in the traditional

voice-chat environment. It isimplement-
ing a Sl P-based non proprietary mechanism.
So SIPisclearly happening not just in it the
voice-over |P area or in the traditional

conferencing areathat is encompassed by
Net Meeting, but it is also happening in the
voice-chat areawhich is a somewhat sepa-
rate small sub areathat isamoreinformal,
more walkie talky styleif you like, kind of
application. Thisis definitely occurring and
one can only imagine that major software
vendors would have an interest in partici-
pating in that. Everyone benefitsin the end
by not having isolated communities and hav-
ing users have to download haf adozen dif-
ferent gpplicationsto participate, even if the
applications are free. Benefits will come
not by trying to keep the pipe sizes different
but by adding servicesto auniform* pipe’

or standard.

Progress of the
Standards Process

COOK Report: If you're looking at the fu-
ture, can you give me an idea of what your
schedule looks like to conclude your activi-
ties? Do you think thingswill go smoothly,
or are there any significant areas whereyou
have it important problems to surmount?

Schulzrinne: | believe that we have now a
basic infrastructure in place to provide ca-
pable instant messaging services. Areas of
future work include extending to non per-
sonal presence for home appliances or in-
dustrial applications the type of the events
which we have just discussed. But thisis
redlly not so much of protocol issue. Rather
it is more a case of deciding that these are
going to be expressed as XML GTLDs
which are going to be specific to particular
domain of application. For example chemi-
cal factories will have different needs than
most households. They will probably have
different descriptions of their states and
events, but they can be carried in the same
protocol and therefore some amount of &f-
fort needs to be put into describing possibly
nonhuman events.

Thereisaso an effort to describe how the
Call Processing Language can be extended
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to handle subscriptions and natifications that
are more specific to the service itself. For
example you might allow someone to sub-
scribeto your presencein order to be ableto
ascertain it, but you may not allow that per-
sonto cal you a midnight. 'Y ou might there-
fore want to be able to distinguish between
two such actions. Thisisthe type of thing
that the Call Processing Language is sup-
posed be doing and that still needsto be
worked out.

The basic instant messaging mechanismis
complete and are a number of implementa-
tion methods on going. At the last bake off
there were two independent implementa-
tions. We areworking in the third one. | am
sure there are others who are working on it
without necessarily telling everyone about
it. We found we can build workable systems
and, as always, there will be extensionsto
these systems as peopl e find out what new
services are wanted.

COOK Report: Soisit accurate to say now
that you have a completed specification and
what you are doing is really working on
implementations?

Schulzrinne: Yes. | would say there’s not
really much of an issue about a maturity of
aspecification. Weredly don't have awhole
lot of open issues. It isreally more aques-
tion of deciding where thiswhole effort is
ongoing ingdethe IETF. SIP based ingtant
messaging depends, as to whether it can go
to proposed standard and first implementa
tion step, on what actionsthe IETF area di-
rectors and the IESG decides internaly to
take. One suggestion has been to decide
whether it makes sense to form separate
working groupsto basically finalize two or
three of the proposals. And then basically
let the market decide which oneto use.

Now there has been ajoint draft put out by
the representatives of each one of these pro-
posals explaining how interworking between
these proposals could work in the market-
place. Even under the worst case assump-
tion that dl three proposals progress, we will
be a much better situation than we are to-
day. Thiswill be true because, even though
people use different protocolswhich is some-
what inconvenient, they till can use, across
the protocol communities, at least the com-
mon intersection of the services between the
three which will be basic instant messaging
and presence. So thisiswork which still
needs to be fleshed out in some of its nitty
gritty details. Thisisone possible outcome.

Thereforeit isalittle bit early to spesk about
the standardization schedule for any one pro-
posal because this schedule depends a bit
more on the macro level discussions asto
where things are supposed to be going —
al of which seemsto be lessthan clear at
this point.

What is happening is that the leadership of
the Instant Messaging and Presence Proto-
col (IMPP) working group will likely
change. Thiswasthe original chartered
working group. Different leadership for this
group will hopefully lead to aresolution on
which way to progress. There are anum-
ber of conceivable avenues, one of whichis
to have the Area Director deputize represen-
tatives and a bang together a sufficient num-
ber of heads until to the proposals give up
or merge somehow. Let me say this out-
comeis purely hypothetical. What | see as
more redlistic is that since the assumptions
underlying the three proposals are very dif-
ferent, two or three of the proposals move
forward as independent working groups.
What will then happen is that, after some
time, it will become clear whether anyone
outside the working groups actually cares
about the output of the working group. In
other wordsit is possible that one or more
of theworking groups will wither from ac-
tual lack of outsdeinput. Or we might find
that the working group can produce a spec
in a reasonable amount of time and had
people actudly began to implement it. So if
it turns out to be afull-fledged battle in the
marketplace, it may smply be a matter of
finding out who is mogt efficiently motivated
to push the work forward.

(ENUM Continued from page 10 )

Shockey: Well | dont think the scope should be
reduced without proper discusson or debate. This
isjust too damn important. Scott... you have de-
layed firing up ENUM for perfectly logical rea-
sons. Many other WG’ swere devel oping tangen-
tial work that directly impacted thiswork. You
are quite correct in bringing this forward now.
Itsjust that | do not like the proposed charter
restrictions you suggest.... BTW | trust you are
going to post anew revised charter that reflects
your current position????

Brown to Petrack: Instead of railroading a pro-
tocol, which | pretty sure has been obvious to
everyone on thislist from the very beginning,
why have you not focused on thefirst step, re-
quirements? Now that consensus could not be
met to use DNS, it being made as THE charter.
Good due process. And the IESG backs you up
on this.

Petrack: BTW, | do not consider debating re-
quirements for another year to be away forward
either. Please feel freeto pursue thisactivity in
another mailing list, however. When you are
done, it may be that the ENUM solution fitsthose
requirements, or it may be that it does not.

Shockey: Scott ... I’m not going to let that pass.
Y ou delayed the discussion of thisissue. It has
not been put forward properly Y ou are perfectly
aware of how WG are chartered and how their
operations should progress. Y ou are defining the
solution before the problem has been correctly
stated.
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Petrack: Directories are ahard hard problem to
deal with. It may be that the solution that comes
out of ENUM will not be a complete replace-
ment for X.500. | am willing to take thisrisk.
The question is: what is the telephone-number
resol ution service that we can get out of the DNS?
That iswhat we are being chartered to discover.
Other questions are interesting, but they are not
ENUM.

Shockey: The WG will determine that.

Brown to Petrack: Who the heck istalking about
replacing X.500? And why the heck are we tak-
ing DNS at all? Ohright, | forget. The IESG has
decided that the protocol shall be DNS. Only for
thisWG, you say? Perhaps the IESG will allow
usto st up another WG to develop requirements?
And since we would want to do it right, wewould
HAVE TO include DNS. Do you suppose the
IESG will alow two WGs working on the same
solution? Or would we be then at a point where
wewould just re-use what ENUM comes up with,
even if it does not meet our requirements (re-
quirements that did not exclude other protocols
beside DNS).

Petrtack | think that there is every hope from
the |IESG that all interested experts will come
and discuss the use of DNS for telephone num-
ber resolution. Who knows, maybe we will ben-
efit from such atechnical discussion?

Browne Itismy hope that the IESG will allow
this WG to properly develop a set of require-
ments. If DNSis the solution, excellent. But |
have a problem with this process.

Petrack: Unless | am contradicted by higher
authorities, | congider that | have been redlly clear
on this subject. | don't intend to try to explain
myself again.

Shockey: Scott I’'m not trying to be an ass about
this but | have some serious process problems
here and | want to see them fully resolved before
thiswork moves forward.

Brown to Petrack: If you are supported by
higher authorities, then I'll continue to attend your
group and contribute to the work towardsa DNS
solution. Do you, however, see the problem here?
If we start another group, we will be working on
the same problem and may come up with diver-
gent solutions. If the IESG makes us wait for
ENUM work to finish before we can begin the
non-partisan component, well, time-to-market
aside, the IESG will have effectively railroaded
aDNS solution. If the IESG prevents us from
starting up another group atogether, then DNS
is definitely being pushed. Are you, asthe group
leader, OK with this? Are you content that we
aredoing the RIGHT THING? Are you happy to
not to have to work on anon-biased requirements
document in case something other than DNSiis
required? If the |ESG thinksthat DNSisthe right
solution, why not put it to test in arequirements
document? Do you have a suggestion on how
we could progress an honest-to-goodness non-
religious solution to mapping E.164 for Internet-
based applicationsin the IETF?



Commerce Department Formation of ICANN Seen
as lllegal End Run Around the Administrative
Procedures Act and the United States Constitution

Michael Froomkin's Findings to Be Published in Duke Law Journal - Lawrence
Lessig Lauds Froomkin's Creation of Framework that Could Force Reform

Since the Internet is decentralized and con-
trolled at the edge, the only tool offering the
hope of affecting control of the entire Internet
has been the DNS. Without afully functional
DNSthe Internet is unusable. Control of the
DNS hierarchy startswith control single glo-
bal root relied upon by the 13 global root
serversto enable usersto get to the globally
unique destinations they wish to reach. Con-
trol over the sole authoritetive root isthe only
thing that in abroadly misunderstood effort
to privatize the DNS, that the US govern-
ment has not yet givento ICANN.

For amost four years the COOK Report has
chronicled the unfolding struggle for con-
trol of the DNS and the root. A struggle that
for the last two years has been focused on
ICANN. Therise of ICANN isastory of
hideous complexity. Most people without
vested interestsin ICANN'’s success have
turned away in dismay as they observeits
arbitrary acts, arrogant behavior and Byz-
antine structure. It leavesthe lay person with
agut level sense that something is horribly
wrong. But it isdifficult for such aperson
to articulate with clarity precisely what is
wrong and why it iswrong. Thereasonis
that until now there has been no road map
that identifies with precision what went

wrong. At long lagt, University of Miami law
professor Michael Froomkin has provided
thisroad map in alandmark paper: “Wrong
Turnin Cyperspace: Using ICANN to Route
Around the APA and the Congtitution” to be
published by theDuke University Law Jour-
nal, October 2000, Volume 50, No. 1. The
printer is expected to deliver the physical

copies themsdlves before December 1, 2000.
Thearticlewill be available of the Law Re-

view web pages. The penultimate draft was
placed at http://www.law.miami.edu/
~froomkin/articles/icannl.pdf on October
16, 2000.

What follows is our attempt to distill the
essential chain or argumentsin this mam-
moth 166 page and 711 footnote long paper.
We do so because we believe that the ques-
tion of what happensto ICANN will be pos-
sibly the most important legal issue of the
new decade. If thisICANN succeeds, there
will be othersto follow. Therefore we sug-
gest that the determination of ICANN' sfate
is adecision that will impact whether we
livein anation state with alega system ac-

countable to individual citizens or a corpo-
ratist state that is run on behalf of the pri-
vate profits of global corporations. If itis
the latter we will find that we have given up
the critical philosophical foundation on
which our nation was built. That our gov-
ernment exigtsfirst and foremost to preserve
and protect the rights of each of its citizens.

Instead of holding these rights sacred, our
government has taken the example set by
Esther Dyson and Mike Robertsin their
“leadership” of ICANN to make clear the
insidious nature of the attraction of the
Clinton WTO mantra of self-regulation for
thoseinternet playersinvolved in content and
intellectual property. Here self-regulation
is self-dealing and constant conflict of in-
terest. Here the purpose of the self-regula-
tion isto avoid government responsibility
for the due processrights of the little guy.
Sdlf-regulation of the physical network has
so far worked adequately. Howver,
ICANN' s sdf-regulation of the DNS on be-
half of trademark holdersis a self-serving
attempt to pretend that conflict of interest
can be wished away and that a century or
more of American administrative law isno
longer meaningful. The administration’s
sdlf-regulation propagandawill continue to
prevail only if thelegd system of the United

The October issue of the Law Journal is
devoted to the law school’ s thirtieth an-
nual symposium on administrative law.
This symposium was dedicated to under-
standing the issues presented by ICANN.
In addition to the Froomkin articleit con-
tainsan Introduction by Professor James
Boyle of Duke University School of Law
and a second article “ICANN and the
Problem of Legitimacy by Professor
Jonathan Weinberg of Wayne State Uni-
versity. When we asked Professor
Weinberg for avery brief summary of his
article he responded: “ The article exam-
ines three ways in which ICANN has
sought to establish its own legitimacy. It
concludesthat neither ICANN'’ s adoption
of the trappings of an administrative
agency, nor its adoption of structures that
make it resemble arepresentative (that is
to say, eective) government body, nor its
invocation of “Internet consensus,” are

successful in supplying legitimacy.”
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States begins to enfranchise only corpora-
tions and confiscates what used to be rights
of citizens.

Froomkin has looked at the creation of
ICANN and has carefully crafted an expla-
nation of why the creation of ICANN by the
Department of Commerce violates Ameri-
can law. This article will summarize his
chain of reasoning. Insodoing it will seek
to disseminate more widely an articulation
of why ICANN'’ s ascendancy can and should
be challenged. We believe that it isvery
important to use Froomkin’s compdling in-
sights to educate both citizens and the ex-
ecutive and legidative branches of the US
government. We need to understand quickly
what has happened and why we should “be
afraid.” Out of such education it isto be
hoped that legal or legidlative redress may
be found.

ICANN is preparing to grant new gTLD
franchises to powerful corporate and inter-
nationa agency gpplications. Oncetheseare
in placeit is difficult to imagine a success-
ful challenge to what has been done on
ICANN’sbehdf. Individua and small bus-
ness users of theinternet need to be grateful
to Professor Froomkin for his research and
to the Duke University Law Review for its
publication of this extraordinarily important
article.

Editor's Note: Thisarticle is based on the
draft of September 27, 2000. The article has
been under going continuous revision since
then. A check of most of our quoted pas-
sages shows no significant change between
the draft of September 27 and that of Octo-
ber 16, which except for some cross corre-
lation of footnotes to be done by the Duke
Law Journal editorsisfina.]

DoC ICANN Violates
Either APA Or the
Constitution

Froomkin’ sindictment in his opening para-
graph is succinct: “ The United Sates gov-
ernment is managing a critical portion of
the Internet’ sinfrastructurein violation of
the Adminidirative Procedures Act (APA) and
the Congtitution. For almost two yearsthe
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Internet Corporation for Assigned Names
and Numbers (ICANN) has been making
domain name policy under contract with the
Department of Commerce (DoC). ICANNis
formally a private non-profit California cor-
poration created, in response to a summon-
ing by U.S. government officials, to take
regulatory actions that the Department of
Commerce was unable or unwilling to take
directly. If the U.S government islaunder-
ing its policy making through ICANN, it vio-
latesthe APA; if ICANN isin fact indepen-
dent, then the federal government’ sdecision
to have ICANN manage a public resource
of such importance, and to allow - indeed,
require - it to enforce regulatory conditions
on users of that resource, violates the non-
delegation doctrine of the U.S Condtitution.
In either case, the relationship violates ba-
sic norms of due process and public policy
designed to ensure that federal power isex-
ercised responsibly.”

He assumes that the Department of Com-
merce was serious when, in response to
presidentid directive in the summer of 1997,
it talked about rule making. However when
the Green Paper of late January 1998 was
poorly received in Europe the Department
of Commerce changed its course and
authored what became known as the White
Paper policy statement in early June 1998.
Froomkin correctly characterizes this White
Paper policy as. “Abandoning earlier hopes
of issuing a substantive rule, which requires
statutory authorization and is subject to ju-
dicial review, the policy statement instead
set out god s that the admini stration thought
could be achieved without rulemaking.”

At the end of November of 1998, the De-
partment of Commerce signed a Memoran-
dum of Understanding with ICANN indi-
cating the two would seek to work together
to carry out the goals of the White Paper.

Evading Notice,
Comment, Due Process
and Judicial Review

One of ICANN’s most significant acts has
been itsimposition of the Uniform Dispute
Resolution Policy (UDRP). Froomkin
points out that DoC has in some cases cov-
ered up what he later shows to be policy
making by ICANN asif “they were matters
of contract” falling “outside the rulemaking
strictures of the Administrative Procedure
Act.” Inother caseshefindsthat that the
DoC treets ICANN as* an arm’ s-length pri-
vate body exercising autonomous choices
that could take effect spontaneoudly, with-
out DoC’ s participation or responsibility.
DoC has thus made, or acquiesced in
ICANN'’s making, viaresearch contracts
rather than agency adjudication or
rulemaking, some of the most important
decisions relating to the near-term future of

the Internet thus evading notice, comment,
due process, and judicia review.”

Froomkin suggests that arguments for
privatization are often made on grounds of
economic efficiency. In this case however
“rather than privatizing arevenue-generat-
ing function, the government is privatizing
apolicy-generating function and because the
privatization is subject to sufficient strings
to make ICANN'’s actionsfairly chargeable
to the government.” He correctly points out
that not enough is known about the details
of how much authority the DoC exertsto
enable one to ascertain whether DoC tells
ICANN what it must do in deciding matters
of policy. If thisisthe case Froomkin finds
that “DoC’ s use of ICANN to make rules
violatesthe APA.”

There follows a powerful paragraph that
deserves quotationin full: “Thereis substan-
tial evidence, discussed below, that DoC has
directly instructed ICANN on policy mat-
ters. Furthermore, as ICANN is utterly de-
pendent on DoC for ICANN’ s continuing
authority, funding, and indeed its reason for
being, it would be reasonable to conclude
that the corporation is currently so captive
that al of ICANN’ sdecisions can fairly be
charged to the government. If so, the DNS
has not in fact been privatized at all, even
temporarily. At least in caseswhere ICANN
doeswhat DoC tellsit, and arguably in all
cases, DoC' s use of a private corporation to
implement policy decisions represents an
end run around the APA and the Constitu-
tion. To the extent that DoC launders its
policy choices through a catspaw, the
public’sright to notice and meaningful com-
ment, to accountable decision-making, to
due process, and to protection against arbi-
trary and capricious policy choices, self-
dealing or ex parte proceedings are all at-
tenuated or eliminated; so too is the pros-
pect of any meaningful judicia review. The
result is precisely the type of illegitimate
agency decision-making that modern admin-
istrative law claims to be most anxious to
prevent.”

Delegation of Public
Power to Private Groups
Ensures No
Accountability

The only logical choice to make if one be-
lievesthat DoC does not dictate policy de-
cisionsto ICANN isthat it has decided to
alow ICANN to makeitsown decisions. If
thisis the case Froomkin finds that DoC
“violates an even more fundamenta public
policy againgt the arbitrary exercise of pub-
lic power, the congtitutional doctrine prohib-
iting the del egation of public power to pri-
vate groups. Most famously expounded in
two pre New Deal cases, Carter v. Carter
Cod Co. and A.L.A. Schechter Poultry Corp.
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v. United States, the private non-delegation
doctrine focuses on the dangers of arbitrari-
ness, lack of due process, and self-dealing
when private parties are given the use unac-
countable private body that many feel has
already abused its authority in at least small
waysand isindisputably capable of abusing
it in big ways, and nearly (but, as argued
below, not quite) eliminated the possibili-
tiesfor judicid review of critica decisions
regarding the DNS. So far, ICANN appears
to be accountable to no one except the DoC
itsdlf, a department with a strong vested in-
terest in declaring its DNS * privatization’

policy to be asuccess.”

ICANN suffersvirtually no constraintsin
what it does. It isnot constrained by the due
process, public review and comment proce-
dures designed to ensure the accountability
of government administrative agencies.
While the actions of corporations are re-
strained by competitors and shareholders,
ICANN has no competitors and because it
is non profit, no shareholders. While many
non profits have memberswho can chdlenge
misbehavior, ICANN has gone to great
lengthsto deny its members the redress that
they would normally have available to them
under the California public benefits corpo-
ration statute by which they are incorporated.
While most non profits are restrained in their
ability to raise funds, ICANN hasturned its
DNS registration franchises into sources of
substantial income and with ICANN’s re-
cent fund-raising tactic of charging substan-
tial feesfor reviewing new top level domain
applications, ICANN is getting even more
funding.

Froomkin concludes:. “The result is a body
that to date has been subject to minimal ac-
countability. Only the Department of Com-
merce (and in one special set of cases NS
or itsregistry) currently has the power to
hold ICANN to account. NSI currently has
no incentive to use its limited power and
DoC has nothing to complain of so long as
ICANN is executing the instructions set out
in the White Paper. The accountability gap
will get worseif DoC givesfull control of
the DNSto ICANN.”

Froomkin examinesin detail the question
of whether ICANN is engaged in rule mak-
ingin carrying out its DNS policy. Hefinds
that “ if ICANN is engaged in policy-mak-
ing, and if DoC isreviewing these decisons,
and retains the authority to countermand
them, then DoC’ s adoption of or approval
of ICANN' sregulatory and policy decisons
are subject the APA.”

“1f, on the other hand, ICANN is engaged
in policy-making and DoC does not retain
the power to countermand ICANN’ s deci-
sions, then DoC has delegated rulemaking
and policymaking power to ICANN. This
probably violatesthe APA sinceit was done
without a proper rulemaking; regardless of
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the applicability of the APA, it violatesthe
Due Process Clause and the non-del egation
doctrine of the U.S. Congtitution, aswell as
basic public policy norms designed to hold
agencies and officials accountable for their
use of public power.”

Froomkin findsthat “since ICANN’s Board
and staff operate largely in secret, it is diffi-
cult for outsiders to know how much influ-
ence the DoC has over ICANN's decision
making. As aresult, the statutory and con-
stitutional argumentsin this paper are pre-
sented in the dternative. The two arguments
arevery closdly related, however, in that both
rely on legd doctrines designed to promote
accountability and prevent the arbitrary ex-
ercise of government power.”

The DoC ICANN Defence:
Private Party

Froomkin explains how DoC and ICANN
defend themsdlves againgt hischarges: DoC
claimsthat ICANN is aprivate party oper-
ating a arm’ slength removal from DoC and
that ICANN is astandards setting rather than
apolicy making body. Government agen-
ciesareforced by the Administrative Proce-
dure Act to pay attention to due process con-
cerns designed to see that citizens do not
suffer from the arbitrary use of government
power. DoC arguesthat because ICANN is
aprivate corporation it is not bound by the
APA.

Froomkin'srebutta isvigorous and correct;
“In fact, as detailed below, ICANN’srela
tionship to DoC is nothing like the arm’s
length relationship suggested by the private
party story. Although ICANN is private, it
isno ordinary corporation, and its relation-
ship with DoC ishighly unusual. ICANN is
totally beholden to DoC for its cregtion, its
initial policies, and especialy DoC’sloan
of control over the root. This control over
the root is the sole basis of ICANN’s rel-
evance, power and financing, and DoC can
take it away on 120 days notice. More than
anything, ICANN seeksto achieve perma
nent and perhaps irrevocable control of the
root when the current MoU expires. DoC
has some control over ICANN through the
stick of the MoU, but the real control comes
from the carrot. ICANNSs ability to retain or
expand its control over theroot isentirely at
DoC' sdiscretion.”

Froomkin explains three reasons why DoC
cannot be conddered to have an arm'’ slength
relation ship with ICANN. First ICANN
does not have the authority to create a new
TLD without DoC approval. Neither NSI
may change the content of the root without
written DoC approval. “ Second, DoC'sre-
tention of the power to take control of the
root away from ICANN is of enormous sig-
nificance, asit forces ICANN to be exquis-

itely conscious of DoC’s requirements. If

ICANN failsto meet DoC’ s expectations,

DoC can choose another body to replace
ICANN. All of the rlevant agreements pro-
vide that if DoC recognizes another entity
as‘NewCo” in ICANN'’s place, then the
obligationsto ICANN in those agreements
immediately terminate. “ Froomkin contin-
ues“ICANN'’sonly reason for existence, and
the sole source of its power over the DNSis
that the thirteen root serverstreat it as au-
thoritative, and that the government in-

structed NSI, another contractor, to both
defer to ICANN' s policy and to pay it money
. The root servers recognize ICANN only
because DoC signed an MoU with ICANN

and announced that ICANN isthe relevant
authority. Werethe U.S. government to trans-
fer its recognition to another authority, the
root servers would be under no more legal

obligation to recognize that new authority
than they were to recognize ICANN, but
their moveisall but certain. So long asthe
root servers recognize ICANN'’s authority,
ICANN isableto dictate contractual terms
to registries and registrars who wish to be
included in the legacy root. By dictating
termsto registrars, ICANN can dso enforce
terms on registrants, since ICANN can (and
does) require that registrars include standard
termsin contracts with registrants.”

“Third, DoC and ICANN have awarm and
cooperative relationship, athough whether
that relationship is best characterized as a
partnership, master-servant, or self-regula-
tory body and supervising agency ishard to
discern. Whatever the precise nature of the
relationship, it certainly isnot arm’ s-length.
In particular, it cannot reasonably be char-
acterized as DoC calling ICANN into be-
ing, signing an MoU with it to give it au-
thority, and letting it go off on itsown.”

Standards Making

Since ICANN isnot aprivate arm’s length
entity free to adopt its own policy, Froomkin
next explains why Dyson, Robertsand Sims
always go to such lengths to claim that
ICANN does nothing more than technical
coordination. If thisweretrue then ICANN
would be only a standards setting body and
Froomkin points out that thereis substantial
legal precedent for the federal government
to grant standards setting authority to pri-
vete corporations. As Froomkin putsit those
who defend ICANN say: “ICANN does not
do ‘policy’; if there was any policy to be
done (DoC is alittle vague on this), it was
done in the White Paper-a statement of
policy. And ICANN most certainly does not
do ‘regulation’ or ‘governance’ . ICANN is
at most implementing the key pieces of the
White Paper policy - privatization, Internet
stability, increasing competition, bottom-up
coordingion.” Hecontinues. “if it weretrue
that ICANN was limited to “technical coor-
dination” that would rebut the claim of an
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unconstitutiona delegation of power. In fact,
as detailed below, the standard setting story
ignoresreslity. While some of what ICANN
does can fairly be characterized as standard-
setting, key decisions would certainly have
been rule making if done directly by DoC,
and remain regulatory even when conducted
by its proxy [ICANN].”

Avoiding All
Accountability

Later in his paper Froomkin findsthat “DoC
is not the first agency to seek to use the cor-
porate form or to create a private corpora-
tion to achieve desired ends. The Govern-
ment Corporation Control Act (GCCA) is
Congresses most comprehensive modern
attempt to define when and how federd of-
ficidsmay use private corporations for pub-
lic purposes.” He then notes that corpora-
tions by the executive branch ‘to act asan
agency’ without specific legal authoriza-
tion.” A page later Froomkin notes that the
GAO's Generd Counsel inits examination
of the FCC'’s creation of the Schools and
Libraries Corporation and the Rural Heath
Care Corporation dismissed the idea that
either organization was independent of the
FCC by stating that the GCCA *“ prohibits
an agency from creating or causing the cre-
ator of a corporation to carry out govern-
ment programs without explicit statutory
authorization.” In short one way that
ICANN could be created outside the con-
straints placed by the Government Corpo-
ration Control Act was for the DoC to de-
cide to publish the White Paper as a“for-
mally non-binding policy statement.” Do-
ing this appeared “to be a successful end-
run around the GCCA - which suggests that
the GCCA may need amendment.” For
Froomkin concludes: “By calling for NewCo
to form ‘ spontaneously’ government offi-
cialsavoided directly creating the corpora-
tion.” Indoing so they avoided the account-
ability that the GCCA would have brought
to ICANN.

Under aheading cdled “ Structural Failures
/ self-dedling” and a sub heading of” Time”

the Froomkin draft states: “ICANN'’s struc-
ture taxestime aswell as money. The profu-
sion of congtituencies, working groups, ad
hoc committees and the like means that only
those with an enormous amount

of timeto devote to ICANN issues can stay
abreast of every developing ‘ consensus’

policy. In practice, those who can afford to
pay someone to represent them - predomi-
nantly commercial interests who hire law-
yersor delegate managersto be their spokes-
persons - are ableto dominate. Un-organized
groups such as users or small businesses
must rely on volunteers, and tend to be out-
numbered in committee.”

On the following page Froomkin adds:. “ For
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an entity designed to make rules relating to
the Internet, ICANN and its subsidiaries
seem oddly dependant on attendance at
physica meetings. Because ICANN seesit-
self as global, its meetings are peripatetic.
This policy, which has the advantage of
making it more possible for geographicaly
disparate groups to attend the occasional
Board meeting also makes consistent par-
ticipation by those without substantial ex-
pense accountsimpossible. People who can-
not attend meetings of the Board are able to
take part in debates in only the most limited
and derivative way - the few remote com-
ments read to the meeting are filtered and
edited by the readers, as contrasted to attend-
ees who gueue for a microphone and can
say whatever they like.” So much for the
public notice and comment rule-making pro-
cedures of the APA.

Beware— More ICANNSs
to Come

“Theissue then iswhether an attempt to vest
power in an agency or aprivate body is con-
gtitutional. In the case of ICANN, thereis
no statute. Congress at no time determined
that the DN'S should be privatized, or indeed
legislated anything about national DNS
policy. Instead, DoC itsdlf chose to delegate
the DNS functions to ICANN, relying on
its general authority to enter into contracts.
ICANN isaso avery unusual corporation.
There are many government contractors,
both profit-making and non-profit. Butitis
unusual for a nonprofit corporation to be
created for the express purpose of taking
over agovernment policy-making function.”

“There isadanger, however, that ICANN
may not be unique for long. One adminis-
tration spokesman has aready suggested that
ICANN should be amodel for regulation of
other Internet-related issues such as accredi-
tation standards for distance learning, and
e-commerce over busness-to-business
“closed” networks.” [Froomkin cites: DoC
General Counsel Andrew Pincus, Remarks
at the Meeting of the Bar of the District of
Columbia (Apr. 25, 2000); see also Brian
Krebs, Regulators Would Do Well To Mimic
ICANN - White House (visited Aug. 18,
2000) <htip://www.newsbytes.com/
pubNews/00/148011.htm1>] Froomkin
continues; “The specter of a series of
ICANN clonesinthe U.S. or in cyberspace
should give one pause, because ICANN isa
very bad model, one that undermines the
process values that motivate both the APA
and the due process clause of the Constitu-
tion.”

Toward the end of his paper Froomkin re-
turnsto thistheme: “For al of its problems,
ICANN commands substantial support, and
not dl of it from the stakehol ders who domi-
nateit. Many believe that the need for some

sort of management of the DNSis so press-
ing that, until they see aviable alternative,
ICANN isthe only gamein town (others,
who wish to preserve the status quo as long
aspossible, may see ICANN astheleast bad
way of blocking change). To many of the
participantsin the DNSwars, especidly old
ICANN hands imbued with the libertarian
traditions of the founders of the Intemet,
anything that takes power away from gov-
ernment is presumptively, and sometimes
irrebuttably, better than a governmental so-
Iution.”

“These views are mistaken, if only because
thereis more a stake here than the Internet.
Even if ICANN were thought to be a good
thing, [seeing it just in the context of] anar-
row focus on the Internet ignores the perni-
cious effect of ICANN on the U.S. govern-
ment itself and on our democracy for there
isarea danger that ICANN will not be a
fluke, but will be used amode for additional
erosions of responsible government. DoC's
use of ICANN undermines accountability.
Every government power must be exercised
in accordance with law and with the Consti-
tution. But ICANN is a private non-profit
Cadliforniacorporation; unlessit isagovern-
ment actor or advisory committee, neither
the APA nor the Constitution apply to it.

The APA and the Condtitution apply to DoC,
however, and thisis where the main viola:
tion of law isto be found. Allowing DoC to
use ICANN to make non-technical policy
decisons violates basic norms of governance
and accountability. DoC cannot quasi-prive
tizethe DNSin amanner that alowsthe US
to retain ultimate control of the root zone
file but achieve deniability about everything
that its agent or delegate does with day to
day control. Depending on one' sview of the
DoC-ICANN rdationship, the violation may
be afailure to make agenera and prospec-
tive rule in conformity with the APA’s pro-
cedura requirements, or it may be the del-
egation of so much control to ICANN that it
violates the Carter Coal doctrine [of non-

delegation of public functions without con-
gressional authorization] under the guise of
technical standard setting.” Additiondly, the
DoC-ICANN aliance is an endrun by the
federal executive branch which circumvents
therole and oversight of thefederd congres-
sional and federa judiciary functions.

ICANN'’s Choice of New
TLD’s Not a Technical
Matter

Given that ICANN has received 47 applica
tions for more than 100 new TLDsICANN
islikely to find that as Froomkin says “there
are more technically qudified applicantsfor
new gTLDS than ICANN wishesto create,
and ICANN chooses among them based on
someideaof the‘quality’ or ‘usefulness’ of
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the proposed gTLD, or the extent to which
the applicant promises to enact socia poli-
ciessuch asprivacy or trademark protection,
then ICANN will have clearly crossed the
lineinto making socia rather than technical
policy. It cannot serioudly be suggested that
choosing whether the world is better served
by” .banc,” “.shop,” or “ xxx" isanissuewith
any “technical” content whatsoever. Thisis
aquestion of socid and political import only,
the technicd issues are identical whatever a
TLD happensto be called. As such, the se-
lection among technically qualified appli-
cants on social merit is an adjudication that
DoC cannot delegate to ICANN so long as
the DNSremainsin DoC' s ultimate control.”

Froomkin shows some approaches that
might be made toward correcting the trav-
ety of justice that ICANN has become. He
concludes. “If the current quasi-privetization
of the DNSisillegd, then DoC needsanew
policy to deal with the DNS. (Indeed, | am
certain that uncertainty asto how to answer
the question, “If not ICANN, then what?’ is
an important part of the reason why opposi-
tion to ICANN has yet to reach critical

mass.) DoC has at least four options.”

Having promised Professor Froomkin that
we' d stop here we refer our readersto the
concluding pages of his article - available
we hope in about 30 days.

Froomkin'sfinal call is appropriately elo-
quent. We can only wonder who will hear
it?“ The ultimate problem with DoC’ sreli-
ance on ICANN is not the corporation’s se-
cretiveness, or its decisions, or its fight
against accountability. Rather the problem
isthat DoC'sreliance on ICANN, and en-
dorsement of its activities, undermines ba-
sic elements of accountability and due pro-
cess on which the administrative stateis
based. By lending ICANN its control over
the DNS, DoC created a system in which
socia policy is made not by due process of
law, but by something that beginsto re-
semble government-sponsored extortion.”

Lawrence Lessig
Comments

In abrief interview on October 17, 2000
Stanford Law School Professor and ex can-
didate for the ICANN board Larry Lessig
complimented Professor Foomkin for hav-
ing drawn awell argued road map of grounds
for legal action against the US Department
of Commerce for its actions in creating
ICANN. Lessigsaid that with thelegal re-
search solidly doneit would now be much
easier to convince those opposed to ICANN
to unite around alegal challenge that would
most likely be class actionin form.

Lessig said that hewould prefer an ICANN
doneright, namely one that did only techni-
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ca coordination and not policy, to a Depart-
ment of Commerce entity that did make
policy subject to what he regards as a cum-
bersome, bureaucratic and expensive Ad-

ministrative P rocedure Act. The question
of course becomes how to convince ICANN
and DoC to change their agenda.. To this
end agroup ready to bring suit could ap-

proach with demands. If the demands were
not met, the group could file suit. Oneway
of obtaining achangein DoC ICANN be-
havior could be a settlement that is put in
place as a condition for dropping the suit.
Faced with an unambiguous certainty of up
to three years of litigation, the forces behind
DoC'sand ICANN's position would listen
to reason rather than have the suit go for-
ward, or so Lessig hopes.

ICANN Member at Large
Elections

On October 11, it was heartening to see Ka
Auerbach and Andy Mller-Maguhn win
member a Large board seats. Also on Octo-
ber 11 aBWG member wote: "There were
3 different elections:

1) Themarginas: Africa& Latin America
Playersride. 130 votes cast in Africa; 1,402
inL.A. In both ICANN nominated candi-
dates got over 80% of the votes.

Note however that the person elected from
Africa, although not an ICANN critic at all,
isvery fair minded and supports the GA's
role and therole of individuas. | don't know
much about Campos, but his replies on the
forms suggest he thinks ICANN isbasically
ok, not too many new TLDs needed, but
UDRP and other reforms are.

2) Therich West: Not happy with ICANN.

N.A. Almost amarginal. Only 3,449 votes
cast. Only 32% for ICANN nominated can-
didates, including lessig. Almost 3/4 voted
to repudiate current icann policy if you just
count count Simons, Lessig & Auerbach.
The anti-icann crowd beat the pro-icann
crowd. Auerbach and Lessigwere ALLIES
and cooperated in dating with Simons; to-
gether they got 75% of thefirst choice bal-
lotsin N.America.

Europe. A third of the total ballots. Only
about /4 for ICANN nominated candiates.
Both victorsare ICANN critics. Expect fire-
works.

3) Ada Thebig one: A votefor ICANN sa
tus quo. 17,745 votes - more than half the
total cast. 95% for ICANN nominess. The
winner says "In my opinion, ICANN has
interpreted its mission in a cautious but il
proper manner. ICANN has a coordination
function to perform to ensure the seamless
operations of the Internet. In exercising its

coordination function, ICANN must take
into account the legal and policy impacts of
its management decisions, and thereforeits
scope of missonisnot limited to purdly tech-
nical issues." Thinksthe UDRPis at least
OK, maybe grest.

Winner isresident in DC areal Number one
goal listed at http://www.mkatoh.net/
FAQ.htm#Godsis "To make ICANN a2lst
Century model for international organiza-
tions" See also http://www.mkatoh.net/
speech/icann_katoh072000-e.ppt (arguing
ICANN should be model for 21st century
organizations). More than half the voters
arein the Asia/Pacific region. And they
picked aDC IP lawyer [who is ajapanese
citizen and an employee of Fujitsu].”

From NANOG

Some Insights on
Network Service
Level Agreements

On September 29 Sean Donelan answered
athread on service level agreements on
NANOG: Whenever providers start
throwing numbers around, you've lost the
battle.

| always suggest people should talk to their
insurance agents, not their technical
people. Insurance agents are very good at
understanding risk, and how much to
spend mitigating that risk. Sometimes it
is cheaper to buy a new computer every
few years than trying to build the perfect
protection around it.

The used car dealer is almost never the
best source of information about car
insurance. Don't expect any better from a
sales person at a provider. Y ou are going
to end up with expensive undercoat and
fabric protection package.

Asfar as | know, the system with the
highest publicly stated reliability and
availability is FEDWIRE. Fedwire
exceeds everything |'ve seen at NORAD,
NASA, or any service provider (carrier,
internet, web hosting, etc). Fedwire has
five-way redundancy of some systems. It
also hasthe full faith and credit of the US
Treasury backing up its service guarantee.
A software error in 1985 resulted in a $23
billion (with a"B") accounting imbalance.

If | take Fedwire as the upper limit, | need
to ask what about providers whose claims
exceed those delivered by Fedwire? They
aren't lying, but you need to understand
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the numbers. And if any provider does
think their system exceeds Fedwire, |
would love atour of your facility.

Due to their history as a regulated
monopoly, telephone companies have
developed interesting ways to calculated
reliability. For example, some telephone
companies ignore events which exceed the
design parameters of the network. Or in
other words, they don't include Mother's
Day in their calculations. Some telephone
companies also don't include disruptions
due to Acts Of God or Force Majurein
their reported numbers. | chuckle
whenever | hear someone say "carrier-
grade.”

Availahility statistics are much like flood
and storm statistics. A oncein 100 year
flood does not mean it will flood only once
in any 100 year period. Y ou can have back
to back floods. And you can have back to
back computer failures. Nor doesit limit
the length of an outage. Y ou could have a
43 minutefailurein Year 1, and no failures
inYears 2-5. Or an 86 minute failurein
Year 1 and no failuresin Years 2-10. Or
even a86 minute failurein Year 1, and a
86 minutefailurein Year 2, and no failures
in Years 3-20. Remember in statistics
when you calculated the series to infinity.
If you are till around in Y ear Infinity, then
you can discuss X 9's of availahility.

Asking a provider how many 9's of
reliability they provide, or the MTBF of
their systemsisreally ared herring. What
you really want to know, and what you
should ask is

When afailure does occur (and it will):
(1) how will you respond? (2) how will
you keep meinformed? (3)what do | need
to do? After you understand those answers
(4) how often would | expect this?

No matter how many 9's you have, there
isalwaysa.l, 01, .001, .0001, etc chance.
Murphy is exceedingly good at his job.

Ok, if you are still reading, and you still
want to build a system as reliable as
Fedwire, lets talk. Fedwire has shown it
can be done, however expect to pay as
much as Fedwire. On the other hand, if
you arewilling to settle for just alittle less,
the price drops dramatically. Its alot
cheaper to build a system to meet a certain
level of design risk, and buying insurance
to cover the excess. It may double the price
to add another "9" of reliability, but only
10% to cover the risk with insurance.

| am not alawyer, banker, insurance agent,
doctor, or indian chief. Y ou should always
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consult alicensed professional for advice.

Alex Bligh on September 30: Excluding
force-majeure from availability is not
totally unuseful (provided you can still
compare apples with apples), on the basis
that (historically at least) many other
things are likely to cause more worry than
failure of your internet/telecoms service
in the event of war/asteroid strike etc.

Donelan: | also think its reasonable to
exclude force majeureina SLA. When |
wrote SLA's | excluded all sorts of stuff
in the force majeure clause. My point
wasn't to suggest it is unreasonable to do
so, but customers should understand a
provider includes only certain risksin their
SLA. Insurance companies are very good
for covering the other risks.

What drove me crazy was | couldn't get
theinformation | needed to do my job from
providers. Fiber cuts happen. | don't want
a99.999% network guarantee, | want an
accurate map of my circuits on your
network so | can plan where to put my
backup circuits. If | could outsource the
reliability of my network, it would be
great. But the fact is, | was the one who
had to live with fallout when my network
failed; not the provider. At most large
providers, my "dedicated account team"
rarely lasted afiscal quarter let alone a
fiscal year.

| sometimes think folks, and | was once
one of them, are just looking for the
provider which promises the highest
availability number (100% service
guarantee) without realizing some
providers are achieving such high numbers
by excluding alot of disruptive events. If
everyone included and excluded the same
things, you could compare the numbers.
But everyone doesn't. So customers need
to understand what the numbers mean. It
is possible for a provider with a 98%
availahility guarantee to have better actual
performance than a provider promising
100% availahility.

Bligh: Finally, the availability number is
meaningless unlessthere is a clear way of
measuring what period it applies to. Five
nines availabilty over aday is completely
different to five nines availability over a
year, if thereisafixed MTTR (think about
it).

Donelan: Ah, Mean Time To Repair. For
availability purposes, MTTR is frequently
a bigger contributor than MTBF (Mean
Time Between Failure). Can you repair
one half of aredundant system before the
second half fails.

Bligh: IE availability numbers are * not*
useless - but they generally aren't
comparible without looking at the
contract, and system in depth.

Donelan: If you look at what happened in
the disk drive market, for awhile Seagate
and the others waged the battle of MTBF.
Y ou could buy a 400,000 hour MTBF
drive or a800,000 hour MTBF drive or a
1.2 million hour MTBF drive. Was there
adifference between the drives, in some
casesyes. In most cases, you were actually
buying the same drive with different
extended warranties.

Did the difference in MTBF's mean the
disk drives never failed? No. If the drive
did fail, did you get data back because it
was a 1.2 million hour MTBF drive? No.
If you didn't have a backup, did Seagate
lose their job, or did the computer operator
lose theirs? Does RAID held? Yes. Does
RAID completely eliminate disk failures?
No.

If you look at network backbones, almost
everyone uses the same vendors,
supplying essentially the same equipment,
and nearly the same network design. So
why would different providers have
different availability numbers? Isit just
an accident of the statistical series, some
providers had their failures earlier but
everyone will end up the samein Year
Infinity? Or are there real differences,
besides price, between providers?

Vijay Gill: There appear to be two major
and some minor variants in backbone
engineering and architecture. The major
ones being the UUNET design and the
Sprint/Qwest design for circuit layout and
aggregation/hierarchy. There are alot
more variants regarding the routing
architecture (IGP setup, bgp setup, et a),
and depending on various failure modes,
some are better than others for a subset of
failures and vice versa.

The hierarchical UUNET design for
example, is fairly dense in terms of
volume, with a small time diameter per
region for a network of that size, which
allows for some local optimizations. And
if you get two circuits into two regions,
some failures in one region can be isolated
and compartmentalized, without a major
spillover into the neighboring regions,
which would not be the case in alarge flat
network.

As always, with good engineering,
comparable reliability can be established,
given appropriate amounts of money being
thrown at the problem.
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Donelan: True, but in the end doesit end
up being a zero-sum game? Or are there
real differencesin performance? I'll pick
on a couple of different providers, but we
could use anyone.

In my experience AT&T has a huge
MTBF, over 7 years when | bought
circuits. But when the two natural disasters
struck at the same time, it would take
AT&T several daysto get the circuits
working again. On the other hand, Sprint
had a problem every month or two, but
they usually had them fixed in about 20
minutes. What's the trade-off. Over 10
years, the availability numbers weren't that
different between AT&T and Sprint.

Sprint hypes their SONET fiber network,
AT&T hypes their FASTAR network
restoration. Isit strictly a question of cost?
Although alot of advertising and sales
emphasisis placed on the technology, |
haven't found the technical differences
between providers affecting the delivered
performance. Non-technical factors seem
to have a bigger affect.

‘Executive Summary |

Shockey on ENUM, pp.
1- 10, 16

ENUM isthe new |ETF protocol designed to
function like adirectory servicesfeaturethat links
PSTN phone humbersto Internet telephony ori-
ented sarvices. We interview Rich Shockey who
was co-chair of the ENUM working group.

E164 refersto theinternationa telephone num-
ber protocol established by the International Tele-
communication Union. E164 resolution means
the use of the ENUM protocol (RFC2916) to
connect any number in the globaly switched tele-
phone network to whatever Internet servicesit
has been provisioned for. Such services may
range from a persona web page look up to the
ahility to retrieve your voice mail from anywhere
in the world with alocal phone call. ENUM

makes it possible for the first time to connect a
voice over |P service to any POTs phone whose
number has been ENUM provisioned.

Currently one SIP provisioned phone can find
another only if the owners of each number are
aware of the others existence. Before the web to
FTP afile from adirectory you had to know it
existed or you had to browse directories and
stumble by chance on anything interesting. The
web became a means of finding and indexing
such files and eventually of stitching them to-
gether so they could be intelligently located with
great ease. ENUM will offer away for aVOIP
sarvicelike SIPto trangparently find every PSTN
phone on the globe whose owner has ENUM

provisioned it through national registries to be
\ J)




set up late next year, When a PSTN phone is
ENUM provisioned much of its use will begin
to flow over the Internet. If ENUM services be-
come as popular as expected, they will beameans
by which huge amounts of PSTN traffic will be
sucked out of the PSTN and onto the Internet.
ENUM has sometimes been referred to as the
service control point for the deconstruction of
the PSTN by the Internet.

ENUM in asingle sentence has been defined as
“telephone number in URL out using NAPTR”.
An ENUM specific domain, in other words the
ENUM expression of atelephone number under
asingle unique administrative DNS domain, must
list any and al services available for that domain.
The new ENUM GTLD isel64.arpa. It was
added to the Root late last month.

ENUM itsdf isasimple protocol taking only five
pages to describe. Shockey reports that the cen-
tral development issue revolved around adebate
of whether or not to use NAPTR records for ser-
vice discovery. “NAPTR stands for the Naming
Authority Pointer Resource record. It is RFC
2915 written by Mike Meeling of Network So-
Iutions and Ron Daniel of Data Fusion. Debate
about what resource records had to be returned
for ENUM service resolution was extremely con-
tentious.”

Shockey describes RFC 2915 as a profoundly
elegant and powerful document for service reso-
Iution within a domain. For exampleit has an
ability to list “n” number of services for ado-
main through the use of regular expressions and
avariety of other features and functions. The
importance of the use of NAPTR recordsin this
environment cannot be stressed highly enough.
Shockey states that the advantage in the use of
NAPTR was having a single resolution method-
ology for resources associated with atelephone
number. “1f we did not use NAPTR for aresolu-
tion we would have issued a sort of directive to
the Internet community saying that it was OK to
resolve a telephone number to any resource
record.” (Tony Rutkowski in a short article of
his own in Communications Week International
also lauds the importance of NAPTR as the
glueballs holding ENUM together.)

It seems to the Editor that the intent of use of
NAPTR for resource records may be to ensure
that the customer hasin effect only asingle key
chain for use in tying together all advanced ser-
vices to which he subscribesin what is regarded
as the most important enabling technology of
convergence between telephony and computers
as represented by the Internet.

Shockey acknowledges that since ENUM be-
comes asingle point of control and also asingle
point of failure that the way in which services
are provisioned will be absolutely critical. The
consumer must be given absolute and total con-
trol over hisENUM services which may become
the single tool set by which he controls his busi-
ness and personal communications.

Under this ENUM business model there will be
only asingle ENUM provisioning authority for
esch nation gate. The |[ETF and ITU have agreed

ot to bresk the €164 mould which means that
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each nationa telephone numbering authority will
be asked to decide who will provision ENUM
services within its borders.

Inthe USitislikely that an early decision of the
new administration will be to choose whether
the Department of Commerce or the FCC will

issuea solicitation for anational ENUM admin-
istrator. Some think that giving the task to the
FCC would be both Bell head friendly and en-
sure aslower role out than an assignment to the
Net head friendly Department of Commerce. In
any caseit is assumed that a successful bidder
will have to provide assurances that customer
control over the selection of ENUM services
and over the privacy issues involved in having
what may become asingleidentifier for &l one's
telecommunications activity will haveto be very
carefully respected. 1t will aso be critica to guar-
antee that when abusiness or individua changes
phone numbers, that dl ENUM services attached
to an old number are severed from that number
immediately on customer disconnect and at-

tached to the new phone number as soon as it
becomeslive. Critical issueswith ENUM are
thought to be far more political in nature than
technical.

Instant Messaging, pp.
11-16

Weinterview Henning Schulzrinne, member of
the Internet Architecture Board and Director of
the Columbia University Internet Real Time
Laboratory. Our subject isatutorial on Instant
Messaging and its gpplications and on recent high
priority IETF instant messaging protocol stan-
dardization efforts.

While the ability to send short messages that ap-
pear in real time on the screen of the recipient
was a feature of most computer bulletin board
software, it was AOL’s adaptation of this capa-
bility thet put it one the map of the Internet. From
aconsumer services perspective it likely ranks
behind the Web and email asthe third mgjor rea-
son by which people justify their Internet usage.
Standardization matters because you now have
aproblem that there are isolated communities
where people who use the Y ahoo instant mes-
saging client cannot send messages to people who
use either the Microsoft or the AOL client. AOL
is appears to have 90 percent of instant messag-
ing users while the remaining 10% are split be-
tween Microsoft, Yahoo, ICQ and Triba Vaice.

While thislack of standardization is not now es-
pecidly daunting inthe U.S,, it will also beginto
get much more important once more advanced
wireless services come into play. The popularity
of the Short Messaging Service (SMS) in Eu-
rope on the GSM mobile phoneishuge. More-
over this popularity exists despite the fact that
you haveto type in your message with the num-
ber keys. On completion these messages are sent
instantaneously to another mobile phone with
bridges to email also available. We can expect
that this popularity will migrate with GSM de-
vicesto the United States.

Schulzrinne explains that “Instant Messaging is

primarily afirst order mechanism. In other words
you use it to set off other events. This explains
wheretheinterest of those of us on the multime-
diaside camein. What you can do isset up a
number of smultaneous AOL, or whatever type,
of presence sessions or messaging sessions.
When your group is present, you can start up a
completely unrelated application such asavoice-
over IP conference cal.”

He dso explains how standardization effortswere
ramped up earlier thisyear in the IETF with the
decisioninthe spring in Adelaideto “setup a
design competition where the first working group
and others were or challenged essentially to put
up or shut up.” the result was seven or eight sub-
missions that were winnowed into three groups:

the XPP or blocks-based proposal of Marshall

Rose and Dave Crocker and then “the SIP based
proposal which anumber of usincluding Chris-

tian Huitemaworked on. Within this one, the
primary work had started much earlier with a
proposal within the SIP working group which
Jonathan Rosenberg and | had been working on
for sometime. Finally there was awhole set of

proposals which was called “ group two”, and
which was characterized by amore limited single
set of functions for text-based presence indica-

tion and instant messaging.”

The Schulzrinne Huitema SIP based approach
came from a notion of seeing messaging in the
more generic sense of event notification. “We
see asignaling system consisting of a push part
and apull part if you like. The push part comes
in where you call me on the phoneto find out if
I'm available. The phonerings and either | pick
upor | don’'t. The pull apart would be when |

tel you, just in case you wanted to know, whether
I'm availableto talk or not. Thesetwo are mir-
ror images of each other and thusit makes sense
for them to be provided within asimilar overall

signaling framework that includes the ability to
reach end systems.”

He explainsthe power of using SIP not for ajust
an“I call you up mode’ but also for an “I notify
you when I’'m available mode,” and an “I want
to find out when you are available in order to
subscribe to” mode meansthat all of these mes-
sages are handled by the same set of software or
so-called proxy servers. “Y ou can think of those
as being cousins of your SMTP server. If aswe
expect, the next generation wireless systems will
al use SIPinternally, we will have an infrastruc-
turewith abillion usersonit. We might aswell
leverage thisinfrastructure since the proxies do
not have to be upgraded in all in order to have
this functionality.”

“Consequently a proxy does not even haveto be
aware that instant messaging or presenceis go-
ing on. Therefore a proxy built today will bea
perfectly capable router of subscriptions and no-
tifications regardless of what happensto its de-
tailsinthefuture. To us, this capability opensup
an avenue for integration which hopefully will
lead to lots of interesting new services” Among
these will be SIP based notification or execution
of events. An instant message may turn on a
remote white board or web cam whileit may aso
notify someone of aremote event such as change
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7 Continued from page 23
in the condition of an on going process.

ICANN Deemed lllegal,
pp. 17 - 21

We summarize and comment on Michael

Froomkin's 166 page 711 footnote long landmark
paper: “Wrong Turn in Cyperspace: Using
ICANN to Route Around the APA and the Con-
stitution” to be published by the Duke Univer-
sity Law Journal, October 2000, Volume 50, No.
1. Froomkin’sindictment in his opening para-
graph is succinct: “ The United States govern-
ment is managing a critical portion of the
Internet’ sinfrastructurein violation of the Ad-
ministrative Procedures Act (APA) and the Con-
stitution. For almost two yearsthe

Internet Corporation for Assigned Names and
Numbers (ICANN) has been making domain
name policy under contract with the Department
of Commerce (DoC). ICANN isformally a pri-
vate non-profit California corporation created,
in response to a summoning by U.S. government
officials, to take regulatory actions that the De-
partment of Commerce was unable or unwilling
to take directly. If the U.S government is laun-
dering its policy making through ICANN, it vio-
latesthe APA,; if ICANN isin fact independent,
then the federal government’ s decision to have
ICANN manage a public resource of such im-
portance, and to allow - indeed, require - it to
enforce regulatory conditions on users of that
resource, violates the non-delegation doctrine of
the U.S. Congtitution. In either case, therela-

tionship violates basic norms of due process and)
public policy designed to ensure that federal
power is exercised responsibly.”

We believe that it is very important to use
Froomkin's compelling insights to educate both
citizens and the executive and legislative
branches of the US government. We need to
understand quickly what has happened and why
we should “be afraid.” Out of such education it
isto be hoped that legdl or legidative redress may
be found. Inabrief interview with us Larry
Lessig explains that Froomkin has provided a
road map for legal that under the right circum-
stances could be used to compel ICANN to
change itsways. The amost final draft of the
Froomkin paper isa 1.1 meg pdf file at http://
www.|law.miami.edu/~froomkin/articles/
icannl.pdf We also offer comments on the re-
cently concluded ICANN membership at large
elections. We suggest that the determination of
ICANN'’sfate is adecision that will impact
whether we livein anation state with alegd sys-
tem accountable to individual citizens or a cor-
poratist state that is run on behaf of the private
profits of global corporations. If it isthe latter
we will find that we have given up the critical

philosophical foundation on which our nation
was built. That our government exists first and
foremost to preserve and protect the rights of each
of itscitizens.

Provider Quality, pp. 22-23

We publish aNANOG discussion on issues to
consider in evaluating quality of service agree-
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