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Wireless Reaches Internet Critical Mass

Internet Use Jumps to Mobile Platforms as Spread of
Digital Infrastructure Enhances Wireless Capabilities
We Survey Issues and Players in Internet Wireless Services

Editor’sNote: IraBrodsky is President of
Datacomm Research Co., a St. Louis area
technology and market forecasting firm.

Brodsky has written two books on emerg-
ing wireless communications. Hisfirm also
published the report Portalsto Profit, re-

viewed by The COOK Report On Internet
ealier thisyear. Weinterviewed IraBrodsky
on December 23.

COOK Report: What isthewireless“big
picture’? Isit that just about all the activi-
ties which are being engaged in on the
Internet from wired platforms are currently
in the process of moving to wireless plat-
forms? Isit also that these wireless plat-
forms represent huge amounts of additional
bandwidth consumption because wired plat-
forms are generaly not being abandoned for
wireless?

Brodsky: Yes. Thet isareasonable assump-
tion, although abit of an Internet centric
point of view. If | were speaking from a
purely wireless centric point of view, I'd
describeit abit differently. In thissense,
from an even bigger picture view point, what
we are seeing now isthe transition of wire-
less devices from analogue to digital. Asa
result, for the first time, wirel ess technolo-
gies are able to regp the benefits of Moore's
law.

COOK Report: In other words while voice
was the dominant form of telecommunica-
tions, it isnot surprising that wireless sarted
out dominated by anal og technologies.
However, as the bandwidth of digital com-
munications now exceeds that of voice, itis
Nno surprise to see wireless pushing new digi-
tal technologies.

Brodsky: Correct. What is happening now
is pushing the envelop to achieve a collec-
tion of new features, performance improve-
ments and cost reductions. 1t used to be that

this stuff was all analogue and, as such was
moving in ow motion. There was just not
that much you could do to improve an ana-
logue mobile phone. Now with digital tak-
ing over amazing feature sets are being
ported to these little phones. For example
you have phones now with built in GPS re-
ceivers and micro browsers.

COOK Report: So how then should a dedi-
cated observer of Internet physical infra-
structure analyze developmentsin the wire-
lessworld?

Brodsky: Y ou need to understand that some-
thing is going on in the wireless realm that
paralelswhat has been going oninthe wired
world. This something is the explosive
growth of bandwidth. It has been accom-
plished alittle bit differently but, dueto a
move to higher frequencies, to lower power
and to more efficient digital technologiesit
has happened. Five years ago even most
radio engineers believed that wireless was
doomed to remain low bandwidth. But to-
day the pictureisvery very different. You
have radio systems running at 100 megabits
per second with aclear path of future devel-
opment to speeds as high as 622 megabits
per second.

COOK Report: So how do they achieve
those higher speeds?

Brodsky: When you go up higher in the
radio spectrum, you have more room to
transmit. If you look at the AM radio band,
you will find that it is down at the 500 kilo-
hertz to one point five megahertz range of
the spectrum. Down there you obviously
don't have a megahertz of bandwidth to play
with since the whole range of the spectrum
application is only about a megahertz.
Thereforeindividua stations transmitting in
that band can only have tens of kilohertz.
However, if you go up to 30 to 40 gigahertz
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of spectrum, you have the possibility for each
user to have hundreds of megahertz of spec-
trum.

Broadband Wireless

COOK Report: So the speed is afactor of
the breadth of bandwidth that one can oc-
cupy at the higher end?

Brodsky: Yes However therearedsoways
that one can make more efficient use of spec-
trum in lower frequency ranges. For ex-
amplein the cellular telephone band which
isin the 800 megahertz range or in the PCS
band which fallsin the 1.9 gigahertz spec-
trum range, you can make more efficient use
of bandwidth. Y ou can then allow each user
to use more bandwidth.

COOK Report: How is this accomplished?

Brodsky: Inthevery high frequencieslike
30 to 40 gigahertz, it is generally done by
using time division multiple access
(TDMA). Inthecdlular and PCSbandsyou
have both TDMA and CDMA (code divi-
sion multiple access) which is based on

spread spectrum.
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COOK Report: CDMA would be amenable
toincreasesin its capabilities as aresult of
continued improvements in chip design
whereas TDMA would have fundamental
limitsin its ability to beimproved?

Brodsky: Correct. With TDMA youfacea
fundamental problem. When you moveto
higher speeds, you have to narrow the time
devoted to the transmission of each bit over
the airwaves. The biggest problem in any
wireless environment iswhat is called multi
path interference. Narrowing the intervals
between the transmission of each bit in or-
der to increase the speed of transmission in-
creases your multi path interference prob-
lem.

Now with CDMA you are using codesin-
stead of time slots to distinguish one user

from another. With CDMA systemsin use
today inthe PCS and cdllular systems, each
user is given a 1.25 megahertz wide chan-

nel. With TDMA userswe are restricted to
channelsin the 30 kilohertz range. With di-
rect sequence CDMA you spread the signal

out over the whole range. The datafrom
multiple users can be basically combined
into asingle transmission. And the code of

each user can be used to filter back out the
information intended only for that user, If

you look at an entire range of CDMA trans-
mission, you see akind of composite stream
that amalgamates into one continuous trans-
mission the contributions of all users of

CDMA technology who are using it in any
single given area. CDMA literdly puts mul-
tiple users on the same frequency e the same
time.

COOK Report: Didn't George Gilder make
reference to the these separate codes aslan-

guages?

Brodsky: | think the analogy that he used
was the cocktail party where conversations
are going on at the same time and you can
by listening for the timbre of familiar voices
distinguish one conversation from the oth-
es. In CDMA you encode the conversation
at one end and then use the same code &t the
other end to filter it back out.

Normally in adigital world we consider ev-
ery bit to be precious and it is understood
that, if one bit goeswrong, the whole trans-
mission may haveto beresent. In CDMA
however, you are expanding the data. Y ou
areturning each bit into smaller units called
“chips’. These“chips’ areno longer o pre-
cious. Infact you work with them on asta-
tistical basis. Therefore, instead of caring
desperately about each and everyone, you
look at 127 that go by and, aslong as the
majority of them are received correctly, you
get theright user data.

Anather nice feature about CDMA isthat it

isvery elastic in terms of capacity. If you
take a CDMA cell with only a handful of
users, the geographical coverage of that cell
will be at its maximum. If you load the cell
with more and more users the coverage of
the cell startsto shrink. This feature will
permit coverage of rural areas with fewer
cells and hence less expense than are neces-
sary to ingtdl for aCDMA systemin an ur-
ban area

Wireless Internet
Services

COOK Report: so having pointed these de-
velopments out as making broadband wire-
lessfeasible, if one wants to begin looking
a wirdlessinternet services, where does one
turn? Can one divide up the field into sev-
era different topologies? Say fixed services,
wireless LANSs, mobile services? But then
with each of these you have to look at the
amount of bandwidth that you are trying to
ddiver to individua users and whether you
aretrying to get al users aways on connec-
tions?

Brodsky: Yes. We need also to belooking
at one other factor. Namely whether they
want any degree of portability. Mobiletech-
nology almost always converts easily to
fixed but certain types of fixed are not suit-
ablefor mobile.

COOK Report: So how about giving anin-
ventory of the playersin point-to-point?

Brodsky: One hasto qualify one’s answer
to your request. Up until acouple of years
ago | would have said it is all either point-
to-point or point-to-mutipoint. But now we
have an interesting new player doing what
it calls point-to-point-to-point. It isacom-
pany called Triton Network Systemsin the
Orlando, Floridaarea. They make equip-
ment that operatesin what's called the mil-
limeter wave bands. We are talking about
frequencies at 28 giga hertz the LMDS or
Loca Multipoint distribution service. There
isasmilar band a 38 gigahertz. Thefocus
of this company is on providing basic high
speed connections. Therefore they are not
focusing on the small office or the home
office. What they offer isavery intriguing
aternativeto fiber. They connect buildings
to each other at distances of 2 to 3 miles.

The beauty of thisisthat if you take an ur-
ban areawith alot of buildings where you
can cover two miles or more between build-
ings you can interconnect the whole city.
Each building node in your network be-
comesarelay point by which you may goto
the next building.

COOK Report: This sounds a hit like part
of Next Link’ s business plan.

Bodsky: Next Link does own agrest dedl
of LMDS spectrum in which Triton is lurk-
ing. But some competing technologies ex-
ist. Theseare point-to-multi point technolo-
gies. Some of which are frequency divison
and some of which are time division multi-
plexing. Thusthere have been advancesin
our ability in fixed environments to go to
higher speeds using time division multiplex-
ing. When | had mentioned beforethet TDM
was kind of at adead end, | wasreferring
primarily to its use in mobile technologies.
In fixed location use you can squeeze some
extralife out of it. In afixed environment
multi path interference won't be as bad be-
cause usersaren’t continually in motion. If
you are not moving, you can also tune the
system to minimize multi-path interference.
You will try for aline of sight signal and
you will filter out as many reflections as
possible.

COOK Report: One of the major marketing
pointsfor Triton in cities must be to avoid
the expense of digging up streets.

Brodsky: When onelooks both at the time
and the cost of running fiber to an existing
building, one will find atechnology like Tri-
ton quite attractive. Thetotd cost for radios
and installation of all other equipment for
linking each building to the network is about
$45,000. The bandwidth is 100 megabits
per second per link. The equipment involved
isasmall box of alittle more than acubic
foot in size that is bolted to the side of the
building. The box is pointed towerds the next
node in the network. 'Y ou may want to have
2 of them on abuilding. Onein aposition
of receiving from the building down stream
and the second in the position of becoming
the transmitting device. Notethat if you
connect several buildings you can havere-
dundancy because you have created aring,
which should it be broken at any spot can be
traversed in the other direction.

At the millimeter wave length the radio
waves behave somewhat like light. Y ou can
view the tranamitters as being something like
searchlights. You actudly haveto point them
at the receivers on the next building. But
one other benefit of thisaiming is that you
can have transmissions criss-crossing each
other without interference.

Now another big advance is the aggressive
reuse of frequencies. The more you reuse
frequencies, the more wireless beginsto pro-
vide the same benefits of wired. Inonesense
you can think of wired as being the ultimate
wireless system in that it allows you to re-
use frequencies as close together asyou wish
because the frequencies are confined within
thewire. Inthewired world you can reuse
the bandwidth of a single wire from point
“a’ to point “b” by running abundle of a
hundred wires between “a” and “b”. Inthe
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wirelessworld by using higher frequencies,
lower transmit power and more efficient
digital technologies, you can reuse frequen-
cies more aggressively and therefore get
more capacity and more bandwidth.

COOK Report: Y ou have more means of
isolating your transmissions and more flex-
ibility in doing so?

Brodsky: Exactly.

COOK Report: So what would your over-
view of mobilelook like?

Brodsky: Thebig devdopment herein 1999
was smply the huge growth of mobiletele-
phones world wide driven by transition of
these phones from analogue to digital tech-
nology. As| said earlier, al the benefits of
Moore'slaw are being brought to bear on
the capabilities of mohile phonesfor thefirst
time. Thetransition from analogue to digi-
tal has meant that mobile data capabilities
are under going an explosion of develop-
ment.

Editor's note as we go to press: We note that
one of the most powerful and polular mo-
biledigital datadevicesis Qualcomm's pdQ
phone, which has a built-in version of the
PamPilot handheld. In August 1999 Sprint
announced Sprint PCS Wireless Web, with
services availablein late September. One
part of the serviceis wireless Internet ac-
cess. Users can either access the Internet
directly with CDMA phones including the
Qualcomm pdQ, or use the phones aswire-
less modems and connect them to devices
such as handhelds and notebook computers.

According to the December 1999 Gilder
Technology Report, on November 9
Qualcomm demonstrated anew 2.4 mega
bit pers econd burst capable High data Rate
(HDR) system compatible with all existing
CDMA deployments and offering arange
of servicesincluding internet access. Ironi-
caly HDR isadynamicdlyt adaptable form
of power controlled TDMA which fits
seamlessly into unused 1.25 megahertz
CDMA channels. With HDR coming onin
2001, you will be able to plug your note-
book into your CDMA cell phone and get
faster access than your office T-1 line. Soon
the HDR chipset will become your PC'son
board wireless modem." Thiswill become
part of the additional tsunami of wireless
internet access with which internet architec-
ture will be forced to cope. [According to
Brodsky: "HDR is CDMA; there may be some
time-sharing going on, but it would be mis-
leading to call it "TDMA.." It would be more
accurate to say HDR runs on separate chan-
nels that can be either in the cellular/PCS spec-
trum or outside that spectrum; saying "unused
channels" suggests it borrows channels from
the voice system." |

Mobile — Web Phones

COOK Report: Well from the Internet data
point-of-view are the web phones most im-
portant?

Brodsky: That isindeed the most likely
case. Thereare alot of different partiesin-
volved in making this happen, it looks like
Phone.com which invented the basic con-
cept of putting amicro browser in aphone,
and then ddlivering content from the Internet
to those micro browser equipped phones.
Originally Phone.com was named L.ibris.
Then they changed their name to Unwired
Planet and finally to Phone.com. Their
founder is a French gentleman named Alain
Rossmann. Hewasthe founder of EO Com-
puters. Now they made a tablet computer
and then a pen computer to which they added
acdlular module. Atthispoint ATT bought
the company only to fold it when the com-
pany only sold 80,000 of the EO computers
during itsfirst year of life.

But Rossmann really learned hislesson. By
making awireless tablet computer he real-
ized that it was too much for end usersto
swallow. What you redly needed to do was
not turn the computer into a combination
computer and cdll phone. Instead he decided
to take the basic cdll phone platform and add
just asmall amount of data capability to it
and seewhat he could do withit. Helearned
immediately that he could do alot of useful
things like white page look-ups and even on
linetrading. In December 1999 there has
been a series of full page ads run by
AmeriTradein the Wall Street Journal show-
ing the Sprint Wireless Web Phones with a
stock trading menu.

COOK Report : Isamicro browser there to
give the user some of the minimal capabili-
ties of itsfull-fledged cousin?

Brodsky: You are talking about an applica-
tion that dlows you to view alimited amount
of text. It stripsout all the graphics. Fur-
thermore the amount of information that can
be shown on the screenis also very small.
The micro browser ismaking it feasible to
present the mobile users with these small
pocket sized devices with key information
that they can use. Phone.com invented the
micro browser. It hasdso lead to the devel-
opment of a standards forum called WAP
which is designed to formulate a standard
for micro browsersto adhereto. Although
it may cost alot of money to join the forum,
WAP will be an open standard that anyone
can use. While there are anumber of com-
panies making their own micro browsers,
most of their products are WAP compliant.

COOK Report: Then, the purpose of WAP
isto have a standards framework for micro
browsers?

Brodsky: | think you can have completely
different micro browsers and till be WAP
compliant. Nokiahasits own. And
Microsoft has announced adedl with Ericson
to provide amicro browser for them.

COOK Report: So what then does WAP
compliant mean?

Brodsky: WAPisthe protocol. It sayshere
ishow we are gong to send data. How we
aregoing to format it for delivery to aphone.
It isthe language for the micro browser. Just
asHTML isthelanguagefor aweb ste. For
example Netscape and Microsoft Internet
Explorer aretwo different browsersthat both
useHTML.

But WAP isrealy more than alanguage for
amicro browser. Itisafull protocol stack
for usein accessing the Internet from small
devices with limited input and out put capa:
bilities. These can be PDAsaswell asWeb
phones. WAP includes security features as
well astransmission and content issues. It
coversawide range and not everyoneis ex-
pected to be fully WAP compliantin al ar-
eas.

COOK Report: When you say content is-
suesto what are you referring?

Brodsky: They have come up with some-
thing called the wireless markup language.
When they created the WAP forum, many
of the companiesinvolved decided to create
amarkup language (WML for wirdless mark
up language) that was closer to XML than
toHTML.

In addition to micro browsersin mobile, you
also have what is known as short message
service technology. It bears similarities to
two-way paging. People are continually
connecting it to the Internet and to email.
An email from the Internet may be sentto a
mobile phone number with the address for-
mat of XXX Xxx xxxx@phoneco.net where
XXX XXX XXXX is the individual’s mobile
number and phoneco.net isthe Internet ad-
dress of the phone company. Thefirst 250
or so characters of the message will be de-
livered to the recipient’s mobile phone.

Today these capabilities are being used most
widely in Europe on GSM systems which
had been developed earlier than equivalent
technology in the US. Many systems that
alow messages to be sent to phones are now
in the process of being up graded to allow
two way messaging which isto say that
phones will be able to send email back to
Internet addresses. Because this technology
isso simple, you cannot point to any manu-
facturersasleading theway. Itisredly built
into all the standards.

COOK Report: Asaresult anyonewith an
Internet account can use his email client to
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initiate a text-based paging call?

Brodsky: Yes. All sorts of interesting new
applications are possible such as configur-
ing the calendar on your desktop computer
to send you a reminder message an hour
before you are supposed to be able to begin
an off sitemeeting? Or for example an en-
terprise can keep in touch with 500 sdesreps
al over the country who may al be travel-
ling at various field locations at any given
point intime.

Another application to which people are
paying insufficient attention is that mobile
technology is becoming robust enough so
that in the next couple of yearsit will be
possible to provide fairly high speed access
to notebook computers and to PDAs. This
will mean that abusiness traveler sitting at
an airport gate waiting to board his flight
will be able to up load and download email
without plugging into an RJ 11 jack and us-
ing the PSTN. Thiskind of 64 kilobit per
second mobile data service has already
garted in Koreain December 1999 and will
be starting in Japan in January 2000.

These services are being provided by the
CDMA industry which was started later than
TDMA and GSM. CDMA now surpasses
anything that TDMA can offer in 64 kilobit
data capahilities. GSM isalso planning to
offer 64 kilobits. However, they arelikely
to have adifficult time making it available
on awidespread basis because they don ‘t
have enough capacity.

COOK Report; And what companies are
leading these efforts?

Brodsky: Qualcomm isdriving CDMA
technology forward but here are lots of other
players. Motorolaisthe vendor that is actu-
aly launching the 64 kilobit servicein Ja
pan. Motorolahad been late both in getting
into digita and into CDMA and about ayear
ago findly got their act together on CDMA.
They are now delivering CDMA phonesand
have become a pretty significant supplier of
CDMA infrastructure. Motorol@ sfinancial
performance in the cellular areaimproved
dramatically in 1999.

LG, Hundai and Samsung are K orean com-
panies making CDMA equipment. Japanese
companies are also getting involved.
Kyocerajust bought Qualcomm'’s handset
business. Fujitsu and NEC are also players.

COOK Report: But how do these networks
transmit?

Brodsky: By meansof CDMA a low power
on regular cellular network channels. You
can therefore send and receive data while
you are moving. Notethat CDMA isthe
only cellular technology that allows its us-
ersto talk to more than one base ation at a

time. With GSM for example they have to
shut down your cal on cell ste“A” and bring
it up on cell site“B” at precisely theright
moment so that your call is not dropped.
With CDMA you could be talking to cell
StesA, B, and C smultaneoudly.

Metricom versus Sprint
PCS

COOK Report: So where does Metricom
fitin?

Brodsky: Metricom has a unique architec-
ture that makesit a hybrid mixing features
both of mobile and of the wireless LAN.
Metricom uses frequency hopping spread

spectrum.

COOK Report: Their architecture of trans-
mitters hung from light poles spaced evenly
across grids throughout an entire city has
been around since 1993. The fact that they
are getting 600 million dollars for a national
build out indicates that someone thinks they
don’'t have many liabilities.

Brodsky: They have done two significant
things. First they brought in anew man-
agement team that is running with atighter
more realistic business model. They were
functioning as averticaly integrated com-
pany where they were trying to be both the
service provider and the ISP and the com-
pany providing the high speed modems.

COOK Report: In other wordsthey werein
the Internet business but saw themselves as
averticaly integrated telco?

Brodsky: Yes. The new management team
defined Metricom’ s core competency as pro-
viding high speed data access. They will
work with many 1SPs and will license their
modem technology to multiple manufactur-
ers.

COOK Report: So they will have awirdess
infrastructure that anyone can plug into?
They finally understood.

Brodsky: Correct. They didindeed. Butin
the longer term | do have a concern about
their ability to compete in the new cellular/
PCS world, because these people have a
huge cdlular PCSinfrastructure to leverage
in providing these services. When Sprint
rolled out its wirelessweb service on the day
of itslaunch, it was available from more than
11,000 base stations nationwide.

COOK Report: What can you do on Sprint
PCSthat you cannot do on Metricom or vice
versa?

Brodsky: With Sprint it iscoverage. Itis
available everywhere and the platform can
be a phonethat can accommodate both voice

4

and data. The key benefits of Metricom is
that today it has a speed advantage because
Sprint PCSruns at 14.4 kilobits per second
where Metricom is getting its users abso-
[ute throughputs of 28.8. Metricomisroll-
ing out technology now that offers 128k.
However, the cdlular/PCS guyswill beroll-
ing out 144 kilobitsin 2001 and probably
within the year after that will be getting up
to 384 kilobit per second speeds. So the
question for Metricom iswhat can they do
to keep up with this? | am not convinced
that they can. But they say that they have a
plan.

COOK Report: In mobile datathen is PCS
in aposition to become the dominant tech-

nology?

Brodsky: Itisin aposition to dominate.
PCSis not so much atechnology asitisa
new category of playerswho are using the
1.9 gigahertz spectrum astheir territory. All
the PCS players started out from day one
using digital and as such they have an ad-
vantage over the cdlular carriers. The Situa
tion hereis reminiscent of the Situation faced
by theincumbent tel cos when they face com-
petition from the new greenfield playerslike
Qwest, Level3, Global Crossing and Will-
iams. The incumbentswill claim that they
will have and offer dl the latest technology.
The problem for them is when they go to
carry out their pledge to implement it, they
are confronted with a huge and archaic in-
stalled base from which they have to migrate
in avery measured fashion. This problem
includes the very expensive necessity of fig-
uring out how to get their analogue usersto
convert to digital.

COOK Report: Besides Sprint who are the
PCS players?

Brodsky: Sprintisactudly thelargest PCS
operator. The December 27" issue of Radio
Communications Report (Vol. 18, No. 52)
has alisting of the largest PCS players.
Ranked by number of subscribers, they list
Nextel the second largest after Sprint.
Nextel, in my opinion is something of aspe-
cia case becauseit operatesin what iscdled
the specialized mobile radio band which was
created for business dispatch purposes. They
got the FCC to relax the regul ations that kept
them boxed in to being purely a dispatch
company. Asaresult they have begun to
move out into a broader market wherein
my opinion they are not really competing
with Sprint PCSfor the general consumer
but are competing with Sprint for the busi-
ness user. What Nextel isdoing is provid-
ing what they call workgroup communica-
tions. They are also pushing very heavily
into Internet access. Primeco Personal Com-
municationsis third, PacTel Wirelessis
fourth, ATT Wirdessisfifth.

COOK Report: Who else besides Sprint is
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doing things with Web phones?

Brodsky: Nextel and then there are two
European carriers. Onein Finland the other
in France. Air Touch and Bell Atlantic have
aso introduced them.

Air Touch, which is being acquired by
Vodafone, isan interesting player. Air Touch
was originally the Pactel wireless group.
About three years ago they were spun off
from Pactel saying that having to be part of
an RBOC culture would not allow them to
be sufficiently innovative. After they be-
came independent, PacTel created a new
wireless company which is apurely PCS
operation. So Air Touchisactudly PacTd’s
old cellular group. They were among the
very firg carrierstoroll out CDMA. Slightly
more than 60% of the PCS carriers use
CDMA. Thererest are split between TDMA
and GSM.

COOK Report: So where does GSM fitin?

Brodsky: The Europeans were thefirst to
make awholesdetrangtionto digitd and in
doing so they became some of the first to
exploit the benefits of digital. GSM has
grown to be huge. Itismainly used in Eu-
rope, but it is aso used many other coun-
tries - many other countries have standard-
ized onit. GSM isjust abasic TDMA sys-
ter on which many people have been work-
ing for years. It has very good international
roaming which is very important to Euro-
peans. Prior to GSM they had only ahodge-
podge of analogue systems and couldn’t use
the same phone across borders, because the
systemsin neighboring countries were just
alittle different or operated on different fre-
quencies. With GSM they created an inter-
nationa system with very good automatic
routing features. Wherever you are when
someone calls your GSM number, the net-
work will find you.

COOK Report:  With mobile TDMA asa
part of GSM how does GSM handle the
bandwidth issues?

Brodsky: Everything isrelative. TDMA
provided a 250% increase in bandwidth and
speed over anadlogue. Thereforeit instantly
provided more capacity. The weakness of
GSM isthat compared to CDMA its capac-
ity islimited. Now that digital wirelessin
Europeisredly taking off, GSM networks
in Europe are running close to capacity
which isto say that the possible usagein a
given areaisjust about filled. Finally, the
audio quality that you get with GSM is not
asgood aswith CDMA.

COOK Report: What canthey doto increase
capacity?

Brodsky; They can go to higher transmis-
sion rates but are somewhat limited there by

therisk of increased multi path interference.
But they can also reuse frequencies more
aggressively and apply new smart antenna
technologies. They can aso install more
base stetions and make the cdlssmaller. But
the drawback here is that they have to do
more cell handoffs - something that with
increased frequency is difficult to manage
well.

COOK Report: So both CDMA and GSM
are expandable but presumably the cost per
user of expanding GSM would be signifi-
cantly greater?

Brodsky: Yes. Not only the cost but also
the complexity.

Wireless LANs

Now inthewirdess LAN areathe basic key
is that companies have continued to achieve
size, power consumption, and cost reduc-
tions. Providing momentum to these efforts
is the redlization that homes and small of -
ficesare going to need higher speeds. For
severa yearswirdless LANswere focusing
on medium speeds as away of getting lower
power consumption and cost reduction. But
now with further progressin making the digi-
tal technology, it is possible to go to higher
speeds and to lower the cost. A few years
ago awireless LAN meant afive hundred
dollar radio on adesk top and actually hav-
ing to run a bit slower than awired LAN.
Looking out ayear from now we aretaking
about a cost of less than $100 per node and
running a Ethernet speeds. Also these nodes
can be portable within abuilding or even on
acampus aswell asfixed.

We are seeing alot of activity hereinterms
of vertical applications. For example wire-
less bar code scanners have become very
common in major department storesand in
merchants like K-mart and Wall Mart. Hos-
pitals are using them. In afew placeson
line shopping is even putting them to use
via sales peopl e equipped with notebook
computers and web cams who can find mer-
chandise and show it remotely to the cus-
tomer prior to the purchase.

Another thing that becomes possible with a
wireless LAN islinking home appliances
together. Companies like Sharewave are
working on embedding wireless LAN tech-
nology in awide range of products. Now it
isreally the Internet that provides the glue
to make sense out of al this. Inthe pastto
have your computer talk to your hi-fi and
your refrigerator was pointless. Now with
the Internet you may want to down load
music to your computer or to your hand held
MPEG player.

COOK Report: Y ou could have aweb based
interface that would allow you to remotely
turn things on or off inside your house.
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Brodsky: If you are having a problem with
you refrigerator and your refrigerator can
communicate wirelessly with your Internet
connected home compuiter, then there’ sno
reason why the manufacturer could not use
that link to run diagnostics. | think that we
are heading toward the cost of $20 for put-
ting atransceiver inside an appliance and
using the device to connect the gppliance to
awireless LAN. All sorts of interesting
thingsflow fromthis. For exampleit means
that big consumer electronics companies can
create network out of al their existing prod-
ucts. You will soon be running your stereo,
appliances, thermostat with the remote that
wasformaly good only for running your TV.

COOK Report: Of coursethen to give IP
addressesto everything becomes such atask
that the use of |Pv6 appears mandatory, But
| am beginning to wonder if some of these
technology developments may be running
into somerea problemsin areas like rout-
ing due to the compromises in the deploy-
ment of routing architectures undertaken to
scale the network in the mid 1990s.

For as network topology and its changes
grow more and more pronounced, anetwork
routing guru like Sean Doran points out that
scaing on the edges of the network becomes
increasingly difficult as broadband deploy-
ment movesinto every home. While prox-
iesinvolved in IPv4 NAT boxes can be
traded off for IPv6 addresses aggregating
huge amounts of bandwidth at the edgesinto
smooth backbone flows could become dif-
ficult. Thisisardated area of complexity of
which application advocates seem to be un-
aware.

Brodsky: you raiseinteresting points. Mean-
whilel’d like to point out two other areas of
application development. Oneisthe push
towards the devel opment of ten meg or faster
wireless LANSs that will run throughout a
home or small office. You have abattle go-
ing on here between the proponents of fre-
quency hoping and direct sequence. The
frequency hopping camp islead by Proxim
and the direct sequence camp is lead by
Harris' Intersil and Lucent Technologies

Wavelan product.

COOK Report: What about Blue Tooth?

Brodsky: Blue Toothisalow power sys-
tem that is meant more for deviceto device
communications rather than deviceto LAN
communications. Blue tooth would allow
you to haveyour cdl phonetalk to your com-
puter while you moved about theroom. In
many respects Blue Tooth has the capabili-
ties of afull blown wireless LAN with out
the power amplifier need to extend the
ranges involved to a couple hundred feet.

So with a 100 miliwatt power amplifier it
becomes a technology capable of compet-
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ing with afull fledged wirelessLAN or a
technology that serves as abridge — dlow-
ing both to be done. It could makeit pos-
sible to down load a catalogue of material
on demand from a PDA to a notebook or
viceversa. You walk over to the customer
and beam the information over to him. You
could do thiswith Infrared. But hereyou
haveto aim and shot. With Blue Tooth there
isno need to aim because it can go around
corners and even through walls for a short
distance.

COOK Report: How would you character-
ize dl this? Inthe wired world you have
huge devel opments going on — thisin-
cludes vast amounts of new applications
bandwidth and involves lots of new play-
ers. You havelots of new technology get-

ting cheaper and cheaper.

But your point isthat oneis missing the to-
tality of the growth picture and the totality
of the complexity of the architectural pic-
ture of global internet communications un-
less you also keep an eye on these wireless
developments and have some level of un-
derstanding of how their existenceis going
to affect the net’ swired players.

Brodsky: Yesand there are definitely two
levels on which thisis happening. Oneis
that wirelessisthe key to really fulfilling
thevision of cyberspace and that the idea of
Cyberspace not that it would only be avail-
ablein adesk top computer in a specific lo-
cation where there happened to be some sort
of wired connection. Theideaof cyberspace
isthat ultimately the network would be ev-
erywhere and wirelessis the key to making
that happen.

Then the other aspect isthat wired solutions
have limitations of their own. Wired requires
human labor to install and maintain. It aso
has an element of delay in time being nec-
essary to provision service. You build the
network first. Then you test it and only then
can you allow service.

Wireless allows you to provide service
though out an entire coverage radius smul-
taneoudly at theflick of abutton just by put-
ting abase station up. If the coverage ra-
diusis amilewhen you have the base sta-
tion up, everyone within amile of that base
station is essentially on the network.

COOK Report: In other words your infra-
structure implementation simply turns on
with theflick of aswitch.

Brodsky: When you look at thereally big
picture comparing wireless and wired long
term, the big advantage isthat wireless can
actually get us where we are trying to go
which is bandwidth on demand. Get what-
ever bandwidth is needed to whomever
needsit and do so when they need it. People

are dways going to want more bandwidth.
Y ou will never be ableto provide everybody
with infinite bandwidth but wirelessisthe
one to provide bandwidth on demand. If |
need 100 megabits per second, to satisfy my
need by wire will mean some constraints.
COAX or fiber and probably just fiber is
your point of delivery. But if | am wireless
and only need 100 megabits per second one
hour aweek, it becomes mush easier to pro-
vide the 100 megabits by wireless for that
one hour.

COOK Report: But no oneislooking for
wireless to replace OC192 backbone links
arethey? These will remain al fiber will
they not?

Brodsky: | agree. But, except for the very
biggest links, wirelessis becoming practi-
cal for more and more of the network. |
expect that ayear from now we will begin
to see wireless replace dial up modems be-
cause wirelesswill actualy befaster.

Interoperability

COOK Report: What interoperability issues
exist?

Brodsky: Analogue mobile phones had
some issues but when you go digital, doing
S0 meant that different approachesto opera
tion were largely contained in software.
Consequently it becomesrelatively easy to
build phones that can conform to multiple
standards. Today you have phones that can
do both analogue and CDMA or analogue
and TDMA. Since analogue is nationwide,
users are assured that their phone will work
anywhere in the nation. In the future you
will see phonesthat will do both CDMA and
TDMA or CDMA and GSL. It is somewhat
ironic that when the dual standard phone
werefirst released some of hem had prob-
lemswith their anal ogue reception capabili-
ties because digitd circuitry was being used
to emulate analogue behavior.

COOK Report: What has to happen for an
analogue carrier to be able to support digi-
tal?

Brodsky: Suchacarrier will haveto over-
lay its entire network by instaling a digital
base station with every cell site. From a
purely defensive point of view, most of the
cellular carriers have had to do this because
the use of PCS has grown so rapidly that it
has forced them to speed conversions that
were taking place very dowly.

An analogue phone cannot of course pick
up adigital transmission but most cellular
carriers, except in rural aress, are now oper-
ating dual mode networks. Once adigital
cdl ispicked up by abase station, it becomes
just abit sream thet isinjected into the PSTN
and can go anywhere.
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A Wireless Equipment
Market Rather than
Service Market?

COOK Report: Sources are saying that
Cisco will soon introduce afull line of wire-
less gear to assist |SPsin establishing wire-
less connections to backbone providers and
to their customers. What is more Cisco
claimsthat the equipment will be offered at
very cheap prices that will be well within
thereach of small ISPs. Thissoundslikea
possible mgor changein Cisco strategy. For
1999 did not go well for Cisco in terms of
its gaining a foothold in the multi terabit
backbone router market. Juniper isout with
arouter that is said to outperform anything
that Cisco can offer. Avici and severa other
companies are expected to debut products
at least asgood. One hasto wonder if Cisco
is seeking new hardware for sale not to the
200 largest backbones of the world but to
the approximately 11,000 | SPs that connect
to these providers. One wonders whether this
is a believable scenario for Cisco and
whether it might be prepared to spearhead a
market designed to by passILEC infrastruc-
ture.

Brodsky: you are talking about the
confluence of wirdessinfrastructure and IP.
Thereisared opportunity here. When you
look &t the landline world, you have the prob-
lem of such a huge installed base of ana-
logue equipment that it take entirely new
playersto build new infrastructure to work
around these giants. However in the wire-
less realm, everyone is moving so quickly
to digital and things are already digital at
the ends, it is now going to be avery inter-
esting endeavor to begin to migrateto dl 1P
wireless operations.

CDMA in particular is already a packet
switched based protocol. This means that
thereis an opportunity to create for the first
time real end-to-end IP based wireless net-
works. You have the next generation telcos
like Qwest which are busy serving big busi-
ness customers. The wireless carriers can
begin to use end to end IP to serve every-
one. Under these conditions you could sup-
port, it seemsto me, abusiness modd where
acompany like Cisco could begin to focus
on selling very good quality equipment to
enable usersto link into the next generation
telco network backbone.

But when thinking about this don’t forget
that the ISP is still going to need accessto
he radio spectrum. There are two options
here. Licensad and unlicensed spectrum. If
Ciscoisgoing to go out and sdll to the ISP,
very likely the only viable option isthe un-
licensed spectrum. Otherwise the ISP will
need an dliance with abig player that owns

Continued on page 10



The Disruptive Internet: Triumph or Chaos?

Accurate Assessment of State of Internet 2000 Depends on Mix
of Technology, Governance Efforts, & Network Engineering Issues

At the beginning of the new millennium the
Internet appearsto be globally triumphant.
Blindly embraced by politicians who do not
understand it, it is touted as the engine that
will power the economy of the new century.
The lover's embrace by the rich and power-
ful has helped to make it afad which isin-
creasingly in control of the stock market.
Internet companies are valued not out of
sound understanding of their business mod-
esand cash flow dynamics but because they
are internet companies. The Internet has
emerged in the 1990s as perhaps the supreme
disruptive technology in the sense popular-
ized by Clayton Christensen in his 1997
book The Innovator’ s Dilemma.

Christensen found that disruptive technolo-
gies generaly “under perform established
products in mainstream markets,” however
they are generally cheaper and simpler to
use than the sustaining technologiesthat they
ultimately dethrone. Examined from a
dightly different perspective, according to
Telegeography 2000, "disruptive technolo-
giesgive customers more than they currently
need or are willing to pay for. Thisisone
reason why such technologies are usually
commercialized first by customers serving
niche markets such as data networks or
CLECs."

Because such technologies bring to market
asuch aradicaly different value proposi-
tion than was here-to-fore available, those
practitioners of the older sustaining technolo-
giesfind themselves ssimply unable to cope.
To name just two examples central to the
Internet’ s triumph as a disruptive network:
in the last three years: we have gone from
the established wisdom that state-of-the art
telecom networks must be intelligent, to the
realization that they must instead be stupid.
Also we have traveled from the certainty of
knowledge that publishing is an activity
whereby elite gate keepers package know!-
edge for the massesto aworld where every
computer owner can become apublisher. In
this new disruptive, Internet-driven world the
old redlities of our once comfortable indus-
trial world are turned inside out. The only
way to copeisto hop on the bandwagon and
hype processes you smply don’t understand.
Jeff Bezos, the CEO of Amazon.com, acom-
pany that has yet to report a profit, becomes
Timemagazine s“Man of the Year.”

Thisreport will give anin depth look at rea-
sonsfor the success of the disruptive Internet.
It also steps back far enough to grasp some
critical, but asyet unresolved, contradictions

that will influence how an ongoing struggle
for control of telecommunications, com-
merce and access to the world' s knowledge
will evolve. We have technology anaysts,
e-commerce analysts and legal experts
bringing their respective expertise to bear
asthey tell their separate stories of whois
winning and whoislosng. What welack is
alook at thelarger picture of how the inter-
action of these areas will determine success
and failure over thelonger term.

This report will aso examine in depth the
critical areas of technology change. Asit
does so, it will show how the efforts of pre-
internet telecom entities to channd and shape
both legal and palitical control of thistech-
nology no longer fit the conditions under
which these entities must work. The pro-
cesses devel oped to cope with pre-internet,
circuit switched, telecommunications sys-
tems smply do not afford policy makers any
way to dedl rationaly with Internet disrup-
tions.

From the FCC to ICANN, policy makers
found in 1999 that processes designed to
afford retional decisions about the use of the
technology can no longer keep pace with the
speed of technology changes. Education
about wheat is happening can help. But there
are no longer appropriate pigeonholes and
regulatory boxesthat can sustain the old way
of doing things. Democracy and technol-
ogy no longer mix. If technology isto be
consistent with public values, the public
must understand the technology and be able
to move from that understanding to agrasp
of the stakes.

But understanding the stakes is difficult.
Technology itsalf isincreasingly complex.
Point A does not dways lead to Point B, even
if Event C occurs. Theimpact of anew tech-
nology on its associated environment isin-
creasingly difficult to judge. Consequently
we arelikely to find that many of the as-
sumptions on the basis of which policy has
been developed over decades are no longer
valid. Ultimately, as the system gets suffi-
ciently complex with fewer and fewer people
ableto direct its course, some may ask when
does chaos set in and take control? Tech-
nology that our political leaders do not un-
dergtand is now driving the formation of pub-
lic policy. As such values independent of
the technology can no longer influence pub-
lic policy. These are additional disruptive
effects of the triumphant Internet.

Those who dare to assume the role of strat-

7

egist in the midst of these changes must un-
derstand that their successful stewardship
will depend on their grasp not only of what
Gilder calls the ascendant technologies.
They must develop at least two other skill
sets. Oneisan understanding that, asLessig
has shown so well, the success and visibil -
ity of the Internet has brought to it alevel of
attention where the legidatures and the regu-
lators will impact it whether the rest of us
likeit or not. [For Lessig's Code: and Other
Laws of Cyberspace see http://
cookreport.com/lessigbook.shtml]

The other isaskill set that will help strate-
giststo evaluate the stakes behind the ques-
tions of what will become the engineering
agenda for the Internet. The approaches
taken now to the implementation of 1Pv6 will
impact the diversity of the infrastructure of
the future Internet. Arcane but very impor-
tant debates like these will determine
whether issues of control over end-to-end
uniformity and network transparency take
priority over everything else. [Feb. 2000
COOK Report, pp. 11-24.] Will concerns
arise that time spent toward these ends may
mean that other more critical engineering
concerns areignored.? A feared consequence
isthat the Internet’s ability to continue to
scale may be endangered.

Technology Changes

The year just ended saw a continuation of
the bandwidth revol ution begun by the real
take off of WDM technologiesin 1997. New
developmentsin DWDM (Dense Wave
Division Multiplexing) and optical switch-
ing have further multiplied the bandwidth
available from a global binge of fiber de-
ployment. A revolutionary drop in the cost
of data storage combined with increased
network speedsis making it possibleto de-
liver data across awide area network more
quickly and more cogt effectively than across
the bus on the motherboard of asingle com-
puter. These changes made the dream of the
network becoming the computer - adream
that was first articulated earlier in the de-
cade -seem likely to becometrue. They dso
made possible the rise of anew application
service provider industry.

The year dso saw the full flowering of new
global telecom providers built on the inex-
pensive infrastructure made possible by the
new technology. Qwest, Level3,

Metromedia, Williams, Enron, Global

Telesystems, Global Crossing, Next Link,
Teleglobe, and Above Net to varying degrees
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are all examples of these new telecom gi-
ants. While Teleglobe has been around for a
number of yearsin arather different form,
and Williamsis areincarnation of an earlier
venture, all of these new players with the
exception of Metromedia have been profiled
within the pages of theCOOK Report. Ques-
tions of interconnection and peering are il
critical. Equinix’sneutra Internet Business
Exchanges to be built globally under con-
tract with Bechtel will be the most high pro-
filemodd for fitting the new backbone play-
erstogether and enabling cost effective in-
terconnection.

An important new business involving the
sale of surplus bandwidth at exchangesis
beginning to emerge. We learned about
RateX change in a phone conversation with
Ross Mayfield its CEO on December 30.
In New York and Los Angeles Mayfield is
running what he cals The Red-Time Band-
width eXchange. He saysthat RTBX isa
switch-based exchange that facilitates the
entire transaction of bandwidth between in-
terconnected carriers. Benefitsinclude sig-
nificantly lower transaction costs, anony-
mous trade, immediate delivery, and guar-
antee of payment. He seeksto create awin-
win situation where an ISP with atempo-
rary bandwidth surplus can sell bandwidth
to an ISPwith ashortage. Hisultimate goal
isto commaoditize trading in bandwidth by
means of the sale of contractsfor future de-

livery.

When Web based interfaces for creating in
amost-red- time single wavelength circuits
between two points become common
Mayfield and by then many other players
intend to have infrastructure to make this
possible. Giventhat the Internet for the past
few years has been in ablind race to make
enough bandwidth available to meet huge
demands, this technology will be likely to
give awelcome rationality to this market-
place. For thefirst timeit should offer a
means of efficiently and quickly bringing
available bandwidth into balance with de-
mand, and thus alow venture entrepreneurs
to build new infrastructure where it will be
used profitably

Asthisissue’'s lead article on the state of

wireless shows, we have many new devel-

opmentsin wireless reaching their maturity
and pulling the whole structure towards more
ubiquitous aways-on connectivity and ap-

plications. Wireless, becoming digital in
1999, became also broad band. Almost all

the kinds, number and varieties of activities
conducted viathe wired Internet are now be-
ginning to be carried out on the Internet in
wirdlessform. Thisvast growth of wirdless
infrastructure has fed on itself to lead to a
continued explosion of net use and net traf-
fic. Large growth in cable and DSL connec-

tivity in 1999 a so contributed to the increase
in traffic and in the number of always-on
connections.

In 1999 the Internet reached a critical mass
where every player in commerce and busi-
ness had to have apresence. It became un-
thinkable not to have an Internet strategy.
The growth in internet participation fed on
itself and made possible business models
which came to subsume every part of hu-
man economic activity. These changes mean
that we are looking at atelecom world in
which the old standards of evaluation fail
us. Therevolutioniscaling forth new stan-
dards and new criteriafor understanding the
forces propelling change.

Technology Changes
Divide Management into
Irreconcilable Camps

The revolution has given us two opposed
ways of thinking about and acting to achieve
network organization. One may be de-
scribed as the Bellhead intelligent network
and the other as the Nethead stupid net work.
(Some suggest that “Bellhead” should be
referred to as “ Telephone Head” and
“Nethead” should be called instead “Internet
Head.”) In thefirst intelligence residesin
expensive complex switches in the center
of the telephone network linking stupid edge
device tdephones. In the second fat bit pipes
linked by idiot savant routers connect intel-
ligent computers on end user desks. Thein-
telligent “Bellhead” network is generally
organized by an extremely rigid hierarchy
from the top down.

The “Nethead” architecture is organized by
the creation of structure by cooperating au-
tonomous groups. In addition to being
important mental constructs, both architec-
tures are now grounded in billions of dol-
lars of competing infrastructures. These
competing infrastructures are the founda-
tions on which telecommunications, elec-
tronic commerce and individual accessto
vast knowledge will be determined in the
new century. The older infrastructure (the
Bellhead) isinherently more subject to ver-
tical integration and organization. Inthe
Bellhead environment, vertical, centralized,
and rigidly-controlled hierarchies are used
to enable communication, while the newer
Nethead companies tend to be organized
more often horizontaly as companieswhose
market strength isin the delivery of one or
more layers of the protocol stack.

This report proposes the outlines of anew
business moddl structure for identifying and
understanding Internet players who will
prosper and ride the disruptive wave suc-
cessfully. Growth areasin Nethead oriented
companies are for specialistsin bandwidth,
interconnection, content hosting, application
outsourcing, email. A player hereis either
an infrastructure-providing specidist, or one
who coordinates and manages technology
specialties horizontally to provide services
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to end users. At the transport, infrastructure-
providing, level you have the continued
growth of new telecom greenfield players.
These companies are taking advantage of
new technology and new market conditions
to grow from nothing into billion dollar plus
companiesin only two or three years al-
though the long term judgment of the mar-
ket isnot yet in asto their appropriate valu-
ation.

Opposed to this new disruptive Internet busi-
ness model isthe old solid and stable verti-
caly integrated telecom model followed in
the United States by the ILECs. ATT, with
its attempt to buy control of the cable indus-
try to have afoundation from which to de-
liver all telecom services, fitsinto the same
category. MCI WorldCom with its attempt
to become one of the biggest world wide
integrated phone companies by acquiring
Sprint also exhibits the telephone headed
business strategy of agigantic vertical inte-
grator of dissimilar technologies and ser-
vices.

The Two Approaches to
Slug it Out in 2000

Wefind that one battle of the year 2000 isto
be between the horizontal versus verticaly
integrated business models. The horizontal
modéd that is TCP/IP-based over gigabit or
10 gig Ethernet over fiber - astupid network
with smart peripheries where new low cost
services can be cheaply and quickly inter
connected like lego blocks.

In the disruptive Internet model you build
and market horizonta collections of services
at given layers of the protocol stack. Internet
playerstend not to be vertically integrated.
Instead they are bandwidth and transport
players like Williams, Enron, Global

Telesystems or end user aggregations of ser-
vices like MindSpring, Earthlink, or AOL

that run over someone else’ sinfrastructure.

Disruptive internet companies are nimble
and quick compared to the older playerslike
WorldCom that are still driven by empire
building in search of elusive economies of
scde. Inaverticaly integrated company, you
may think you can cut costs by eliminating
duplicative services, but instead you have a
management nightmare of complex systems
where glitches can mushroom into multiple
week outages like MCI’ s frame relay col-
lapse during the summer of 99. Or ATT as
it attemptsto build what it sees asthe “ net-
work of thefuture” out of CATV policy and
infrastructure. These playerstend to seethe
Internet in terms of what has come before -
in other words in terms of what is aready
familiar to them. What has gone beforeis
regiona feudal monopolies, based on exclu-
sive land-based rights and exclusive land-
based responsibilities overseen by public
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regulators enforcing a social benefit/social
cost analysis. And it well may be that this
modd may be with uslonger than we would
like. We should not think it can be so easily
replaced, or that such replacement would
have only good consequences.

Can the old verticaly integrated intelligent
network players compete? Or should they
have some kind of protected quid-pro-quo
detus as the basdline common carrier? It will

be much more difficult when wireless means
cannibalization of their local loop income
rather than new income. Look for them to
engage in regulatory playslike ICANN.

The horizontally organized players can see
the disruptions coming much more clearly,
push the development envelope better, and
achieve economies of scale by specializing
in transport services, or storage services or
application outsourcing. The vertical inte-
gration of the telephone company operators
was what made the Network Access Points
(NAPs) fail with WorldCom in the 1996 -
1997 period. (Some maintain that with a
carrier running the NAP, it was then put in
the counter productive position of compet-
ing with its own customers.)

In contrast horizontal aggregation of services
will enable Equinix’s neutral exchange
points. Vertical integration isneeded to make
all the pieces of the intelligent network op-
erate and to pay for relatively few and very
expensive centralized switches. To make
vertical integration work, one needsto con-
trol as much of the telecom environment in
which one operates as possible. Even so
some astute observers point out that, as the
Internet industry continues to grow, even the
horizontally oriented Internet companiesare
likely to make vertical market playsif they
are sufficiently cash wealthy and driven to
expand market share. We must strive for
educational processes that will make clear
to regulators and the public alike what eco-
nomic and policy consequences will flow
from the two different approaches to the
market.

Ignored Perils of
Scalability and
Architecture

The plug and play nature of internet
interoperability means that a complex and
specidized hierarchical structure can be built
- one that offers market opportunities for
many different companies of many differ-
ent szes. Although the over dl network can
be quite hierarchical, because there isroom
for many companies of many different Szes,
management of each company can be quite
flat and therefore rapidly respond to chang-
ing conditions. Y et some compromises have
been made in network management that can
gpell trouble further down theroad. To scde

network growth and cope with available
IPv4 numbers, design decisions compromis-
ing end-to-end connectivity were made in
the early 1990s. Asthe long IETF discus-
sion published in the February 2000 COOK
Report shows, thereis afallout from these
decisions. Thefallout is an incipient battle
over how some of the intelligent edge de-
vices of the network will communicate
through the center to their intelligent coun-
terparts at the opposite edges.

Internet interoperability encourages specia-
ization and rapid technology development
because the specialized pieces will fit to-
gether and work together. However the
Internet is now set to begin paying pendties
for itssuccess. Thetriumph of IPin global
telecom has made legacy companies believe
itiscritica to their futures to dominate the
implementation of 1Pv6 in order to preserve
an illusory and unattainable capability for
uniform control of network operations

L et us summarize the argument we have just
made. The Internet is having a disruptive
impact in three areas of globa importance.
First isthat of global commerce astrade of
goods and sarvicesincreasingly moveonline
and economic power isderived from one's
positioning within and understanding of the
new infrastructure.

Second is the reconstruction of the infra-
structure itself in the provisioning of tele-
communication services globally. Aswe
have pointed out, the Internet is enabling new
infrastructure that can provide al manner of
telecommunication services at atiny frac-
tion of prior costs.

Third is the revolution in storage technolo-
giesthat is re-enforcing the dropping costs
of bandwidth. Asaresult, in many cases,
ones computer will expand to become the
network itself because internet connected
data storage options, in some cases, will be
chegper than locad storage options. Thetrend
here may become the internet as the global

repository for information and knowledge
with all the economic and political power
implied by the conditions of accessto such
material. While the internet has been de-

signed to be decentralized and not subject
to single points of failure or contral, its very
success in commerce, in more efficient net-
work technology and in cheaper data stor-
age will target it in the coming months as
something that more and more forces will

be determined to contain, own and control.

Control Points:
Ephemeral or Real?

One view of how servicesin the new telecom
world will be delivered is determined by an ar-
chitecture of an idealized Internet where TCP/
IPwill dways be able to be sent from end to end.
Because of a series of compromisesinvolving
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private address numbers, corporations now sit
behind firewalls that demand the imposition of
many translation devices. The Bellheads see
these devices as obstacles to the imposition of a
centrally controlled or controllable communi-
cation path like IPv6. The Netheads don’t see
any of the Bellhead' sreasonsfor concern. They
are happy to use multiple protocols and bridges
over otherwise non interoperable network links.
The Nethead' s outlook focuses on extensibility
while the Bellheads, through trying to influence
theroll out of IPv6, focus on control.

ICANN which has garnered most of its support
from bellheaded legacy organizations, has waged
agenerally successful campaign to sell itsdlf to
the press. The major press, having nothing other
than ICANN'’s sound bytes from which to clam
aclue, generally has no idea that anything is
amiss. ICANN meanwhile is determined to er-
ror on the side of control concluding that it has
the ability to enforce auniform roll out for IPv6.

The two sides, one riding a disruptive technol-
ogy and the other trying to extend the lifespan of
the old sustaining technologies, sit in a hostile
face off asthey role out competing business plans
for the ‘converged’ future of voice and data.
Moreover we argue that there is evidence that
they arefighting about control issues when they
should be focusing on scaling and inter operabil-
ity issues. We are very senditive to Sean Doran’'s
concerns about scaling of network architecture
and routing to cope with a soon to arrive on-
slaught of broadband generated by the net’sin-
telligent devicesin homes and small businesses
at the edge of the network. Thisisvery little
talked about. Therefore one must weigh whether
the Internet technical community in doing battle
over the presumed uniformity necessary for IPv6
isactually depriving itself of the time and effort
needed to face more intractable problems of scal-
ing, including protocol diversity.

Up to this point the Internet has scaled by a se-
ries of kludges. These are kludges that leave no
one happy. Whilethe Internet is not likely to
suddenly fall off acliff, if these issues are not
attended to, performanceis likely to get uglier
and lessreliable.

Thuswe predict that what is otherwise an arcane
dispute among network engineersislikely to
become abasisfor an operationd strategy atuned
to the structure, economics, and philosophy of
the vertically integrated telcos of the majority of
the planet. These conflicting issues meet head
on in the distribution of 1Pv6 and over ICANN
whichisin aposition to try to coordinate the
implementation in aeffort provide the uniformity
that the Bellheads want and believe they needin
order to stabilize their world.

We find that a vertically integrated market
srategy isusudly telco operated and a odds
with the horizontally oriented and more co-
operative internet market strategy. However
in the current chaotic period of expansion
and emphasis on building market share, these
categories do not aways hold. For the changes
that we have chronicled for the past eight years
are focused on building market share aswell as
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on creating successful newly disruptive busi-
nesses. When this happens abusinesslike Cisco
may mature to a point where the MBAs|ooking
at the balance sheets and stock prices begin to
drive things more than the engineers.

As one astute observer confided to us: “vertical
integration has become the way that everyoneis
trying to rule the Internet economy, and | have
seen very specific presentations from Cisco and
others saying explicitly that thisiswhat they are
hoping to do. It’'sthe way to maximize share-
holder value, but at the expense of an Internet
thet workswell and that is user-friendly (by which
| mean users that can innovate, not just click
mouses). Similarly, | believe that we' re past the
nethead vs bellhead debate into something far
scarier, which is where netheads and bellheads
both realize that they’ re going to have to inte-
gratether networks. Moreover they may be com-
mitting to doing so even when they know that
they don’t have time to agree about big chunks
of theend result. In other words, whilethe PSTN
may be getting dumber, intelligenceisbeing in-
jected into the Internet in some interesting and
unexpected ways.”

Under such conditions amazingly powerful tech-
nology will almost certainly run into snaffus
originating with kludgesin protocol design and
IP numbering made in thefirst years of the take
off of the commercial internet. When this hap-
pens more than web site performance will suf-
fer. Also the profits of those companies which
have marched forward fueled by nothing but
blind faith in the continuing scalability and ro-
bustness of the Internet will take severe hits.

Alternatives?

So are there dternatives? Ed Gerck who has par-
ticipated in some of these debates has some wise
suggestionsin along |ETF discussion reprinted
in the February 2000 COOK Report. Gerck ad-
vocates that the battle should not be thought of
as either the uniform rollout of 1Pv6 or the fail-
ure of IPv6 and thus being fated to live with a
network with some hosts blocked by firewalls or
NAT boxes. Thereisathird way marked by
diverse protocolsthat can inter operate.

When we asked him for further comment he re-
plied “I saw no counter-argument raised to it —
rether, it fell like an eye-opener to the redlity that
Nature is based on diversity. Those that believe
in an uniform Internet asthe only way to achieve
end-to-end security are actually still locked in
the network paradigm of the 70’ swhere network
administration dictated ordersto the entire net-
work, by design. So, they will most naturally fight
amultiple-protocol Internet, because they can-
not intellectually copewith it.”

“However, in the Internet paradigm of the 90's,
now truly as networks of private networksin a
progression over 30 years as catalogued by Stef,
[Einar Steffierud]we already have multiple pro-
tocolsin coexistence at various levels — what
matters, so we have learned, is not that there must
be one unique protocol at every place and time,
but that different protocols, a different places, at
different times, and doing different things are
indeed able to work together when the objectives

arethe same. And this, quite revealingly for the
success of the Internet IMO, is how we humans
prefer to work together, how commerce thrives
and how we can enrich each other’ sliving expe-
rience.”

“So, communication protocols such as | Pv6 must
not be based on an excluding model, where they
must kill any other protocol, but on an including
model where interfaces are provided for back-
ward and forward compatibility. Otherwise, even
if IPv6 would be adopted by force on 90% of the
Internet — thiswould still leave out 10% (which
isprojected at 40 million end-usersin 2000) and
would immediately raise questions about 1Pv7,
IPv8 and so on. The only way to address the back-
ward- and forward-looking questions without
requiring the whole world to change standards
a whatever cost at whatever time, isto provide
for interoperation.”

“Thus, that iswhy | wrote that tools for |Pv4/
IPv6 interoperation will be needed .... and val-
ued, including NATs as afundamental building
block — even though they began as a stumbling
block in another context,” Gerck concluded.

Conseguently, one must weigh whether the
Internet technical community in doing battle over
the presumed uniformity necessary for IPv6 is
actually depriving itself of the time and effort
needed to face more intractable problems of scal-
ing, including protocol diversity. Those who
would pretend to do large scale strategic plan-
ning in the midst of the internet revolution had
better assimilate the lessons of Larry Lessig's
Code and Other Laws of Cyberspace.

It istimeto realize that the Internet’ s triumph as
adisruptive technology now placesit squarely
at the center of attention of the lawyers, the poli-
ticians and the investment bankers. Asthe
Internet moves into the legal and political arena
the question for analysts to ponder is not anaive
belief in the unregulatability of the Internet. They
need amuch clearer understanding that the op-
eration and impact of the Internet can be deter-
mined by thelegal system, by theway inwhich
its dominant protocols are coded, by the archi-
tectural environment in which it operates and by
the customs that determine what behavior is so-

cially acceptable.

Gerck’s statement about the need for
interoperability tools for IPv4 and IPv6 isagood
summary of why Lessig's seemingly arcaneis-
sue of network architecture and control is politi-
caly very important. For in Lessig'slanguage,
it offersin yet another way an example of how
thetechnical decisionsthat change the shape of
Internet architecture will indeed render it more
subject to legal and regulatory control.

The disruptive Internet is in the midst of what
looksto be atriumph. However the conditions
affecting the outcome are far more complex than
generdly acknowledged when one steps back to
consider how thetotality of the process that we
have just described falls outside the purview of
more pecidized analysts. For thefirst timetech-
nology islikely to be as much affected by policy
decisions of network design and global regula-
tion as by theolder unregulated frontier mental-
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ity typified by the mad rush to add users, scale
the network, and increase market share. Win-
ning players must take the complexity not only
of the ondaught of new technology into account,
but also make the right judgements about the cur-
rent efforts impacting governance and control of
standardsin the face of escalating market impor-
tance but rapid shift in market economics. The
winners will be those who get al the answersto
this very complex mix of questions right.

Wireless - contnued from page 6

ablock of spectrum. Now in the unlicensed areg,
one emerging model could look like Metricom
where some companies become unlicensed spec-
trum providersfor ISPs.

COOK Report: Then how feasible do you think
spread spectrum is as an access mechanism - es-
pecially in urban areas?

Brodsky: | think that instances where you would
experience unacceptable levels of interferencein
the use of spread spectrum by ISPsto deliver
internet accessin urban areas would be very rare.
If you did have them if would be very nasty for
the | SP whose access to the spectrum will not be
protected.

Still | think that a couple of things have to be
kept in mind. First Metricom actually did ana-
tionwide study where it went out and listened to
these unlicensed bands because their whole busi-
ness model isat risk if these bands don’t work.
They found out that even though there are al
these consumer gadgets in the unlicensed bands,
almost al activities are in the unlicensed spec-
trum at the 900 megahertz range. Now, in 2400
megahertz spectrum, the only things operational
are microwave ovens that are designed to leak
very little. Furthermore in the 5.8 gigahertz spec-
trum thereis amost no activity.

Note also that, if spectrum does begin to become
crowded, you will see money spent to counter-
act interference. For example you may have ra-
dios designed to search large areas of spectrum,
find on amoments notices an empty spot, be able
to communicate from there and then move on to
some other dack area of spectrum when that gets

noisy.

Also you must remember that in general spread
spectrum has built in immunity to interference.
For example back n the early days at an airforce
base, the airforce used some unlicensed spread
spectrum radios in the same spectrum that ordi-
nary radios were operating in. None of theradio
operators were ever aware of the others' pres-
ence. What limitations exist are primarily on the
regulatory side of the equation where if you ever
do run into interference there is no one with the
power to intercede on your behalf. You haveto
remember that you are limited to one watt of
transmission power and that even hams are ahead
of you in priority and can transmit with unlim-
ited power. All indl with these minor caveats, |
am quite optimistic about the ability of 1SPsto
consider awireless access model especidly if
they have a powerhouse like Cisco making equip-
ment for them.



IETF Debates IPv6 Implementation and

End- to-End Architectural Transparency
NAT Boxes and Firewalls Seen by Some as Kludges to Be
Eliminated and by others as Symbols of Healthy Diversity

Editor’ s Introduction: During 2000 the en-
gineering of the Internet could be on the
verge of falling victim to its own success.
The successful development of DWDM
coupled with amassive global build out of
fiber has unleashed a flood of bandwidth
along backbones. With DSL and cable mo-
dem deployment undergoing very rapid
growth and with programs underway in
Canada and Sweden designed to move fiber
into residential areas, you have other pieces
of Internet technology designed for earlier
days of hierarchy faced with problems of
scaling.

The explosion of Internet use haslead to an
increased demand for |P Numbers. Thisde-
mand for numbersin turn lead to changesin
IP block alocation. Clasdess Inter Domain
Routing (CDIR) and Network Address
Translation (NAT) boxes, both of which
were designed to help ration the assignment
of IPv4 numbers, were two results of these
changes. CIDR made it possible to restrict
the numbers of routes advertised across glo-
bal backbones to the extent where the total
has only doubled over the past five years.

In March of 1994 RFC 1597 Address Allo-
cation for Private Internets made it possible
to hide almost limitless numbers of 1Pv4
addresses behind Network Address Trans-
lation (NAT) devices. Because the IP num-
bers of these addresses never had to be ad-
vertised outside of the NAT device, they
could be used again and again inside each
different corporation. This however created
major problems of new types. End to end
transparency across the internet was lost.
Protocol s which depended on reaching aredl
human user at a unique |P number behind
the NAT box would bresk. Because no one
knew with certainty the number of IP ad-
dresses behind NAT Boxes, no one could
say how severe a presumed worldwide short-
age existed. Nat boxes, while a huge boon
to many, broke end to end connectivity for
many others and have made it difficult to
estimate how many |P addresses are in use.

Asbecame evident in avery rich discussion
onthelETF mail ligt between November 26
and December 17, there are some very good
engineers with very strong worries about the
feasibility of an 1Pv6 rollout and network
architectures and protocols that don't
founder on the problems created by NAT
boxes.

The discussion mentions version 4 of Brian
Carpenter’s “Internet Transparency” Dec
1999 draft. We quote from version 5. http://
www.ietf.org/internet-drafts/draft-carpenter-
transparency-05.txt. In his Introduction Car-
penter states:

“The Internet is experiencing growing pains
which are often referred to as “the end-to-
end problem”. This document attempts to
analyze those growing pains by reviewing
the current state of the network layer, espe-
cialy its progressive loss of transparency.
For the purposes of this document, “trans-
parency” refersto the original Internet con-
cept of asingle universal logical addressing
scheme, and the mechanisms by which pack-
ets may flow from source to destination es-
sentialy unaltered.”

“The causes of thisloss of transparency are
partly artifacts of parsimonious alocation of
the limited address space available to IPv4,
and partly the result of broader issues re-
sulting from the widespread use of TCP/IP
technology by businesses and consumers.
For example, network addresstrandation is
an artifact, but Intranets are not.”

“Thus the way forward must recognize the

fundamental changesin the usage of TCP/
IP that are driving current Internet growth.
In one scenario, a complete migration to
IPv6 potentially allows the restoration of
global address transparency, but without re-
moving firewalls and proxies from the pic-
ture. At the other extreme, atotal failure of
IPv6 leads to compl ete fragmentation of the
network layer, with global connectivity de-
pending on endless patchwork.”

Editor: Carpenter describes the importance
of the development of corporate intranets.
Anintranet is“loosdly defined as a private
corporate hetwork using TCP/IP technology,
and connected to the Internet at large in a
carefully controlled manner.” He adds: “
Network addresstrandators (NATS) are an
almost inevitable consequence of the exist-
ence of Intranets using privete addresses yet
needing to communicate with the Internet
atlarge. “

Carpenter continues: The notion that serv-
ers can use precious globally unigue ad-
dressesfrom asmall poal, because there will
always be fewer servers than clients, may
become anachronistic when most electrical
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devices become network-manageable and
thus become servers for amanagement pro-
tocol. Similarly, if every PC becomesatele-
phone (or the converse), capable of receiv-
ing unsolicited incoming calls, the lack of
stable | P addresses for PCswill be anissue.
Another impending paradigm shift iswhen
domestic and smdll-office subscribers move
from dial-up to always-on Internet connec-
tivity, at which point transient address as-
signment from a pool becomes much less

appropriate.

Many of the inventions described in the pre-
vious section lead to the datagram traffic
between two hosts being directly or indi-
rectly mediated by at least one other host.
For example adient may depend on aDHCP
server, aserver may depend on aNAT, and
any host may depend on afirewdl. Thisvio-
lates the fate-sharing principle of [Saltzer]
and introduces single points of failure.
Worse, most of these points of failure re-
quire configuration data, yet another source
of operational risk. The original notion that
datagrams would find their way around fail-
ures, especially around failed routers, has
been lost; indeed the overloading of border
routers with additional functions has turned
theminto critical rather than redundant com-
ponents, even for multi-homed sites.

The loss of address transparency has other
negative effects. For example, large scale
servers may use heuristics or even formal
policiesthat assign different prioritiesto ser-
vice for different clients, based on their ad-
dresses. Asaddresses|ose their globa mean-
ing, this mechanism will fail. Smilarly, any
anti-spam or anti- spoofing techniques that
rely on reverse DNS lookup of addressval-
ues can be confused by trand ated addresses.
(Uncoordinated renumbering can have smi-
lar disadvantages.)

The above issues are not academic. They add
up to complexity in applications design,
complexity in network configuration, com-
plexity in security mechanisms, and com-
plexity in network management. Specifi-
cdly, they make fault diagnosis much harder,
and by introducing more single points of
failure, they make faults more likely to oc-
cur.

Scenarios: successful migration to | Pv6

In this scenario, |Pv6 becomes fully imple-
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mented on all hosts and routers, including
the adaptation of middle ware, applications,
and management systems. Since the address
space then becomes big enough for all con-
ceivable needs, address transparency can be
restored. Transport-mode IPSEC canin prin-
ciple deploy, given adequate security policy
tools and akey infrastructure. However, it
iswidely believed that the Intranet/firewall
model will certainly persist.

Note that it is a basic assumption of 1Pv6
that no artificial constraints will be placed
on the supply of addresses, given that there
are so many of them. Current practices by
which some | SPs strongly limit the number
of 1Pv4 addresses per client will have no
reason to exist for IPv6. (However, addresses
will till be assigned prudently, according
to guidelines designed to favor hierarchical
routing.)

Clearly thisisin any case avery long term
scenario, since it assumesthat 1Pv4 has de-
clined to the point where IPv6 is required
for universal connectivity. Thus, aviable
version of Scenario 5.3 isaprerequisite for
Scenario 5.1.

Completefailure of 1Pv6

In this scenario, |Pv6 failsto reach any sig-
nificant level of operational deployment,
IPv4 addressing is the only available mecha
nism, and address transparency cannot be
restored. IPSEC cannot be deployed globally
in its current form. In the very long term,
the pool of globally unique I Pv4 addresses
will be nearly totally allocated, and new ad-
dresses will generally not be available for

any purpose.

It isunclear exactly what islikely to happen
if the Internet continuesto rely exclusively
on |Pv4, because in that eventuality a vari-
ety of schemes are likely to promulgated,
with aview toward providing an acceptable
evolutionary path for the network.” [End of
Carpenter transparency draft excerpts.]

Editor: for Carpenter with Intranets,

firewallsand NAT boxes asthe current real-
ity, the only escape from lack of end-to-end
security and the creation of a more easily
manageable network that such end-to-end
visions require is the implementation of

IPv6. However, aswe shal seefrom the dis-
cussion to come, the very existence of the
many devices interfering with transparency
will make IPv6 difficult to implement. One
overarching question was posed by Ed Gerck
toward the end of the debate when he said:

“if NATsareto be blamed for the demise of
IPv6, or its ad eternum delay, then maybe
thisiswhat the market wants— amultiple-
protocol Internet, where toolsfor Pv4/IPv6
interoperation will be needed ... and valued.”

This seems to be areasonable view of the
world yet, presumably because it makesend

to end data security more difficult to attain,

agood many engineersare violently opposed
toit.

The IETF Discussion

In the above general context, Eric
Flieschman, [Boeing Corp.] on November
29, 1999 asked on the IETF mail list:

1) If we effectively ran out of addresseswhen
RFC 1597 was published, has running out
of addresses hurt usin any way? (2) Origi-
nally we had anticipated using |Pv6 to save
us from |Pv4 address depletion. What' sthe
status of 1Pv6? How does IPv6 traffic com-
parein volume with | Pv4 traffic? Do non-
| Pv6-supporting vendors (e.g., Microsoft)
have plansto eventually support [Pv6? (3)
Given the current situation of corporations
using private addresses internally and a
smdler set of globa |Pv4 addresses on their
periphery, and a global IPv4 internet, one
should theoretically be able to say how many
public IPv4 addresses have been assigned
and therefore how many remain unassigned
and by so doing estimate how long until
consumption. Why is this not possiblein
practice?

VladisKletnikys: Well, becauseit' samov-
ing target.

If it takes 3 weeks to get the data together,

and your growth rate is high enough that
there’'s ameasurable change over 3 weeks,

you then have to apply acorrection factor to
your estimate. Given that you don’t know
the growth rate exactly, this gets more than
atad interesting.... Added in to that isthe
difficulty in computing how many 1Pv4 ad-

dresses are actually assigned - you can get a
*vast* over-estimate by counting up the
CIDR blocks visible to the core routers.

However, inthe case of VirginiaTech, you'll

seethe 128.173/16 and 198.82/16 net blocks
advertised - but we're nowhere near 128K

addresses actually alocated (I think the ac-

tual number is closer to 20K or s0).

Mogt of therouter gurus |’ vetalked to don't
think the actual number of addressesisan
issue - theissue is alocating them such that
a“small enough” number of CIDR aggre-
gations covers them (as 30K poorly alocated
IPv4 addresses and 300M wll-allocated will
both take 30K routing table entries.)

Vernon Schryver [in answer to Carpenter’s
I Pv6 support question]: | used to work (and
not as a manager, system administrator,
salesperson, or other lesstechnical job) for
aUNIX vendor that had been working on
IPv6 for amatter of yearswhen | |eft. Ship-
ping support for IPv6 in the same sense as
shipping support for IPv4 isnot astrivial as
it sounds to managers, network administra-
tors, salespeople, and standards committee
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go-ers. It would be merely amajor pain if
all anyone cared about was sending |Pv6
packets, but there are other things, such as
naming, routing, and the reason for the ex-
ercise, applications. And no, while the
changes to applications are generally con-
ceptually trivial, in practice finding and
making the required changesis not. If noth-
ing else, the size of the bloated 1Pv6 address
has painful, time consuming implicationsfor
applications, standards committee choruses
not withstanding.

The number of public |Pv4 addresses that
have been assigned can be known; simply
ask ARIN &co. However, | don't see how
past assignments imply anything useful
about the future. The vast mgjority of cur-
rently assigned 1Pv4 addresses could be re-
assigned for varying costs. At one extreme,
it would be almost free to reassign many of
old class-C' sthat are not currently routed.
In the middle, you could force corporations
that own A’ sand B’ sto reassign to RFC 1597
numbersinther internal networks and yield
their blocks. At the other extreme, you could
force routed networks to be compressed.

In other words, the question is meaningless
unless you aso somehow specify how much
pain you can or will impose or tolerate until
the end and what you consider the end. Re-
gardlessof one sbdiefsin the futures of 1Pv4
and |Pv6 and whether you agree with Brian's
apparent persona conclusion, draft-carpen-
ter-transparency-04.txt lists many of the rel-
evant issues.

Keith Moore [in answer to the question of
whether running out of addresses has hurt]:
Absolutely. Partidly asaresult of (perceived
or actual) address scarcity, people have de-
ployed NATs everywhere, and this has had
an large adverse effect on the Internet’ s abil-
ity to support certain types of applications-
particularly distributed applications (multi-
party conferencing, games, smulations, dis-
tributed computations) and applications
where the “user” end needs to be able to
accept incoming traffic which isinitiated
from “outside”. NATs aso impair the reli-
ability of the network because they can dis-
card address mappings for connections that
are till being used by applications.

Tony Hain [Microsoft] : (1) Yes[running
out of addresses has hurt]... We have been
forced into aworld of NAT where smple
gpplications such as Rea Player won't work
without real-time manual intervention at the
NAT. (2) Yes Microsoft plans to support
IPv6, and work has started. (3) We have
moved from aworld where Internal/Exter-
nal (and the associated management burden)
was an option, to one whereit isreguired. If
corporations wanted to remove their
firewalls (using IPSec instead) they couldn’t.

Steve Hultquist: Many of the people who
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have deployed NATs are responding directly
to the address scarcity (and resultant cost).
If you consider that many |SPs now have
different pricing models for multiple IP ad-
dresses than they do for asingle (regardless
of bandwidth used), it isn't surprising.

M oor e No, not surprising (and in fact some
people predicted it), but it is surely unfortu-
nate.

Hultquig: | aso think that it's interesting
to consider that security concerns are the
other primary reason for use of NAT.

M oore: Thisisindeed used asasdlling point
for NATSs, but it'sjust snake ail. the security
benefits of NAT are dubious at best.

Richard Shockey: Y ou want to run aweb
server, DNS (from home?) Internet Print
Protocol accessible printer, SIP phone .. pick
your application. To the service providers
the request for IP addressesis some sort of
strange signal that you’'re running a
eCommerce site from home or worse a
Game/Porn site. Something that they believe
they should charge more money for. The path
of least resistanceisjustingall aNAT. The
market for NAT device/software products
are being driven by in part the lack of 1P4
numbers but certainly the lack of knowledge,
marketing skills or just plain greed of the
ISP community.

lan King: Yes, my ISP is charging me for
my DNS entry — a static entry made once
in azonefile, but I’'m paying monthly to
have adomain name! Never mind thet | don't
usetheir mail server or Web page service or
DNS server.... And yes, additional |P ad-
dresses were going to cost dramatically
more. NAT was asimple case of econom-
ics... but on the other hand, | don’t experi-
ence any “lack” because of it. | don't play
UDP-based games or employ any of the
other relatively new protocols that are so
sengtive to end-to-end-ness (should they be?
wasthat avaid assumption?), soaNAT isa
gresat solution for me.

Moore Understood. And you may never
miss any of those distributed applications or
applications that want your end to be the
“server” for the very reason that NAT pre-
vents them from having enough market share
to be successful. That isto say: just because
you don’t know what you' re missing doesn't
mean that NAT hasn’t done you harm.

King: NAT would be bad if an ISP were
using it to artificially expand its address
space; the use of NAT at the “ small-time’
end user’ sSte seems quite practical and ben-
eficia, especidly inaworld where ISPs are
going to hold up non-naive users for ran-
som. M oor e If you think of NAT asashort-
term strategy and are fully aware of itslimi-
tations, it probably won't cause you much

harm asan individua. Then again, there are
dozens of products out there claiming to of-
fer something like “internet connection shar-
ing” without bothering to mention the limi-
tations of that approach...which seemslike
misleading advertising at best. See http://
www.cs.utk.edu/~moore/what-nats-
break.html for my attempt to list the various
waysthat programs can losein the presence
of NATs.

On November 30 Paul Ferguson [Cisco] |
gt behind aNAT/PAT deviceand Red Player
works just fine for me. I’ve only found a
couple of gpplicationsthat will not work for
me (e.g. ICQ, NTP, SNMP), but then again,
I’m not a gamer so | can't speak to the
broader range of applicationsthat it _does
break

Senie Real added featuresto their protocol
which permit it to work around most any-
thing. These include using TCP instead of
UDP if UDP doesn’t work (probably how
you' re getting your streams, if you look at
the satistics). | have found NTP (ok, SNTP)
actually works fine through the NAPT
implementation | use. A very large percent-
age of the protocols used by actual end us-
ersredly do work, provided the servers are
out on the public network.

Ferguson: I’ ve always personally been of
the opinion that if applications don’t work
in the face of NAT, then the applications
themselves are functionally deficient and
should be fixed.

Senie Indeed. While someinthe IETF have
stomped their feet and railed about how bad
NAT isarchitecturdly (something | suspect
most folks concede) they’ ve somehow be-
lieved it would be possible to offer a better
solution and get NAT eliminated beforeit’'s
widely deployed. Redlity: it's extremely
widely deployed, and must be taken into
consideration when designing protocols.
Those, like Real, who find ways to make
their protocols work with NAT clearly will
do better than those who do not.

I’ve have thought I’d get alot of feedback
onthedraft I'vebeen working oninthisarea,
draft-ietf-nat-app-guide-02.txt, but that' s not
been the case. New protocols should, in my
opinion, provide descriptions of how they
work or don’'t work with NAT. If thereisa
reason why they aren’t going to work (car-
riage of port or addressinformation), a de-
scription of how to build an Application
Layer Gateway (ALG) should be provided.
We are a a crossroads where architectural
purity has intersected operational redlity.

Network Address
Translation

Lloyd Wood: There are anumber of differ-
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ent typesof NAT - which the NAT working
group has described. These break applica
tion assumptions to a greater or lesser ex-
tent. | don’t believe applications are func-
tionally deficient if they happen to require
bidirectional NAT or twice NAT dong with
aDNSALG to function properly; rather, it's
the NAT implementation that's clearly defi-
cient. http://www.ietf.org/html.charters/nat-
charter.html

Valdis Kletnieks: Well.. Urm... TCP and
UDP both assume that one endpoint istalk-
ing directly in real timeto another endpoint.
The NAT problems only start when the pro-
tocol carries |P address/port information
(such asthe FTP ‘PORT’ command), and
the NAT isn't aware of that protocal’ strans-
lation requirements (If you see *this* at off-
set 80 of *that* packet, smash it to read
*foobar* instead).

John Day [BBN]: | would tend to agree. As
| have said dsewhere, NATsin and of them-
selves do nothing wrong. They are doing
things within the Internet/Network Layer
that are perfectly legal. (In essence, they are
treating the network address in much the
sameway that X.25, ATM, and MPL S treat
their addresses.) The problem isthat appli-
cations lacking an “application address
space” are using the Network address space
inappropriately. In a sense, we are making
the same mistake the phone companies made
when they kludged their route-dependent
address space to be location-independent
(first 800 numbers and then mobile). They
have since fixed their problem.

Kletnieks I'll grant FTP an exemption, it
camewell before NAT units became preva
lent (Wasthere an FTP-over-NCP before The
Great |P Deployment?). However, | do agree
that anybody designing a protocol in the last
3-4 years *should* have designed it to be
firewal and NAT friendly. (Yes, | know that
can be difficult in practice. | guessthat’s
today’s“Welcometo Reality”).

Hain; Thisisthekind of BSthat keepsthese
debates running. NAT problems exist any-
time a connection originates on the public
side and thereis not a preexisting clear map-
ping to the private side. | didn't pick on Redl
Player at random. My house is connected
through aNATPT, and my wife couldn’t get
avideo stream opened back to her machine.
If | had pre-mapped those ports to her ma-
chine, then my son would not have been able
to get them on his. If | pre-map them, all the
bogus security arguments about NAT be-
comeinvalid. Clearly NAT has alowed me
to create an environment which is not sus-
tainable, but at least | know enough to know
what the problem is, the average guy on the
street doesn’t stand a chance.

Y es there are problems with protocols that
carry addresses, but ignoring encrypted traf-
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fic that really amountsto acquiring and syn-

chronizing deployments of ALGs. In the
early stages this doesn’t sound hard, but will

vendors be willing to add new ALGsto 3

year old NAT hardware? Will they create an
update process that is easy enough for the
average user? Will the average user be able
to figure out which NAT needs updating, and
what version it needs? Add the fact that
people want to encrypt their traffic for pri-

vacy, and one wonders why so much effort
is spent on this dead-end technol ogy.

Paul Feguson [Cisco]: | wouldn’t be so
quick to characterize NAT as a“dead-end”
technology. Persondly, | think NAT isjust
fine, but I'm asdf-proclaimed cynic and dso
consider myself somewhat of a pragmatist.
In any event, it works for me, but | could
certainly be in the minority.

I think most of the hoopla surrounding
NAT' srevolve around engineering purism.
And | agree that statements that assert that
NAT’s provide some sort of “security
through obscurity” are complete red her-
rings. Having said that, | ask you: What do
you foresee as arealistic IPv6 transition
plan? Dual stacks?| don't seeit happening,
totdl you the truth. (Maybe this 6-in-4 stuff
will actually help here.) The truth is that
NAT’s allow organizations to deploy ma-
chines in networks which otherwise would
not have enough address space. To say that
NAT’s are unequivocally evil is unfair,
methinks.

Day: Actudly, therewas and the PORT com-
mand existed as akludge. The preferred ap-
proach for the data connection was intended
to be afixed offset from the telnet connec-
tion. The PORT command, then called
SOCK, was inserted because BBN TIPs
hardwired printers and such to certain sock-
ets. Not exactly an example | would recom-
mend following. The PORT command
should have been retired decades ago.

Referring to Ferguson’s [ ve aways person-
ally been of the opinion that if applications
don’t work in the face of NAT, then the ap-
plications themselves are functionally defi-
cient and should be fixed., Meinda Shore,
NokialP Telephony: I'm certainly not go-
ing to disagree with you about that, but
H.323 does not work through NAT without
extremely sophisticated stateful inspection/
rewrite capabilitiesin the NAT, and it will
not work, period, if thesignaing streams are
encrypted. For better or worse (and let’ s not
get into that), there' salot of H.323 out there
and there’ s going to be much, much more
over the coming years. RSIP isn't going to
work cleanly with H.323, either (although
there are some rather disgusting things you
can do in the application about that).

We can “should” until the cows come home
(Hey! They're home!), but there’ salot of

real software out therethat is broken by net-
work address trandation.

Henning Schulzrinne [Columbiaand Lu-
cent]: Agreed. Any protocol that wantsto
have out-of-band control will have difficul-
ties with existing NATs (without ALGS).

Thus, by saying “let’ sdesign NAT-friendly
protocols’, we are effectively ruling out a
whole class of designs and only allow pro-
tocols with outgoing TCP connections (and
possibly UDP request-response protocols).

Pyda Srisuresh: | dont think, that iswhat is
being said at al. If you could design appli-
cations that can work with NAT enroute,
without needing an ALG; that would be
great. But, if the applications do require an
ALG enroute (asin the case of voice-over-
I P which uses out-of-band call-control
segnalling), then the application designers
should also consider what it takes to build
an ALG enroute. Thisis an issue not just
with NATS, but also with firewalls and per-
haps security gateways.

Henning Schulzrinne: In the case of tele-
phony, it would mean keeping a TCP con-
nection open continuoudy to some outside
server that would then use that TCP connec-
tion to send incoming cals behind the NAT.

Pyda Srisuresh: Are you referring to the
TCP connection so you can retain the name-
to-address mapping? | suspect, you need to
do morethan just that to permit RTP streams
across NAT boundaries. In which case, you
are better off monitoring the name-to-ad-
dress mapping as part of the ALG, instead
of relying on a TCP call-control session.

Henning Schulzrinne: Thus, thisisnot just
amatter of existing software, but fundamen-
tally restricting protocol design to a very
narrow class of design choices, choices
which are basically inappropriate for any-
thing related to efficient multimedia carriage
(red-time multimediaover TCPisn't exactly
agresat option).

Pyda Srisuresh: Please see my comments
above. Protocol design will be deemed suc-
cessful only as they are deployed. It does
not harm to think of their impact on NATS,
firewallsand security gateways- dl of which
are dready deployed in alarge number of
locations.

Hultquist Whileit isimportant to focus on
building protocolsthat are as functiona as
possible in as many different environments
aspossible, | find the statement that proto-
colsare“functionaly deficient” that do not
take NAT and firewalls into account to be
misguided. The ultimate goa of anetwork,
in my mind, isto creste an invisible connec-
tion between process running in distributed
systems regardless of their location or con-
nectivity. While protocol development isan
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appropriate place to address issues intro-
duced by lower-level elements of the over-
all system, development of the lower levels
should be focused on making development
at higher levels as straight-forward asis prac-
tical.

As has been discussed more exhaustively
and ably by othersthan | am ableto, NAT
breaks this model. By introducing asingle
point-of-failure into the overall system and
by also introducing artificial limitations
linked directly to the temporary scarcity of
address space, it isan anomoly in the over-
all development of the network system.

The overall design philosophy for the net-
work system, at least in my way of think-
ing, isone of inclusion and direct commu-
nication. We should endeavor to develop
with that mindset.

Tony Dal Santo: | really think trying to
make everything “NAT aware” or “NAT
friendly” is spending effort heading in the
wrong direction. While | am forced to con-
cede the wide deployment of NAT technol-
ogy, | believe the problemsit solves (or at
least claimsto) are better solved by other
means, or require different solutions.

John Day: The problem is not to make ap-
plications“NAT aware’ or “NAT friendly”.
The problem is to make applications “|P
address unaware”. What is an application
doing exchanging and using names for
things 2 layers below it? Sounds like ade-
signfor troubleif | ever heard of one.

Tony Dal Santo: Protocols are difficult
enough to get right. I’ d rather seetime spent
developing good agorithmsthan NAT com-
patibility. What about future NAT “fea-
tures’? Are protocol designers supposed to
guess at what new convolutions will be
dreamt up?

John Day: Y ou are absolutely right. Time
should be spent developing “good algo-
rithms” which is common “good architec-
ture’. What NAT doesis just another form
of the same thing that X.25, ATM, and
MPLS do with different identifiers. It is not
bad algorithm there nor bad architecture. (I
presume since there are so many ATM and
MPL S supporters (X.25 seems to be gone
for the most part, thank god.))

Tom Narten [IBM, Rdeigh, NC]: | find this
assertion to be amazing. It's perfectly legal
for adevice to modify any field inthe IP
header if it so desires? Do you also agree
thet it'slegd to modify the IPident fidd (and
potentially break fragmentation?) What
about the length field, or flagsfield, etc.,
etc.??

John Day : Cmon, surely you can come up
with a better counterargument than that! ;-))
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| certainly could. If it isarchitecturally ac-
ceptable for those protocols to rewrite the
addressfield at every hop, why shouldn't it
be for IP? How does it differ? Basically a
NAT isdoing what an ATM switch does.
How does an MPLStag differ?

Tony Dal Santo: Here is the difference be-
tween NAT and the other things you men-
tion. The only changesto the | P header and
encapsulated data should be the TTL and
fragmentation information. Granted ATM
chops the packet into small cells, but when
its put back together the packet looks the
same. This cannot be said of NAT.

John Day : The answer of courseis that
MPL S tags, etc. have amuch smaller scope
and rely on the layer above to provide an
address of broader scope “to bind the tags
together.” The problem for NATsisthat IP
doesn’t have aname space of broader scope
“to bind the tags together.”

Tom Narten: Also, NATSs have to modify
the TCP/UDP checksum, i.e., look insdethe
upper layer protocal it is carrying and modify
the payload. Thisisalso not “bad architec-
ture”?

John Day : That is more questionable given
the architecture that has been put forward.
If 1P and TCP are supposed to be in differ-
ent layers then the pseudo-header is aso bad
architecture. If they aren’t in different lay-
ers, thenitisn't and neither is modifying the
checksum. [. . . ] However there are so many
special cases now of people doing strange
things with | P addresses that they shouldn’t
be doing that there may not be anyway out
of the problem.

Tony Dal Santo: Ok, hereiswhere the rub-
ber meetsthe road. What is“the problem”?
My guess is that you think the protocols/
applications are broke, or architecturally
unsound. | think the problem isthat NAT
became “necessary”.

Narten: If you want to point fingers, TCPis
also broken from the perspective of NAT,
because trangport layer addresses are formed
from both | P addresses and port numbers.
It's not just applications sending addresses
in payloadsthat “ are broken”, it sakey as-
pect of the basic TCP (and UDP) design.

John Day : This can be dealt with in the
NAT.

Narten: Sure, there are folks that say “fix
TCP’. But thisisaso naive. Thereisagood
reason why TCP isdesigned thisway. Hav-
ing transport addresses be completely inde-
pendent of the IP address in the | P header
requires having some way of mapping from
one hame space (e.g., the TCP trangport iden-
tifier of a service one wants to communi-
cate with) to the | P address (so that the TCP

header can be put into an IP packet and sent
to the actual destination).

John Day : Not redly. | recently heard Dave
Clark say (and inarare case | actualy agree
with him based on my own investigations
into protocol design principles) that it would
probably have been better if socket idswere
part of the IP address and there was no ad-
dressngin TCP at dl.

Narten: Although folks have talked about
doing something like this for years, it has
not been done (i.e., where is a document
showing how it can be done?) and folks have
argued endlessly about whether building
such asystemisfeasible or redly solvesthe
problem as opposed to just creating a new
(hard) problem elsewhere that then needs
solving.

John Day Yes, | am aware of this. In the
very early days, it was assumed that it would
have to be done. Then therewasalong hia
tus where the only applications were tel net
and ftp and by the time it was redly needed
it would seem that reticence to change had
set in and lots of people continued to do ad
hoc things that made change difficult.

| an well aware of theissues, but | did want
to push back on people who see no problem
with applications exchanging | P-addresses.
The longer we keep putting this off the
messier the problem gets. Frankly, | have
heard these arguments for years that to fix
anything will only creste problem elsawhere
and so far | have seen no examplesthat were
not either “bad architecture” or should be
accomplished in adifferent way. Where the
“desired” approach was an artifact of not
having the right tools to solve the problem.

Tony Dal Santo: Isthere a constraint/ex-
pectation that these applications/protocols
run on something other than IP?Isit are-
quirement that when (if) the switch ismade
to IPv6, that all |Pv4 applications will work
over IPv6, and even better yet work across
an IPv4/IPv6 “converter”?

Whilethese would dl be nice thingsto have,
are they design requirements? Isthe goal to
have a stackable streams-like system where
| can dlidein/out or replace “modules’ let-
ting me (in theory) run any application us-

ing any transport over any physical medium?

It'saniceidea, but certainly bringswith it
lots of complexity. My personal opinionis
that the IETF s goals essentially boil down
to “1P on everything”. Unfortunately, this
means if |P changes, everything much
change with it. Just as |P’' s predecessor is
gone, so would vanish old versions of IP.

This of course hasits own problems, but |
think identifies (at least for some) the cur-
rent mindset. If the |[ETF hasto identify and
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specify the entire behavior from user inter-
face to bit order on the wire, their charter
needs to be expanded.

[Different reply of DelSantd - About the
only seriousissues NAT redly addressesare
the perceived | P address shortage, and be-
ing forced to renumber when changing 1SPs.
Asfor the shortage, this thread seemstoin-
dicate thereisn’t areal firmidea of how
many addresses are actually being used.
Have all the minimally used classA and B
addresses been reclaimed? | suspect not,
which tells me the immediate shortage can’t
bethat great. And if switching to IPv6 in the
long term has problems, effort should be
spent solving those.

Asfor being forced to renumber (can’t take
your address with you), isthisredly atech-
nical routing problem (tablestoo large), or
more of an economic/political/turf issue?
While renumbering can be painful, DNS
should hide the change, and things like
DHCP can make it less so. Besides it
shouldn’t be too difficult for small organi-
zations, and large ones should be able to take
their address as they move.

John Day: Now you are on to the begin-
ning of agood solution.

Tony Dal Santo: WhileNAT isan adequate
stopgap solution to IP address dilemmas, in
my opinion, it shouldn’t be the final solu-
tion.

NATs and Firewalls
Break Protocols

lan King I think the above statement pro-
videsimportant perspective. NAT isnot the
Antechrist, nor isit salvation. Much of the
work on “improving” NAT seemsmuch like
“improving” the Band-Aid so it will last for
ayear, although no one wears one for more
than a couple of days! When IPv6 is de-
ployed and everyone' stoaster can have its
own IP address, | suspect that most folkswill
be perfectly happy to decommission their
NAT boxes.

Firewalls are another and likely more sig-
nificant issue. However, focusing on
firewalls narrows the issue considerably;
how many corporations are concerned
whether their firewalls are Quake-friendly?
For those protocols that are of interest to
users of firewalls, the necessary work can
be done to either build AL Gs, figure out tun-
neling methods, or design firewall-friendly
protocols; that work will be driven by abus-
ness need, rather than an academic discus-
sion of what “should” work.

I’ simportant to know which protocols are
broken by NAT and firewalls — Keith
Moore swork onthat isvery useful. But does
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each ingtance of “breakage” represent some-
thing that needs to be “fixed”? Part of this
problem (NAT) will almost certainly go
away; the other part (firewalls) requires at
most a subset solution.

Matt Holdrege[NAT WG co-chair]:Bottom
line, NAT or changing destination addresses
on the fly breaks the end-to-end nature of
Internetworking. Thisistrue not only for IP,
for for other protocols as well. Some may
recall older DECNET IV networksthat ex-
ceeded the maximim ~65K nodes. We had
to come up with ascheme to make that work
and it was ugly.

Even though we are not in the same situa-
tion asDECNET 1V (we still have alot of
addresses available), we are (for other rea
sons already discussed) stuck with thisNAT
situation for the foreseeable future. 1t does
absolutely no good to complain about the
state of theworld. Itiswhat itisand al the
complaining by the IETF won't changeit.

It would do alot of good to find away to dig

ourselves out of this situation. The Internet

isn't going to stop growing and there will be
future applications that require or desire a
heck of alot of public IP addresses. Other

future applications may compromise some
useful featureto be“NAT Friendly”. Thisis
not a good thing.

So we need to find away to bridge oursalves
to anew addressing architecture. IPv6 isone
such architecture, but getting thereis very,
very difficult. So we need some aternative
solutions in the meantime. And we need to
continue to reassess how we might transi-
tion to such an architecture. The Internet will
not stop changing so we need to be fluid in
our trangition schemes.

ThelETF, IAB and IRTF are ruggling with
thisand there is no neat short term fix. The
NAT WG and the NGTRANS WG are a
couple of places (I'm sure there are others)
where folks are trying to help things along
and we would appreciate your support.

P.S. Let metake this public moment to ask
(beg!) for review of draft-ietf-nat-protocol-
complications-01.txt which I'm editing. If
you know of any particular protocol that has
difficulty with basic Network Address Trans-
lation, please send me the info in the format
of the above draft.

On December 1 Noel Chiappa: Everyone,
this conversation is't redlly going to be very
productive. The people who like A aren’t
about to gtart liking B, and vice versa. (And
then there are the people who don't like ei-
ther - but they aren’t going to change their
minds either! :-) So discussion on this point
isnot going to be very productive.  The
various approaches to growing the Internet
(IPv6, NAT's, etc) all have costs and ben-

efits - but each differing costs and benefits.
Inasystem aslarge asthe Internet, it isto be
expected that some people will evaluate the
costs and benefits, and decide that for their
particular situation, option A isto be pre-
ferred. Otherswill prefer option B.

John Crowcroft: Yes, but providersdon’t
actualy ASK the userswhat the COST is of
aNAT. TheBT ADSL trid in London uses
NATsand dl thefolks| know who are what
BT might call “advanced” users (i.e. people
who want to export fileson web servers, use
multicast apps tc), find it aREAL PAIN in
the backside compared to their old school/
university ‘awayson’ access but at no point
in any of the market research on the trial
users did the provider bother asking about
this, so they remain clugless....as do many
NAT Proponents.

Noel Chiappa Intheend, if asingle ap-
proach does become the predominant one,
it will be the market that decides (asindi-
viduaslook at the costs and benefitsin their
individual cases), not the IETF. The IETF
can’'t do alot to influence this outcome - we
don’'t have a police force, nor an army, so
we can't sop someonefrom usng A, or force
them to use B. The IETF has aways done
much better at designing protocols than it
has done at choosing protocols. Let’s stick
to designing, and stop arguing about which
oneto pick, en?

On December 2, Perry Metzger [referring
to Brian Carpenter’s statement]: “My per-
sonal opinion isthat we ran out of addresses
in practical terms around about when RFC
1597 was published,” said himself “1 hate
to start aflame war, but Brian is absolutely
right. | have clients spending gargantuan
amounts of money dedling with layer upon
layer of NATSs because of this. Some people
believe that “we aren’t running out of ad-
dress space” but the fact is that we've al-
ready run out. It just isn’'t available for many
essential purposes.”

M etzger then added: “A client of mine just
spent millions of dollars because of our cur-
rent broken pseudo-internet in which every-
one has to use private addressing 90% of
the time. None of this money would have
been spent if end to end addressing had been
possible. This expenditure doesn't count the
constant maintenance nightmares that lay-
ersof NATs have caused this particular cli-
ent, and the expenses coming from that.”

“Money isanice, quantifiable kind of pain.
Fromwhat | cantell, the pain levelsare very
high. When your NAT nesting turns your
simple network restructuring into amulti-
million dollar game of pick-up-gticks, you're
past the point whereitsignorable. Of course,
asone provider told me at the DC IETF, in
literally these words, ‘NAT worksjust fine.
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Besides, customers are mostly there just to
spend money anyway.’ “

“When you' ve been awakened in the middle
of the night every night for aweek, because
the NAT rulesto deal with the fact that you
have severa intercommunicating networks
all of which think they’re 10.0.0.0/8 have
become so complex no human can really
remember them al any more, you' d experi-
ence what many of therest of us feel week
after week. Thelack in questionisalack of

deep.”

“Anyone out there who thinks NAT works
well and isharmlessis not familiar with how
the brave new world of pseudo-
internetworking works. ‘ Oh, no. When we
moved the mail hub for the client access
networksin location A, it seems no onere-
membered to update the NAT rulesfor the
systemsinlocation C. That'swhy the help
desk has been inundated for three days...”

lan King: “ So what you're saying is that
NAT doesn't scdlewell, at least from aman-
agement perspective. I’'m not surprised.
Again, | would suggest that NAT isnot a
silver bullet, but rather a useful “hack” in
some circumstances. The situation you de-
scribe appearsto be demondrative of itslimi-
tations. (By the Way, onetime | forgot to
change the NAT rules when | moved my
sendmail server on my four-machine net-
work, and....) :-)”

“But then again, | would expect that alarge
corporation would see the need to own a
large address space, rather than attempting
to “pseudo-expand” its address space
through the use of NAT. (My company, with
afairly substantia intranet, uses proxying
asitsinternal solution.) Maybe | don’t un-
derstand the usage you' re describing, but the
point | keep trying to makeisthat NAT isn't
evil; that doesn’t mean it solves every prob-
lem, OR that it should be re-engineered so
that it does.”

Metzger: “You are assuming they could get
such aspace. They can’t. No one canif you
aren’'t aprovider. The registrieswill smply
tell you to go off in the corner and use pri-
vate address space instead. The situation
right now isreally horrible. People are pre-
tending it isn't, but the pretense really hasto
end. The End to End mode! isn't just a“ nice
idea” — its actually needed for people to
manage and maintain networks cost effec-
tively. Its effectively dead athe moment, and
frankly, I'd like theinternet back again, in-
stead of thiskludge we' re using ingtead these

days.”

Yakov Rekhter [Cisco] to Metzger's ear-
lier remark: “Consider an dternative where
the client decidesto use | Pv6. Granted, the
client could get enough I1Pv6 addresses for
all purposes, regardless of whether these
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purposes essential or not. But then in order
for that client to communicate with the rest
of the folks, the client would likely to use
NAT (astherest of the folkswould still use
IPv4).

On December 3 Jon Crowcr oft : “its eco-
nomics - if onelarge client uses IPv6, then
so will others eventually asits cheaper for
all of them collectively than for them to go
onusng NATs”

Rekhter: “So, the cost of using NAT
wouldn’'t go away. But in addition, this al-
ternative would cause the client to swallow
the cost of transition from [Pv4 to IPv6 in
itsinfrastructure.”

Crowcroft: “right - the problem is getting
the FIRST person to go - clearly a PRO-

VIDER could consider swallowing the cost
(i.e. pay Cisco to implement, and debug a
deployed | Pv6 backbone and then chase
customer problems) - why? because in the
LONG run there’ s more subscribers selling
content, doing businessin afully IP (v6)

connected net than on aNAT disconnect, and
so there’s more money for the provider...."

By the way, | think the address space stuff
for subscribersusing NATsis often (not al-
ways) hokum - it smogtly that they can't be
bothered to design a decent addressing ar-
chitecture for their intranets.”

Bill Manning: Oh, | think that there arelots
of good engineers out there who do agreat
job of designing decent addressing architec-
tures for their networks. Now if the darn
thingswould just stay within the design con-
sraints over time, there would not be a prob-
lem. Trouble is, those pesky users keep
thinking up new things to do with the net-
work, violating design assumptions. Makes
the addressing architectslifealiving hdll...
(insert aquick overview of the evolution of
the IPv4 addressing architecture here...) Still,
| dothink abasic NAT design philosophy is
one of “withdraw into my own little world,
protecting me from dealing with the troubles
outside”.

Noel Chiappa [to Metzger’'s complaint:
“ Anyone out there who thinks NAT works
well and is harmlessis not familiar. . ."]
Perry, I'm curious about the technical aspects
of the problems you're seeing, in particular:
Arethe problems you are seeing dueto i)
the need for NAT boxesto grope around in
packets, ii) the fact that hosts don’t have
permanent, globally visible internetwork-
level ‘names’, or iii) something else (e.g.
complex configuration management)?

Metzger: All of the above.

i) hitsdl thetimein that oneisforced to tell
peoplethat some new service or another isn't
available because the various NATs and
proxies don’t support it. That's actualy not

such abig problem, though, in the sense that
if you don't care about being ableto use the
net in new waysit doesn't hurt.

ii) and iii) (complex configuration manage-
ment) are the real issues.

Chiappa Thereason | ask istwofold. First,
thereis an dternative technology being pro-
posed for local addressesin [Pv4, RSIP,
which should avoid i), but il leavesuswith
ii) and iii). So, to the extent the problems
you are seeing areii) and iii) we' re il kind
of stuck, even if RSIP happens. To the ex-
tent that the problem isreally i), though,
RSIP might aleviate the situation.

Second, when examining the transition tech-
nologies for deployment of the proposed
new inter network layer, I’ ve been ponder-
ing the problem of an non-upgraded host try-
ing to talk to an upgraded host with an ad-
dresswhichisonly expressible in the new
inter network layer. The proposed transition
technologies I’ ve examined (i.e. NAT-PT,
AllH, and SIIT) *dI* seem to have (at least
asfar asthe IPv4 world is concerned) char-
acterigtic i) - in that asfar as non-upgraded
hosts are concerned, upgraded hosts using
those schemes don’t have a permanent
‘name’ at the inter network layer.

So I'd redly be curiousto know alittle more
about the “forest-level” nature of the prob-
lems you' re seeing out there - | think it will
be very insightful in considering a number
of potential forward directions.

M etzger: Having looked at things, RSIP
appears to be as complicated as deploying
IPv6 with local NATSsto connect to the v4
internet, since it requires kernel hacks and
border trandators. v6 would have the advan-
tagethat at least after some years of deploy-
ing the hellish trangtiond technology the v
bubbleswould start to coalesce and form a
real internet again, i.e. the pain would even-
tualy end. RSIP would institutionalize the
horror forever. For my money, I d prefer v6.

By the way, | fully agree with those who
contend that v6 does not solve the route ag-
gregation problemswe havein v4. However,
people don’t seem to get that the raw ad-
dress space size problem v6 solvesisin and
of itsalf reason enough to move to v6 given
the costswe' re having trying to keep v4 on
life support.

Chiappa: Perry, one other thing I’ m curi-
ous about (based on your messages in par-
ticular, from this thread), and perhaps you
can enlighten me.

Whilel’m not saying that NAT’ sare a Great
Thing, | do wonder if people are experienc-
ing a bit of “grassis greener on the other
side” syndrome here. NAT' sarein wide-
spread use, and lots of people (e.g. you :-)
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are being forced to struggle with their mani-
fold downsides on adaily basis. In dealing
with this (and wishing they didn’t have to
deal with these problems :-), | wonder if
people are assuming (perhaps incorrectly)
that the dternative isrelatively pain-free?

Metzger: If you mean “globally addressable
IP addresses’, | think that the specific pain
in question would go away, yes.

Chiappa (My examination of some of the
trangition strategies indicates to me, as my
previous email aluded to, that perhaps they
are going to suffer from many of the same
root causes that makes NAT painful too.)

So my question is: do you know of any dite,
one which has alot of interaction with the
rest of the Internet, which has actually con-
verted to the dternative, for use on an ordi-
nary daily basis, for the bulk of their activ-
ity? (Thisis, after dl, the stresslevel we're
subjecting NAT boxesto, these days.) If so,
it would be interesting to hear of their expe-
rience, so we can find out to what degree
the results of aconversion areany “greener”.

M etzger: What do you mean by “the alter-
native’?

If you mean “gotten large blocks of global
v4 addresses’, the answer is no one * can*
a the moment. If you mean v6, obviously
not — v6 isn't in real commercial deploy-
ment yet (although it is now at the stage
where we could commercially deploy). If
people were to start deploying v6, it would
probably initially be no less painful than
NAT — it would only have the promise of
being less painful down the road. If you
mean RSIP, RSIPis even further from de-
ployment than v6. Indeed, I’ d say that RSIP
isaclever but utterly dead end idea.

Danid Senie | too would rather see effort
put into IPv6... if it'sgoing to happen, let's
get going, though... it'sbeen in the oven too
long.

Ther€' s one scenario about | Pv6 which wor-
riesme, and which may well make RSIP and
NAT inapure |Pv6 world aredlity. Today
we have LOTS of folksusing NAT(NAPT
really) for connecting to cable modems and
DSL lines. Some folks are doing this for
dialupstoo. It'sthe model for “home net-
working” today. Will 1ISPs bewilling to as-
sign a block of addresses in the future to
home networks? What does that mean when
the accessisadiaup?

Sooner or later, we'll have providers hand-
ing out asingle I1Pv6 address to any home
user customer, just asis donetoday with 1Pv4
addresses. Itisfor this user population that
RSIP will likely be areal issue. One of the
things to think about isthat while thereis
use of various NAT flavorsin corporate en-
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vironments, it is or will be nearly ubiqui-
tous in the home market? Linux and Win-
dows both include credible, functional
NAPT solutionstoday. Isit ugly? Sure. Is
there any chanceit'll stop being attractive
to the home user? Unlikely.

John Stracke: Getting people who have old
non-aggregatable addresses to transition to
v6 will give them the chance to get
aggregatable addresses, won't it?

Danid Senie: Perhaps. It then trades some-
thing else off. There are legitimate reasons
to NOT have aggregatable addresses. Some
companies actually like multihoming, asa
way to keep their services operationa in the
face of one network provider melting. Ag-
gregation isn’'t the goal of customers, reli-
ability is. Having multiple connections to
one|SPisnot considered sufficient, either.
We have adopted aworld view where only
| SPs are worthy of being multi-homed, and
everyone else must aggregate through a
snglelSP.

There' s something Perry may be aluding to
(or not). Many companies creste PRIVATE
internetworking links among themselvesfor
handling sengtive data. These require unique
addressing. IPv6 has, to date, not been an
option for thisuse. Two reasons. 1. The reg-
istries were not, until recently, handing out
IPv6 addresses, and 2. Theregidtriesare us-
ing the same kinds of rules asfor IPv4 in
that addresses are handed out to |SPs who
then hand them to companies. The problem
with thisisthat if you never intended to route
the addresses on the public net anyway, you
won't be seen asworthy by the ISPs, or the
registries.

| have been thinking for awhile that it'd be
useful for IANA to set asdeaclass A block
for anew registry. This onewould provide
very small blocks of addresses, for private
inter-corporate use only, to anyone willing
to pay. Thiswould provide a guarantee to
usersthat the addresses they get ARE unique,
and will work. It'skind of like RFC 1918
addresses, but with ablock set aside for pri-
vate interconnects. Clearly it’stoo lateto do
thiswith the blocks presently in RFC 1918,
though. Takethis sameides, and replace that
class A with abig prefix in |Pv6 space and
perhaps the folks doing private interconnects
will help fund the development of 1Pv6
equipment and updated applications.

Metzger: NAT hasactudly created asmple
transition plan for us. I'd say at this point
that 95% of the corporate networks in the
U.S. use private addressing and aNAT or
proxy box at the border. Switching from this
tousing v6 internally with ave to v4 NAT/
proxy at the border for communicating with
v4 istrivia — since they don’'t have glo-
bally routable addresses now, they won't be
hurt by the switch.

Asmore and more people switch to this con-
figuration, they’ll start finding themselves
talking to more and more things over the net
natively, and fewer and fewer through the
trandator. Suddenly, they’ |l discover they
*do* have globaly routable addresses again,
just likewedid in the old days before net 10
was turned into the universal addressing
ghetto.

Rekhter (on December 4): Thiscould go as
you described *until* these folkswould start
to move from one provider to another, and
therefore will be faced with the need to re-
number. At that point NAT could become
quite an attractive alternative from cost/ben-
efit point of view again. And now thesefolks
will be back to where they’ ve been with
IPv4, but with the extra cost of IPv4 to IPv6
transition. While one could argue that re-
numbering with IPv6 could be made sim-
pler than with |Pv4, what one really needs
to compareis renumbering with IPv6 vsre-
numbering with NAT.

To Nod Chiappa s question about the prob-
lems that Perry Metzger sees Steven M.
Polinsky, Vice Presdent, Information Tech-
nology, Goldman, Sachs & Co. added on
December 6: To me the biggest problem
here, isthe common Stuation such that com-
panies have separate (and necessary) Internet
and Remote Accessfirewalls. RA firewalls
exist in multiple global locations within an
enterprise.

Multiple instances of the same Private ad-
dresses would enter (or exit) the enterprise
network via Private lines from different com-
paniesif not for careful configuration man-
agement across and negotiation between
“NAT Adminigtrators’, within the enterprise,
and between enterprises. The most difficult
part is the negotiation with client/vendor site
NAT Adminsasto who should NAT which
addresses into which addresses. We often
need to negotiate between 3 RA connected
companies. Not only isthis painful, but one
can never sleep comfortably, knowing that
aNAT Admin at a 3rd company will not
make a mistake and connect someone new
a our NATed address. Thereare not enough
Private Addresses to go around. | would pro-
pose that an additional block of addresses
be added to those designated in RFC1918.
That would be abig practical help.

Kieth Moore the only way you can have
private address space large enough to map
all of the other private address spaces (that
you wish to talk to) into your private ad-
dress space, isto reserve a portion of your
own private address space that is large
enough for al of the other private address
spaces (that you wish to talk to) combined.
problem is, everyone else’s private address
spaceis potentially as large as your own.
making the private address space larger
won't solve that problem. it might giveyou
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afew months' breathing room, but eventu-
ally you end up having to limit the amount
of address space that any organization can
use, so that there’sroom to map it into ev-
eryone dse' s address space. once you do that
you might as well just assign a chunk of
address space to each organization. and for
that we need | Pv6.

Randy Bush (on December 7): aLOT of
folk have deployed NAT. Hundreds every
day. It'seasy. It solvesthe customer’ s per-
ception of their problem. It’s not expensive.
[Yesit sucksarchitecturaly. What' sthat got
to do with customer/market redlity? The of -
fice buildings we work in suck architectur-
ally too.]

We'll have to be at least three times
(cheaper* better* easier) to replace NAT,
that’s market reality. Currently we are not
proposing anything that the customer per-
ceives as chegper, better, or easer. Thisdoes
not bode well. Until we change this by mak-
ing our technology, or at least the perceprion
of it, cheaper, better, and easier, pontification,
scare tactics, and nat- bashing make us ook
foolish and poison our credihility in thelong
term.

Car penter: Theideaisthat IPv6 Ste renum-
bering will be so much easier than for IPv4
that renumbering will be*less* painful than
NATting.

Bush: This needsto be reconciled with the
*much* more conservative statements on vé
renumber-ability coming from respected v6
folk such as Deering et dlia

Metzger (to Bush's statement that NAT de-
ployment is not expensive): It is*astonish-
ingly* expensive. It only seems cheap until
you haveto maintainit. And yes, I’'m going
by Actual Live Customer Experience In
Actua Live Large Companies.

I’1l keep posting this so long as people keep
onwith the“NAT is cheap and works well”
myth. NAT isafine solution for someone
running three Macs and a Linux box behind
acable modem. It does not, however, scale,
and This Costs Big Time. If you expect to
run alarge enterprise on NAT, be prepared
to do the moral equivaent of ripping up $100
bills and flushing them down the toilet, hour
after hour.

Senie Fine. Let’'sfocus on your corporate
use of NAT issue, since that’s where you
have problems. |, for one, would like to hear
more about how these companies are using
NAT, and perhaps we can from there work
toward some solutions.

I"d suggested the other day allocation of a
block of addresses, to be handed out by a
registry in small chunks, specificaly for use
in interconnects between companies. | had
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heard lots of rumblingsin the past that this
iswhere NAT in large companies was caus-
ing trouble. From the lack of any response,
perhaps the problem is otherwise. Since
you' re having such troubles, and since many
of us apparently don’t understand the situa-
tions where you' re getting into trouble,
please enlighten us.

I’ve generally been of the opinion that NAT
isavery workable solution for the smdll of-
fice and home network, and questionable for
larger networks. Sounds like you' re saying
the same.

Metzger: | don't agreethet NAT scales, ever.
Itsagreat kludge if you are using it for a
very limited number of things. As| said, let-
ting two people surf the web behind one
cable modem with one IP address works on
aNAT. Does NAT scale to true home net-
works, where every light bulb is SNMP
manageable? No. Does it scale evento a
modest home network? Only if you think
the sole application isletting you surf the
web on your toaster, which | doubt isthe
future.

Jeffery Altman responding to Senie’sre-
marksabout NAT: TheNew Y ork City Board
of Education isusing NATs as a security
measure to keep their 1000+ schools off of
the public network. Teachers are reporting
that the networks are unusabl e because of
them. Many of the educational benefits that
the schools want to gain from being con-
nected to the internet are unaccessible be-
cause of the limitations NATSs place on the
types of connections that may be made (and

accepted.)

The NY C BOE does not have the money or
staff to figure out how to properly configure
and maintain these devices. But they were
put in place most likely because they were
presented to the high level admins as an easy
way of securing the network. The teachers
(as consumers of the technology) have cho-
sen not to use the Internet in the classroom
experience because they can't get the same
access from the classroom that they are able
to receive from AOL at home.

Metzger: Actually, to alarge extent, the
“internet” as“trangparent end to end catanet”
*js* dead. It has been dead ever since the
average company was forced to use private
addressing. Maintaining the pseudo-internet
we've got left is costing us alot of money
and manpower, and neither is an unlimited
resource. It will make people very happy if
we can give them an internet back again.

Senie The counter argument isthat for the
Home Networking case, which isaHUGE
market, NAT isindeed cheap and easy to
use. ... NAT can be used for avariety of
things. Perhaps we can agree that it' sagood
hammer when the nail is a home network,

and concentrate on what to do about thelarge
corporation issue.

Chiappa: Thisrelatesto athought I've been
having over the last couple of days, which
isthat | recently read that the Internet usage
numbers in many large citiesin the US
(sorry, no idea about the rest of the world,
and in any case this point relatesto ARIN
only) isnow at or over 50% of citizens-i.e.
in the US, the logistic growth curve for that
group (which ought to be the largest pos-
sible market segment) has started to tip over.

So my questionis: I’ ve been hearing that
ARIN isthe stingiest of the registries when
it comes to handing out IPv4 addresses - is
there any valid reason for this extreme
parsimoniousness (particularly when the
plan isto move over to IPv6, so there ought
to be no reason for extreme hoarding of 1Pv4
addresses)?

Perhaps a little loosening of the address al-
location tap at ARIN, when it comesto dlo-
cating addresses for non-home use, could
make life substantiadly easier for the ssgment
where some people are finding NAT mak-
ing their life difficult?

Kim Hubbard [ARIN]: | wouldn’t say that
ARIN is stingy in how much address space
it issues, we alocate whatever an organiza-
tion (any organization) can justify but they
must be able to justify at least a/20 (by
whichever alocation/assignment policy ap-
pliesto them) or they will be referred to their
upstream ISP. Thisisn’t done as much for
conservation of address space asit isfor
aggregation of routing table space. Were-
cently lowered our minimum alocation from
a/19to a/20 to alow more organizationsto
comedirectly to ARIN for address space and
are monitoring the effect on the routing
tablesto see if we can continue lowering it
in the future.

Keith Mooreto Don Senie: NAT isagood
hammer for ahome network if and only if
the only purpose of a home network isto
allow multiple web clients at home to talk
to serversin the outside world.

If you want to use a home network to be
able to access your devices at home *from*
the outsde world - e.g. IPtdephony, IPfax,
instant messaging to your home, IP printing
to your home printer from elsewhere, set-
ting your VCR, setting your thermostat so
that the house will be warm when you get
there, checking the house temperature to see
if theair conditioner has died again, taking
apeek at the kid you' ve left home with the
babysitter (or by himself) to seethat he's
okay, investigating the alert you got from
your intrusion detection system, personal
web server for home or home office - NATSs
gtart to look like a pretty poor hammer even
for home use. (unless, of course, you think
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the purpose of hammersisto break things)

On the other hand, if you combine NAT with
6to4 for home networks, the picture starts
to look ahit better. Think of 6to4 asthe ge-
neric ALG that rids you of the need to have
separate ALGs for most of the applications
that NAT happensto break.

Tripp Lilly: Mineisnot astand in favor of
NATS, let me get that out first :-) However,
the arguments against NATsin the home al
center around end-to-end connectivity to
various devicesin the home (light bulbs,
toasters, VCRS, thermostats, etc).

Isthisreally the “right” modd for that sort
of interaction? Persondly, my home network
(inwhich every light bulb *will* be onthe
“net within the year) is not something | want
end-to-end connectivity to. I’'m not saying
that’ sthe right solution for everyone, but |
think it's certainly worth thinking about as
we're designing VCR control and LBMP
(Light Bulb Management protocol). That is,
I think it'simportant to consider that folks
(viatheir vendors) will want to deploy ALGs
a the boundary of the house, NAT or not. |
know | will be, even after the internal v6
infrastructure meets up with the rest of the
world in the far flung future.

| don't think NATs are architecturaly “cor-
rect”, but | think they’ reteaching us an im-
portant lesson about the (initidly vaid) as-
sumptions about end to end connectivity.
Even after we eradicate NATs through
wholesale migration to v6 (optimist hat on),
the paranoid will still deploy ALGs on their
firewallsto mediate access to those globally
routable lightbulb and security camera ad-
dresses. After dl, | wouldn't want theworld
getting illicit shots of mein my underwear
inthe evenings. Well, perhapsit’stheworld
that wouldn't want to be getting those shots,
but you get my point...

Senie Soundsto melikeat best I'd trade a
NAT box with firewalling for a serious
firewall. | have ZERO interest in alowing
the kinds of things you describe to occur
from outside. While you may not mind
someone hacking into the microphone on
your PC and using it asabug | am alittle
lesstrusting.

Moor e Obvioudy you have to have some
security measuresin place before you open
up such thingsto the outside world. but that's
an argument for better authentication tech-
nology, not for NAT. without the NAT in
place | could use IPSEC to authenticate
myself and punch a hole through my home
firewall; with NAT in place that’s just not
possible.

Referring to Lilly’ sremark: ‘ Personadly, my
home network (in which every light bulb
*will* be on the ‘ net within the year) is not
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something | want end-to-end connectivity
to”, Moore asks. “why not?[It] seemslike
if you want your light bulbs to be indepen-
dently addressable or pollable (can’t wait for
the SNMP lightbulb MIB!) you want the
ability to talk to them directly. OTOH, if for
the specific case of light bulbs you want
some sort of “light management system”,
then maybe you want to talk to that light
management system rather than to the indi-
vidual light bulbs.”

The point is, even though you might want
some loca resource managersto mediate the
use of light bulbs, whatever, that doesn’t
mean that you want to block al outside con-
nectivity to every device in your home. if
you haveto have an ALG for everything you
want to control from outside that is going to
impose a serious barrier to the kinds of con-
trollable devices you can have in your home
- because you won’t be able to control it
unlessyour NAT supportstheright ALG for
each device you want to use.

And it'sdownright silly to have awireless
PDA (say apalm vii or a pdq phone) and
not be able to use it to talk to your devices
within the home just because your PDA and
your home are on opposite sides of aNAT.

Then referring to Lilly’' s statement “1 think
it makes sense to consider a boundary
(firewdl+ALG) that definesa“trusted zone”
within the house, establishes ACLsfor a
given “connection”’, beit atunnd or other-
wise, defined by an authentication event, and
mediates the activity over that connection
aslong asit’s active,” M oor eresponded
“you're confusing trust boundaries with net-
work topology. Trust boundaries don’t fol-
low network topology even today, or you
have to do afair amount of work to make
them do so. they’re even lesslikely to fol-
low network topology in the future when a
significant number of the devices we want
totalk to are running wireless IP.”

“And just because | have multiple devices
in my home doesn’t mean that | trust my
(roommate, spouse, kid, babysitter,
houseguest, burglar, landlord, friendly neigh-
borhood cop) to have net accessto every-
thing in my home merely by having physi-
cal presencethere. Nor do | want to haveto
run separate protocols to access devices on
my home network than for the same kinds
of deviceslocated in other environments.”

Metzger inanswer to Lilly: | don't want to
invent fifteen thousand different protocols
to handle things. IP aready doeswhat | need
most of the time.

Lilly: Perhaps| wasn't clear... IP (v4 or v6
or what have you) isafineway of determin-
ing the end points of the communication. But
at higher levels (MEGACO, SIP, LBMP,
etc), | believeit makes senseto dlow inthe

protocol design that people might want to
consolidate funcionality in an ALG (more
below)

Metzger: I'm not surethat’ stheright model,
actualy. |P addresses are too essy to forge.
Theright way to stop people from doing that
sort of thing isto deploy end to end security
protocols that strongly authenticate both
ends.

Uniformity versus
Diversity

Lilly: Redidticdly, in the home environment
(which is quite specificaly the domain I'm
constraining these statements to, even
though they might have broader applicabil-
ity), it'sunreasonable to expect that every
light bulb (light fixture) isgoing to carry the
silicon to handle authentication (and/or en-
cryption).

I think it makes sense to consider a bound-
ary (firewal+ALG) that defines a“trusted
zone” within the house, establishes ACLs
for agiven “connection”, be it atunnel or
otherwise, defined by an authentication
event, and mediates the activity over that
connection aslong asit’ sactive. Treating
each and every action into that trusted zone
as a separate request, carrying separate over-
head for connection setup and teardown
(over the WAN), and separate overhead for
authentication and encryption putsusin the
same boat asHTTP/1.0.

I’'m not saying we should consider anything
other than I P to establish the desired end-
points of the given transacion. I’ m not say-
ing we should try to hide topology and ad-
dressing behind aNAT. I'm saying that even
*with* aconnection that's end-to-end for the
purposes of designating participants, we
might want to consider that someonein the
middle will be mediating the conversation,
acting on behalf of one or both participants.

An exampleto wit: | want to be ableto plug
my Extend-A-Home 2000 (tm) intelligent
brick into the Ethernet jack in my hotel room,
then unpack all therest of my goodies (por-
table printer, portable scanner, wireless IP
phone, Palm Connected Organizer(tm), MP3
player, etc.) and have them “just work”.
Now, | redizethat al of this can be accom-
plished through a combination of DHCP,
DDNS, and IP Mohility. But that requires
an awful lot of complexity in each device,
when that complexity *could* be hidden
insde the Extend-A-Home 2000 (tm). | plug
itinand *voila*, my hotel room isan exten-
son of my home. All of my permissonsinto
my home remain intact (with only an au-
thentication exchange between the Extend-
A-Home 2000 and the Home-Weiller 2000
Border Establishment Unit(tm)).
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Y ou dso have to consider that just because
IPisthe “right” answer doesn’t mean it's
what will end up in the stacks of al of these
micro devices (especidly light bulbs). There
will be gateways and proxiesfor LON and
CANbus and X-10 and so forth for awhile
to come, possibly forever. All I'm sayingis
that taking AL Gs into account for reasons
*other* than NAT doesn’'t seem like such a
bad idea as we're doing new work.

M etzger: Anything mankind can lock, man-
kind can unlock. Y ou will never get rid of
firewalls. At least not in our lifetimes.

On December 8 M oor e responded: actudly,
I’'m recently forming aradica opinion that
firewalls need to be first-class components
of theinternet architecture. Only: (a) they
should be thought of as “access control
checkpoints’ rather than as held responsible
for authentication (just because you can get
through afirewall doesn’t mean you're au-
thenticated for all services beyond that
firewall), (b) we need authentication mecha-
nisms that allow our packets to traverse
multiple firewalls (including both ingoing
and outgoing firewalls) and still serve as
authentication for services at their destina
tion. that is, we need to be ableto attach (per-
haps multiple) credentials to packets, that
stay with those packets end-to-end rather
than having to do tunneling. Those creden-
tials (sadly) may need to be based on both
user identity and current network location.
It should follow that (c) |P addresses have
nothing to do with authentication in such a
world - there will be too many cases where
trust boundaries and | P topology don’t co-
incide, and trying to do VPN-like things for
all of the different things you want to au-
thenticate to from the same host will be too
hairy.

Lilly: | agree with this... My earlier point
about ALG' swasn’'t intended to be in sup-
port of NAT (I specifically disclaimed that,
in fact), nor wasiit intended to suggest that
trust boundaries and | P topology coincide
(even though my examples were of situa-
tions where they did). | guess| was being
too specific about a perhaps more general
problem, which is that of allowing border
devicesto act as proxies, agents, interlop-
ers, etc., for interior devices. Whether “bor-
der” and “interior” are defined in 1P topol-
ogy termsfor agiven installation or in au-
thenticated identity and trust relationship
termsis, | think, immaterial. The point is
not to *assume* that the actua endpoint (as
specified by the [P/port tuple) isgoing to be
the one engaging in all phases of the inter-
action onits own behdf, and to consder how
that non-assumption affects the protocol
designs.

That is, NAT hastaught usalesson. NAT is
bad, but the lesson is good. Don't throw the
lesson out withthe NAT. Furthermore, I'm
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not asking anyone to solve the problem of
how you maintain those proxies or ALGs or
whatever they are. I'm simply asking folks
not to build aworld in which they cannot
work without significant “ hackish” after-
engineering.

lan King If you want to be able to control
individual lightbulbs in your house, how
about an IP <-> X 10 gateway? X10 (asan
example, not because | have any particular
attachment to it) isauseful protocol for con-
tralling devices (usualy with limited “intel-
ligence”) within ahome; that’s what it was
designed for. Do you use SMTPto program
your router? Let’ s use appropriate protocols
at appropriate times and places.

M etzger : Insufficient. | want IP. Thereisno
point in implementing anything less power-
ful than |P— you only end up maintaining
asecond, inferior stack. |P does what you
want aready, and better.

King: PDA? Why can't | talk to my home
maching?| doit dl thetime (not with aPDA,
but with other devices), even though the
machineisinsdeaNAT “boundary”. Yes,
it took alittle configuration magic, but noth-
ing as complex as e.g. RSIP. Why isthis
about “controlling the household from the
outside”? | thought this thread was about
“big companies controlling large private
address spaces’? Or end-to-end UDP for the
latest version of Quake? Or SNMPto flush
my toilet from McMurdo Sound? This
thread has wandered over alot of territory.

NAT ISA HACK. Isit auseful hack?In
some circumstances, yes. | useit, without a
lot of attention on it; my wife uses this com-
puter to browse the Web and read email, and
when | say NAT she reaches for the bug

Jray. :-)

Does NAT work at the ISP level? Depends
onwhat theISPissdling. | had alot of prob-
lems with 1 SPs who wanted to sell me a
“black box” of Internet connectivity — I'm
ageek, | know what | want, and some of
them didn’t want to sell it to me (in large
part because their sales reps didn’t under-
stand what | was talking about). Does an
AOL user care about hisplacein the address
space hierarchy? Likely not, nor does he
“purchase” aright to care. Do | care? Yes,
and | pay forit,and | get it.

Does NAT work for corporations? Depends
on what they are hoping to buy with it. A
NAT client at Foo Corp can attempt to ac-
cess resources across the net; if Bar Indus-
triesisasousing NAT, Bar’'sNAT must be
configured to direct the incoming requests.
But that can work just fine. Multilevel NAT
(i.e. within an organization) is as prone to
problems as multilevel marketing; Just Say
No. Corporations can use firewalling, in-
ternal network addressing, and proxies.

Microsoft doesthis, and | rarely experience
adgtuation inwhich | cannot do the“end to
end’-ishthing | want to do. (You can't doiit
from outside, but that’ swhy it'safirewal.)
NAT IS A HACK. Why is there so much
effort going in to somehow either “legiti-
mizing” it, or demonizing it?

M etzger: Because there isafight brewing
about |Pv6 and whether NAT isasufficient
aternative to | Pv6.

King Asl’'ve said before, | useit because
my ISP is greedy and wants alot of money
for more than one | P address; | think they
assume I’'m doing something “commercia”.
(I also pay a premium for my DSL connec-
tion because it’ s not the base “ consumer”
speed, and USWest assumesit’ s commer-
cia”.) Asasde-effect, it createsalevel of
security; my “inside” machines are not di-
rectly on the Internet, and it makesit harder
for them to be compromised. (Not impos-
sible, but harder, and there' s nothing there
that makesit worthit)) That' swhy | usesNAT.

ISNAT right for you? NAT ISA HACK.
Doesit serve your purposes? If so, coal, go
for it. If you are avendor to others, does it
serveyour customers purposes? If not, and
you are selling them something you can’t
and don’t provide, then you are acrook and
legal process should be invoked to dedl with
youl.

Does SMTP give you “end to end connec-
tivity” to each email user you address? No,
they can be on completely disjunct ma-
chines, with incompatible (or no) network
capabilities. (When you send me email, you
are NOT sending it to the machine where |
read it, nor could you get here from there.)
There are certainly some protocolsthat fail
without “real” end-to-end connectivity.
There are many that do not.

Itisan invaid assumption that, as aclass,
deviceswon't be able to communicate with
your home devices because of aNAT —in
some casesit' strue, in others, fase, in oth-
s, it requiresalittle more hacking. NAT IS
A HACK. Maybe a particular circumstance
requires alittle more hacking, maybeit re-
quiresan ALG, or maybeit requires arede-
sign of its protocol to alow for NAT. Ques-
tion: iswhat you get, worth the effort? Long
term?

NAT ISA HACK. Let' s step back and focus
on waysto fix the problems that led people
tothink of NAT inthefirs place, rather than
trying to engineer NAT asalong-term solu-
tion to those problems. Perhaps NAT will
remain as a solution for a certain, smaller
class of problems— coal. If NAT isn't solv-
ing your problems, DO SOMETHING
ELSE. But building aworld on NAT isbuild-
ing aworld onaHACK.
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Metzger: | doubt any average homeowner
could effectively run afirewall. It is neces-
sary that the devices be secure ab initio, and
only communicate to properly authenticated
and authorized sources.

Ed Gerck: And yet, thereisatrend towards
“personal firewalls”. Linux includes a
firewall out of the box (with the ipfwadm
and ipchains components). Severa products
are on the market for Windows — see http:/
/grc.com/su-firewalls.htm . One product is
very user-friendly, it seemsto me that any
homeowner could useit.

So, perhaps the same company could also
makeaNAT that any homeowner could use?
Because if the problem of NATsis easy of
use, and thisisthe key being banged here
(the NY School Board example, etc.) then it
isaproblem of design. However, if the prob-
lem is concept, in which way are NATs dif-
ferent from gateways, conceptually speak-
ing? And, gateways are useful, no? Further,
it seemsto methat if NATsareto be blamed
for the demise of 1Pv6, or its ad eternum
delay, then maybe thisis what the market
wants— amultiple-protocol Internet, where
tools for IPv4/IPv6 interoperation will be
needed ... and valued. A commercia oppor-
tunity, clearly.

Chiappa Thisrelatesto an approach that
seems more fruitful, to me- let’stry and fig-
ure out things that sidestep thisincredibly
divisive, upsetting and fundamentally unpro-
ductive argument, and try and find useful
things we can do to make things work bet-
ter.

Ger ck: Which can, undoubtedly, beputina
sound theoretical framework for NATS, in
network topology. NATsdo not haveto bea
hack. They seem to have been discovered
before being modeled, that isall.

Chiappa Well, the fundamental architec-
tural premise of NAT’ s *aswe know them
today* - that there are no globally unique
names at the internetwork level - is one
which isinherently problematic (long archi-
tectural rant explaining why omitted). So |
don’t think that the classic NAT model isa
good idea, long-term. However, | think it's
abit of alogical fault to think that the only
optionsarei) IPv6 andii) NAT's. That'slike
saying that if my dog’'s not in my office, he
must be on Mars - there are other alterna-
tives! Thisisespecialy truein thelong run;
we may be stuck with NAT in the very short
term, but in the longer term we can explore
other aternatives.

Gerck: So, much as| side with Perry’sde-
fense of IPV6 though, | cannot side with a
downplay of NATsin order to leave more
room for 1Pv6. Indeed, NATs can help IPv6
interoperate... so, it is by definition, useful.
And firewalls are IMO much more home-
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owner-friendly than “&b initio security”. So,
we need to be careful otherwise the baby
goes with the baby water ;-)

Editor: Keith Moore however would have
nothing to do with Gerck’ s propositions. His
assessment was that the upper hand in de-
signing asoftware environment must aways
go to the engineer as the only one with
knowledge adequate to the subject at hand.

Moore NAT' s problem is not ease of use.
NAT’ s problem isthat they break thingsin
subtle ways. Many userscan install aNAT,
but fixing the problems caused by NATsis
beyond the ability of all but the most so-
phisticated users. (and those who do have
the ability would far rather their time not be
wasted on such pursuits)

Gerck: And, gateways are useful, no?

Moor e NATS, backhoes, dynamite, carbon
tetrachloride. All of these are useful, inlim-
ited Situations, by professional expertswho
know the risks of using them and take ad-
equate precautions to minimize the danger
asociated with their use. That doesn’'t mean
you should try using them at home.

Ger c: Further, it seemsto methat if NATs
are to be blamed for the demise of 1Pv6, or
its ad eternum ddlay, then maybe thisiswhat
the market wants?

M oor e perhaps. but we should not confuse
the market with intelligence, or “what the
market wants’ with sound design. thereis
sometimes arightness to “what the market
wants’ (meaning that the market is some-
times wiser than widely publicized experts)
but the market is not an infallable source of
wisdom. and the market cannot choose
wisely if engineers and vendors don’t pro-
videit with good options.

If you do a cost-benefit anaysisfor NATs
vsalargeflat address space you will almost
certainly find that NATs have afavorable
short-term benefit/cost retio (for some cases)
and avery unfavorable long-term benefit/
cost ratio. Thismight befineif NATs are
treated as a short term hack or amethod of
transition to |Pv6. But if the market over
investsin NATsin the short-term there is
some possibility that you cannot reap the
long-term benefits of IPv6. The market is
not necessarily endowed with foresight (in-
deed, our economic system seems to artifi-
ciadly and unwisely favor short-term gains),
and hill-climbing strategies often do not
yield good results.

Issues Affecting ISPs in
the Allocation of IPv6

On December 9 to a question from Sean
Doran about IPv6 allocation Christian

Huitemaresponded: These entries are sup-
posed to be assigned to “top level” provid-
ers — the equivalent of v4’s default-free
ISPs. Thereisindeed aconcern that 8K may
not be enough in the long run, which has
lead to place the next 8 bitsin reserve. Each
of these “top level” prefixes thus contains
24 bhits of address space for organization or
delegation by the provider.

Sean Doran: So, forgive me for asking a
stupid question, but RFC 2374 [Editor: An
IPv6 Aggregatable Globa Unicast Address
Format] isfull of oddities, especidly ins3.2.
Areyou of the belief that as a matter of
policy, everyone but “top level” providers
will have addresses from a“top level” pro-
vider, with no exceptions?

Huitema Let' s put it thisway: the regis-
tries areinstructed that only top level pro-
viders should get one of these addresses.
Everyone who does not qualify supposedly
get adelegationfromaTLA, or severa del-
egations in the case of multi-homed net-
works. Who qualifiesisindeed an interest-
ing matter of debate for the policy councils
of the regigtries.

Doran: Do you aso believe that for inter-
TLA routing information-exchange pur-
poses, with respect to the destination address,
ONLY the 13 (to 21) TLA (+ RES) hitsyou
mention should ever be considered by a
router in the core of the globa network, ex-
cept where two directly-peering TLAS agree
to exchange some NLA information?

Huitema Y es, absolutely. There should not
be arequirement that inter-TLA routing car-
ries anything else, except for bilateral agree-
ments on avoluntary basis. It should be en-
tirely within the specs for a backbone pro-
vider to ignore al announcements that are
more specific than the TLA bits.

Carpenter: Thisisthe plan. We start out
with no holesin BGP and we try to keep it
that way.

Doran: Ah, BGP. Ok, s0it seemslike there
isal-1 mapping of TLASto AS numbers
— after al, why would an AS encompass
more than one TLA prefix?

What happensif and when the 8k limit on
TLAsisrelaxed, because the number of or-
ganizations qualifying for (however this
might happen) a TLA assignment exceeds
that number, given that the relaxation might
well take us beyond 16 bitsof TLA (I take
thisasimplied by Christian’s earlier com-
ment).

The second half of the question above: why
would one splitaTLA across multiple ASes
in the default-free zone? For NLA<>TLA,
do you propose to have (possibly floating)
detic routes be the means of handling NLRI?
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That is, we configure default on each opera-
tional connection to the TLA that the NLA
connects to (and deconfigure at each inter-
facewhen it isnot operating), while we con-
figure static routes to the NLA addresses at
the border of the TLA. Yes?| found no FM
to R on this subject.

Will any effort be made to keep the NLA
I Ds both globally unique and portable? Or,
because TLA+NLA may share the same
NLA bit pattern with another 2nd-level net-
work TLA’+NLA, will 2nd-level networks
who multihome to multiple TLAs do one
of: (a) be “promoted” and becomea TLA
themselves (b) carry multiple NLAS, as-
signed by each TLA they interconnect with
?1f (b) do we make the tunnel hack work, or
do we makethe NAT hack work, or both, or
do we just ignore what to do about losing
connectivity to one or more of the TLASto
which a2nd-level network is connected?

On the other hand, if the NLA bit patterns
arekept globally unique and portable, how
will reachability via one or the other of mul-
tiple TLASs be announced to the global core
network?

Bill Sommerfeld: One thing worth noting
isthat anyone out there who has a*single*
ipv4 addresshasa/48 in ipv6 space dready,
thanks to the 6to4 mechanism.. It seems
obviousto methat the only way routing can
scale with addresses this large is with very
aggressive aggregation.

Sean Doran: It would work better till with
abgtraction, hence my (maybe stupid) ques-
tionsto Brian and Christian.

Sommerfeld: The only way multihoming
can work when aggressive aggregationisin
placeisif hosts end up with multiple ad-
dresses (one from each prefix) and know
how to use them intelligently... and, if we
can manage to get that to work well, it has
the advantage that end sites — even very
small ones — will be able to multihome
merely by buying service from multiple pro-
viders. It does make life interesting for mid-
level providers which want to multi-home,
though.

Doran: Even trickier: how to get non-local
hosts to use them intelligently. The DNS as
amechanism for policy-based routing (in the
sense of remotely influencing other people's
path selection) is not totaly without appedl.
But then again, I'm aloon, and like NAT.

Huitema Thisisdefinitely aresearchis-
sue. | think however that there are at least
three possible solutions, and so | believe that
thisis not avery difficult research issue.

Thefirst solution isindeed what we do ev-
eryday: get severa addresses from the DNS,
pick one more or less at random, try it, and
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if it failstry the next one. The second solu-
tion iswhen your DNS resolver has acquired
some knowledge of the Internet, and can sort
mance. Strict provider addressing actually
makes this kind of knowledge acquisition
dightly easier, asthe knowledge tableis es-
sentialy similar to arouting table, and thus
subject to the same kind of aggregation.
There areindeed many waysto acquire this
knowledge, from looking at the routing
tables to getting feedback from the hosts,
and thisiswhere research becomes interest-
ing. Thethird solution requires TCP imple-
mentation that have the “ zero context” hacks
necessary to protect against SY N flooding
attacks. In that case, the caller smply sends
parallel SYN messagesto all possible ad-
dresses, continue with the first response, and
forgets anything else. Basically, you trade
routing complexity for increased traffic. A
related problem is the support of readdress-
ing, i.e. changing the IP addresses without
losing the TCP connection, but there are al-
ready solutionsin the v6 spec.

Editor: Earlier Huitemahad said ‘Let' s put
it thisway: the registries are instructed that
only top level providers should get one of
these addresses. Everyone who does not
qualify supposedly get a delegation from a
TLA, or several delegationsin the case of
multi-homed networks.

M oore Of course, this requires that send-
ing hosts or applications make intelligent
decisions about which destination address
to use (and which source address to use with
aparticular destination address), usualy in
the absence of any information which might
inform the decision.

It'snot at all clear that this can work well
enough to be agenerd purpose multihoming
mechanism, at least not without adding afair
amount of extrainfragtructure and complex-
ity - i.e. amechanism which hosts or appli-
cations can use to query the network to de-
termine relative proximity of severa differ-
ent addresses. If it does turn out to work it
will probably be because dl of the available
prefixes for both the source and destination
host are so reliable and have so much avail-
able bandwidth that most of the time that it
doesn’t matter which of the available ad-
dresses you use. (It's tempting to say that
multihoming will work quite well for those
cases where you don’t need multihoming...
but that is a bit of an exaggeration). To be
fair, “traditional” multihoming does't scale
well enough to use that approach either.

On December 10, Jessica Yu: Thereisaso
apotential scaling issue of using multiple
addresses as generd purpose multi homing
mechanism. Thisisbecauseif thisisthe case,
most of the Internet hosts will end up with
multiple addresses.

Based on the current assignment strategy,

only top-tier | SPs (networks) will be as-
signed with TLASs. Tier-2 ISPswill get dlo-
cation address space from the TLAs of their
connected tier-1 1SPs. If atier-2 ISP ismulti
homed, the ISP will be assigned with two IP
addresses from two different TLAs. All the
downgtream customers of thistier-2 1SP will
get multiple addresses for each host. Since
most of thetier-2 ISP (if not all) will be multi
homed to tier-1 1SPs for redundancy pur-
pose, most of the Internet hosts will end up
with multiple 1P addresses. Only tier-1 1SPS
direct connected single-homed customers
will not have multiple addresses for their
hosts.

It's possible that some multi homed siteswill
have to assign 4 or even more ip addresses
per host, depend on what kind of 1SPsthey
multi homing with. E.g. a site that happen
to multi hometo two tier-2 | SPs, each multi
homed with two different tier-1 | SPs, each
host in this multi homed site will have 4 IP
addresses in order to get full benefit of re-
dundancy. One can image even more com-
plicated case. So | think we need to explore
different ways of doing multi homing.

Sommerfeld (to jessica s statement of most
hosts ending up with multiple addresses): |
don’t see why thisisinherently a problem.

Jessica Yu: Thisis paradigm shift in the
Internet from magjority of hosts with single
I P address to the mgjority of the hosts with
multiple | P addresses. Many existing sup-
port mechanismssuchas routing (see
Keith’s message), DNS name look up, traf-
fic engineering network managment, etc.
may not be adequate. It may also break the
things that we have not even thought of . And
do not forget about operational complexity
issues. Arewerredlly ready for such amajor
shift? So | would not say so quickly that it's
not a problem.

Senie | can imagine that acompany which
is multihomed to two or more | SPs, each of
whom istier-2 or below, may well have a
dozen addresses to dedl with, per host. Now
somebody remind me of why we wanted dl
this extra address space? It was so we could
give every machine a dozen addresses? Ex-
actly how the end nodes are to know which
of these addresses to use, especially when
the decision point in the topology is several
layers above (at thetier2 to tierl provider
attachment point) is going to beinteresting.

Token-ring source routing alowed relatively
dumb bridges to be used. This protected the
“core” of the network from having to have
extra processing horsepower. Of course we
soon saw Ethernet bridges and switches
which could handle al of the needed deci-
sions without the involvement of the end
gations. We started down the path of MPLS
to protect the core routers which were go-
ing to melt under the traffic load. Then ven-
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dors showed us hardware which could route
packets at wire gpeed. Now we re busy push-
ing technology to ensure routing table sizes
won't increase because the present genera-
tion of hardware can’'t handle larger routing
tables. Are we being a bit short-sighted?

Chiappa No. Theissue with routing table
sizeis not the memory required to storeit,
but the stabilization time when a topology
change happens. That is afactor of anum-
ber of things, including the speed of light,
which isn’t going to get faster any time
soon... :-)

Stabilization timeislarger in alarger net-
work. Full stop. A larger network will * also*
have more topology changes per unit time.
Asanet getslarger, you are caught between
two closing jaws: increasing stabilization
time, and decreasing MTB topology
changes. There are solutions, but throwing
more processing power in the routers at the
problemisn’tit. There *are* some waysto
deal with these problems (e.g. by bounding
the number of nodes that updates have to
propogate through, by careful design of to-
pology and abstraction hierarchy, and limit-
ing inter-level linkage) but they demand a
more engineered (on the large, inter-provider
scale) net than we have now.

Sommerfeld: Given how hard it isto get an
1SP do to anything specid for you these days,
| really can’t see a routing-system-based
multihoming actually scale down to, say,
individual SOHO networks being
multihomed, while multiple-address-based
multihoming doesn’t require anything spe-
cid out of the ISP's..

Moore no, | can’t see how arouting-sys-
tem-based multihoming will scale down to
SOHO networks ether. but neither do | think
that DN'S based multihoming will work well,
at least, not without developing alot more
infrastructure than is even on the drawing
board at present. and making thiswork well
inpracticeisat least afew years avay.

On December 11 Dor an: Why not? It should
be an explicit god of the next cut at an |Png,
and shouldn't just stop at SOHO -- it should
go right to individual homes, _at least_. |
have multiple sets of wires coming into my
flat, and live in aregulatory environment
where each of those wires (and some new
ones) isallowed to carry data/POTS/ISDN/
cabletv/you-name-it.

And then there' s Sweden, which is severd

steps ahead. Check http://
www.bredbandsbolaget.se/eng/

nodel03.asp?D=16 Yes, they redly are serious
about more than a quarter of amillion homes
which will have the moment-to-moment chance
touseany or al of: FTTC/FTTB/FTTH from
these folks, cable modems, or the various offer-
ings from the various telcos (xDSL, dialup) for
Internet connectivity.
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The days when only a handful of middie-
aged Swedish women have broadband con-
nections like this: http://www.stupi.se/
Bilder/7296-3251-0759/g.html into their

ments are numbered. (BTW, if you look
closdly, you'll see her apartment’ s network
was multihomed already.) The assumption
that only larger organizations will want
multihoming and at-will-provider-changing
isabad one.

On December 14 Jssica Yu to Brian Car-
penter: Looks like we have a teminology
Issue. Notice | did not say routing system
but ROUTING will have problem. Because
the choice of amulti-addressed host to use
one of its IP address to include in packet
header implies routing decision, the host, in
effect, does some routing decision maki gg
How a host intelligently choose the IP ad-
dress as the source address to send packets
or DNSintdlligently choosing an | P address
for aquery are complex issues which we do
not have an answer for asyou indicated in

your message.

Huitema: | believe you overstate the prob-
lem. To begin with, a domain manager is
never obliged to advertise al possible rout-
ing prefixesfor al its hosts. In principle, it
will only advertise those network connec-
tionsthat are deemed “good enough.” So, at
a 10,000 feet level, picking an address at
random in the list, without any information
whatsoever, gives you aconnection that may

not be optimal, but is probably reasonable.
Which meansthat the proverbid “fivelines
client”, which presumably will transfer 5
packets, will get adequate service. Y ou will
tell methat this not be optimal, but then,
explain me exactly how the current BGP
fabric guarantees that routes are picked op-
timally? In fact, in their communication at
thelast ACM SIGCOMM conference, “On
Edtimating End-to-End Network Path ProB-
erties’, Mark Allman and Vern Paxson ob-
servethat it is quite frequent for interdomain
routing to converge on aless than optimal
route today.

The question indeed arises when one of the
addressesin thelist goes through a provider
that is experiencing heavy congestion. Let's
first remark that, if clients wereto pick ad-
dresses at random from alist, we would ob-
tain automatically some level of traffic
spreading, which would generally tend to
ease congestion — but we dl agreethat con-
gestion will not be eliminated. If the con-
gestion is aready present at the beginning
of the connection, the answer issmple. The
first SYN packet getslogt, and the client sm-
ply picks another addressinthelist and tries
again. Again, thismay not be optimal, but it
will provide an adequate solution for even
the most brain dead of clients. The smart
clientswill no doubt find how to resolve the
problem in a smarter way.

So let’ sfocus on the remaining part of the
problem. What happensif aclient picks an
address at the beginning of a connection,
only to find out that the transit networks are
becoming congested. There are solutions,
which require minimal adaptation to TCP.
An example is discussed at http://
www.chem.ucla.edu/~bei chuan/etcp/; an-
other solution is developed as part of
Mobilel P. Indeed, if there is no modifica-
tion to TCP, thereis no good solution. But
then, thisis not very different from the cur-
rent state of the art. a TCP connection can
only survive the loss of atransit network if
BGP manages to detect and correct the loss
faster than it takes for the TCP timers to
break. If | believe the recent reports to
NANOG, thisisfar from guaranteed today.

So, yes, we have a problem. We need to
somehow adapt the TCP stack to survive
losses of trangt networks. But we should not
overstate that problem. It only affectslong
connections, it only makes adifferenceif a
connection to atransit provider bresks, and
if the routing tables could have been repaired
by BGP. In any cases, there are smple modi-
fication to TCP, for which we already have
some experience, that could handle the prob-
lem. In the long run, once these modifica-
tionsarein place, we are better off thanin
the current situation, because we will rely
less on the speed at which interdomain rout-
ing converges.

Farber Moves to FCC as Chief Technologist

An interesting Clinton Administration gam-
bit isunderway. On Monday January 3, 2000
the FCC announced. David J. Farber, cur-
rently the Alfred Fitler Moore Professor of
Telecommunication Systems at the Univer-
sity of Pennsylvania, has been named Chief
Technologist for the Federal Communica-
tions Commission (FCC). On the same day
Farber explained to his IPlist: " | will be at
the FCC as an IPA -- aUS government
mechanism which allows me to serve the
country while remaining a Penn Faculty
member. | look forward to returning to Penn
inayear or so with agreat deal of experi-
ence and knowledge regarding the policy
and economic issues involved in deploying
the new communications technologies.”

Given our remarks about Farber in the Janu-
ary COOK Report, readers will not be sur-
prised to hear that we werelessthan thrilled.
On the Cyber telecom Law list we wrote:

my cynicism asks whether in this day and
age aconsummate indder can be trusted dso
to beapublicinterest advocate. Y ou seem
to aspireto be both. And | suppose, to the
extent you can bring it off, more power to
you... | worry sometimeswhen | have criti-
cized you that | may betoo harsh... | mean
maybe you do stay up nights worrying about
whether ICANN isout of control. Maybe
you redly aren't helping them out by being a

sometime critic? How do | know for certain
and the answer is of course | dontt.

Y et you have been one of the most consum-
mate insidersin thisindustry. Witness your
roleinthe July 30 IBM - NSI summit meet-
ing that was not known to have taken place
until last month. Witnessthe one of the "25-
most-pO\NerfuI-p%OJ:)Iein-networking" Net-
work World accolade of ayear ago. Witness
some recent evaluations of you as someone
who has developed extraordinary skillsin
becoming a confidant of mgjor IT CEOswho
has never betrayed a confidence. Witnessan
assartion that you are so good at thisthat you
carry the corporate secrets of companieslike
IBM, HP, Intel, SGI, Microsoft and Sony
around in your head and and that you have
been able to compartmentalize them to such
an extraordinary extent that none of the com-
panies feels that your knowledge has been
used to their disadvantage. A remarkable
achievement. And one that may go far in
explaining why , except perhaps for the
Microsoft trial, you have generally shied
away from taking a position sharply opposed
to the interests of amajor IT company or a
movein theindustry to set up something like
an ICANN.

Unfortunately, from my point of view deci-
sions made behind closed doors are gener-
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ally suspect. Given the money and power at
stake in the current reshaping of the infra-
structure underlying our entire economy, |

cannot believe that you or anyone elseis
saintly enough to be trusted never ever to act
in such away that the interests of asingle
corporation or group of corporationsis at-
tended to before those of the public. Besides
itisall too easy to build an ex post facto
judtification that whet's good for IBM isgood
for the US. Or for IBM subdtitute any num-
ber of other players.

An hour later the phonerang. 1t wasthehigh
ranking FCC officid respongblefor Farber's
appointment. Gordon: | want you to under-
stand that we are bringing him to town PRE-
CISELY becauseheissowdl connected. We
got a believable story about the FCC
despirate to do theright thing for the internet..
"Farber understands and he can get through
to the top and educate the people who need
to be educated we heard." Could be and we
hope indeed that it really is. Farber indeed
can do good from this slot. But he could
also, if he so chose, sell the Internet down
the river from the very same position. It
would be niceto havefaith that thisisa posi-
tive move- onethat can betrusted. After dl
we trusted IraMagaziner. How foolish and
naiveto do so. Thistimewill the result be
any different?
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Wireless Takes off,
pp. 1- 6, 10

Weinterview IraBrodsky CEO of Datacomm
Research and author of books on wireless
communications. We survey the 1999
explosion in digital wireless technologies
summarizing with particular attention to their
impact on the Internet mobile, fixed and
wireless LAN technologies. Brodsky points
out that because of advances in digital
technology wireless broadband access to the
Internet has become areality. This means that
virtually everything we do with wireline
Internet connections we will also do with
wireless.

Theinterview explains from atechnical point
of view what is done to achieve high bandwidth
using TDMA and CDMA it covers Triton
network Systemsand LDMS. It shows through
a discussion of Phone.com and the WAP
protocol how cell phones are becoming web
browsers. It describes PCS aswell as Sprint's
leadership in this cellular technology. It
explains how Metricom intends to compete
with Sprint PCS.

Looking at the Europeans it describes TDMA,
CDMA and GSM applications in Europe.
GSM is an enhanced form of TDMA that is
popular primarily in Europe. However many
people doubt that it would stand up well against
awell aimed rollout of CDMA.

Wireless LANSs are critical to the hopes of
home networks of 1P aware appliances. Costs
are approaching $100 a node and speeds are
approaching Ethernet. The viability of this
market however is likely dependent on the
outcome of the IPv6 deployment discussed in
the |ETF debate article included in thisissue.
It may also be impacted by how the network
continues to scale as broadband moves into the
edges of the network.

With broadband wireless as an end user option,
one moves into the reality of access to the
Internet being available from any where at
anytime under amost any condition. Given the
cost and time necessary for the installation of
fiber-based local loop infrastructure wireless
is becoming a more and more viable local |oop
alternative. On January 5, 2000 Advanced
Radio Telecom announced deployment of 100
megabit per second | P network to connect high
speed business LANSs to backbones across the
US. The ART broadband MANs will be
deployed by years end in ten cities across the
US. They will use Cisco supplied Ethernet
routing and switching products and configure
its MANSs in a self healing ring architecture
"capable of providing 200Mbps of total
bandwidth on its bi-directional paths.’

According to George Gilder, the growth of
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these systems will be sustained by the
introduction 12 to 24 months from now of
chipsets based on Qualcomm'’s 2.4 megabit per
second HDR data transmission technology that
isaflavor of TDMA running in unused CDMA
channels. According to Brodsky: "HDRis
CDMA,; there may be some time-sharing going
on, but it would be misleading to call it
"TDMA." it would be more accurate to say
HDR runs on separate channels that can be
either in the cellular/PCS spectrum or outside
that spectrum; saying "unused channels"
suggests it borrows channels from the voice
system." Cellular coverage in the US has
evolved to the state where basically any
customer can roam nationwide by using an
analogue phone that is also either CDMA or
TDMA compatible. Finally Brodsky is
optimistic about the capability of a company
like Cisco to sell wireless spread spectrum
equipment to | SPswho could use it to by pass
the LECslocal loop strangle hold.

2000 State of the Internet,
pp. 7 -10

In our annual State of the Internet essay we ex-
amine the continued triumph of the Internet in
the areas of wireless and broadband technology,
in electronic commerce and in newly evolving
data storage technol ogies. However we caution
analysts not to find a false sense of security by
restricting their analysesto just these areas. For
two areas not involving technology impact the
Internet’ sfuture. They are the drive to regulate
and control by means of ICANN as evidenced
especialy by those companies till dependent on
the success of their legacy based technology.
They aso include an argument over architecture
that appears as a commitment to make wide
spread deployment of IPv6 aredlity.

The IPv6 commitment is part of atechnica de-
bate over what some perceive asthe lost “poten-
tid” of end-to -end IP connectivity asNATsand
firewalls have come to shield or otherwise pro-
tect hosts on corporate intranets and prevent sev-
eral important protocols like | Psec from pen-
etrating the NAT and firewall barriers. The way
these concerns are handled will affect the struc-
ture of the Internet. It will be extremely difficult
to make progress on the implementation of 1Pv6
without a centralized top down drive designed
to get as many as possible to change. But the
amount of attention and effort given over to this
drive will impact the final areawhich is one fo-
cusing on a slowly growing concern over the
continued scalability of internet architecture and
routing as broadband technology is deployed at
the edges of the network..

Some find it worrisome that some of the
scalability issues such as competing backbone
architectures examined in the January 2000
COOK Report are generally not discussed
openly. These folk believe that these issues may
be more important to the smooth future function-
ality than the outcome of the IPv6 deployment
issue. If too much emphasisis placed on new
technologies regardless of their impact on net-
work architecture, network performanceislikely
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to seriously degrade. If too much emphasis ¥
placed on the struggle to contral through code or
architecture in addition to law in the way that
Lessig pointsout in his Code and Other Laws of
Cyberspace, the ability of engineersto handlethe
challenge of architectural design issueswill be
severely impacted.

Consequently the overall success or failure of
Internet architecture will be determined by the
interaction of these three with each other. We
contend that most analysts are aware of the tech-
nology issues and are making the mistake of fo-
cusing on them to the exclusion of the regulatory
control and network architecture and protocol
designissues. Theresult hindersthe Internet’’s
ability to respond to the demands placed upon it
by runaway growth. Successful analysis now de-
mands an ability to synthesize technology, legal
and network design issues.

IETF Architecture Debate,
pp.11-24

During the first half of December, on the
general |ETF list, there was an outstanding
discussion of some critical problems of Internet
architecture. Most participants were among
the most distinguished engineersin the IETF.
The focal point was over the dilemmas posed
by the desire of these people to gain a set of
perceived benefits from the deployment of
IPv6. Brian Carpenter's December 1999
Internet draft http://www.ietf.org/internet-
drafts/draft-carpenter-transparency-05.tx t on
Internet transparency provided the foundation
for the discussion.

The crux of the perceived problem isthat in
order to make IPv4 addresses scale during the
Internet's take off in the mid 1990s
architectural "kludges" such as private |P
addresses for intranets hidden behind Network
Address Trandation (NAT) boxes and firewalls
and Classless Inter Domain Routing (CIDR)
wereinstituted. The result has been that huge
investment have been made in equipment and
architecture that will not be easily changed.
Also protocols designed to work in an internet
with end to end transparency will not work in
aworld where to get from the backbone to a
receiving device on the edge of the network
they haveto travel through NAT boxes and or
firewalls.

The perception is that the kludges are now very
cumbersome and costly for corporations to
manage. Thereisa perception that |Pv6 which
has several orders of magnitude more
addresses than |Pv4 will provide the Internet
with enough flexibility such that the irritating
kludges standing in the way of end to end
transparency can be removed. Alasthisis
really true only if IPv6 can be massively
deployed through out the Internet. We are
talking deployment at such a level that IPv4
virtually disappears. The problem facing the
Internet is that ,short of an unprecedented
regulatory decree that commands massive
adoption of 1Pv6 globally, enough deployment

ontinued on next page
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of IPv6 to ever make a differenceis
unlikely to happen.

Some strong philosophical issues of
design and management are at work here.
On the one hand the | Pv6 advocates have
atop down vision of auniformly designed
and managed Internet.. Opposed to their
view isthe belief that certainly reflectsthe
operational reality of the net - namely that
the market place is working with the
development of diverse solutions that
perform quite satisfactorily.

When lan King wrote: NAT ISA HACK.
Why is there so much effort going in to
somehow either "legitimizing" it, or
demonizing it? Perry Metzger replied
because there is afight brewing about I1Pv6
and whether NAT isasufficient alternative
to IPv6. Ed Gerck summarized an
opposing point of view. Further, it seems
to methat if NATs are to be blamed for
the demise of IPv6, or its ad eternum delay,
then maybe thisis what the market wants
- amultiple-protocol Internet, where tools
for IPv4/IPv6 interoperation will be
needed and valued. A commercial
opportunity, clearly.

-

Part of the fight is over control. Who get;
to set the rules by which Internet
architecture will run? It could turn out to
be unfortunate wen others believe that
there are serious unresolved problems with
routing architectures that the time and
talent of the IETF is focused on the IPv6
control issues. We may be certain,
however that the IPv6 controversy is
extremely important and will not quickly

disappear.

Farber Goes to FCC, p. 24

On January 3, 2000 Dave Farber was ap-
pointed Chief Technologist a the FCC. Re-
action was generally favorable that the
Agency would have an Internet expert inthe
position. Wewish that we felt about Farber's
mission, as comfortable as the other experts.

Forthcoming

We intend to publish our annua antholgy
tentatively titled The Disruptive Internet:
Triumph or Chaos by January 20. The
March Cook Report should appear before
February 1. It will contain an interview
on Gigabit and ten gigabit Ethernet and
an inetrview with Kathy Nichols on diff
Serv.

/
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