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Akamal Pushes Web Content to Edge

Content Distribution Overlay Independant of Tier 1 Backbones

and Peering Is Created Using Proprietary Tools Based on DNS

Avi Freedman as Chief Architect Heads Effort to Place Servers in Networks of
1,000s of ISPs Worldwide via Incentives of Bandwith Saving & Better Response

Editor’sNote: While still in college Avi

Freedman founded Net Access,

Philadelphia’sfirst ISPin 1992. In the
COOK Report basement in 1995, he put in
a 56k-connected “POP;” however, in the
mean time, he discovered DS3s, backbones,
and routing. Consequently the POP never
got beyond the 100-pair copper cable from
the poleto our roof. Since 1995 Avi has
been one of the most widely known advo-
catesfor small and mid size ISPs. In 1998
he joined AboveNet as VP of Engineering
andin late 1999 he joined Akamai asVice
President and Chief Network Architect. We
interviewed Avi on March 17, 2000.

COOK Report: What happened that caused
you to leave you VP of Engineering posi-
tion at Abovenet and go to Akamai?

Freedman: Akamai is a customer of
AboveNet. And it was clear that while they
had already accomplished a tremendous
amount by latefall of last year, they didn’t
have people who had understood or had
worked on big networks and knew how net-
works break and how they work.

COOK Report: So did you Sgn onwith them
in part to get them going in ashift from what
the rest of usthink of as caching to thisin-
telligent routing that one sees discussed on
their website or were they aready well un-
der way?

Freedman: They were aready well under
way. They already had a solution which no
one elsehas, asfar as| know. BGP triesto
find the closest network by AS path. But
that’ s not really aways correct, in fact, it's
often not correct. Akamai’ s solution usesthe
dynamic performance topology of the
Internet to choose the best route. All perfor-
mance things being equal, the algorithms
may also try to push you towards a box,
where the data that you want aready is. If it
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isnot there, then it will go get it. It can look
like caching, but there' salot of other stuff
going on. So that's adiversion, but to an-
swer your question, | went to talk to Akamai
and was completely blown away by the num-
ber of actualy smart, thoughtful people that
they have and the openness of the work en-
vironment.

COOK Report: Judging by its website,
Akamai has a huge network.

Freedman: We have a pretty big network
and, although we don’t talk about specific
size, tens of gigabits per second of capacity
can actually be delivered into hundreds of
networks.

How Akamai Captures
Talent

To answer your first question, | went there,
| interviewed and it was like being back in
the university. | redly enjoy being in envi-
ronments where there are | ots of peoplewho
are smarter than | am. It meansthat you're
guaranteed to learn anything you want, if
all of you are interested in the same things.
And I’ ve been in environments where there
are some smart people. But it's perhapstrue
that there are more smart people here than
average.

COOK Report: Arealot of them MIT?

Freedman: | think there are well over 100.
For example the sales engineers at Akamai
have computer science degreesfrom MIT.

COOK Report: What about some of the MIT
TCP/IP gurus, like Dave Clark. Are any of
them directly involved with the company?

Freedman: No, not directly. That'sthein-
teresting thing. Mogt of the MIT peoplewho
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got involved were the algorithms people,
who really have an important role on their
own to play. To the extent people who de-
sign the algorithms were with treating net-
works as black boxes, they had aready done
abetter job than everyone else. Now if you
add to that the actual understanding of sev-
eral specific networks and what goesonin
networks overall, you get even more pow-
erful algorithms.

Now I’ ve aso never seen acompany where
al the management is super excdllent a what
they do. Y ou could view this as a put-down
of other companies, but | redlly haven't seen
any other company where every person in
management isaso outstanding in their (and
sometimes other) fields. | mean, it involves
everyone, in every different phase of the
company — and, they’ re completely open
toidess. [Editor’sNote At thispoint, sens-
ing marketing hype I’ d begin to get nervous.
But | have known Avi Freedman since the
fal of 1994 and have watched him grow and
matureinto one of the Internet’ smorewidely
known and respected technical figures. From
my persona knowledge of Avi | bdlieve his
remarks to be absolutely sincere and genu-
ine. Let mesay asothat | have no financia
interestsin or tiesto Akamai.]
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It isarevolutionary concept to me, having
spent the last year essentially in California
seeing mainly Silicon Valley companies.
Whereas, for a company as mature as
Akamai today, given that they were doing
gigabit per second stuff, and just about to
go public, to say to me: “Weredlly need all
this networking knowledge in the company.
Wewant to hireyou. If you accept, you're
hired on the spot because we want you to
hire your own staff and we want you to get
them on board in the next 4 days’ redlly got
my attention.

COOK Report: | can certainly understand
why. Help build some background, though,
for the reader who doesn’t know anything
web about caching, the problems of the web
asthe world wide wait and things like that.
Take me how we went through web cach-
ing beginning in 1996 and show me how
we got from thereto Akamai.

Freedman: Okay, | will disclaimthat | can
give you absolutely authoritative back-
ground here, but people like Peter Danzig,
who invented web caching, who also work
a Akamai, might be better sources. And es-
pecialy, don't ask meto give exact dates.

COOK Report: Understood.

Origins of Caching

Freedman: In terms of caching, | realized
sometime in the ' 96 range that people were
doing some caching. | spent abunch of time
in Australiaworking with people who did
networking and everyone of them did cach-
ing, because the cost of getting data there
was 19 cents per megabyte, which, by the
way, it still is. Itisstill so costly because
even Telstra can’t get the quantity of band-
width, it would like to have. So caching was
used for two things. Abroad, caching was
used to save bandwidth and therefore to save
money. Inthe U.S., and pretty much only
the U.S. performance wastheissue.

COOK Report: In other words, move your
content out closer to your user, so you don't
have to go al the way across submarine
cables or satelliteto the U.S. to get it.

Freedman: Exactly. And people even did
reverse caching, which then looks a bit like
what Akamai isdoing. In aplacelike Aus-
tralia, if they had web content that they
wanted available in the US they would send
it to a sever located in the U.S. and serveit
from there, soit didn’'t have congtantly to be
shipped across the Pacific from Audtralia.

COOK Report: In other words, Australian
websiteswould be placed inthe U.S.?

Freedman: Inthe U.S, yes. Which is some-
what like reverse caching. Which is what
Inktomi is selling to people who want to

compete with Akamai, but it’s not what
Akamai does. This gets pretty subtle.

If you look at what Akamai does, it issome-
thing that looks much more like a network
than like abunch of caches. Inthe U.S. in
the’96 '97 time frame even, the purpose of
caching was to improve performance. So,
infact, you had thisbox performing the cach-
ing and doing it in away which doesn’t al-
ways save bandwidth. It actually goes and
pre-fetches extra data on the chance that the
user might want it.

COOK Report: You might infer that it was
actually using more bandwidth than they
claimed to save.

Freedman: That' strue, some solutions use
more bandwidth than they claim to save. But
it had a benefit which wasthat, had you in-
finite amounts of bandwidth, it would get
extra stuff.

COOK Report; From your point of view,
extra stuff more quickly. That wasthe pur-
pose?

Freedman: It would attempt to have the
content that the user would want a minute
from now in the ready, whether or not it
would actualy be asked for. It was acalcu-
lated gamble, whichis okay if you haveaT-
3. When bandwidth costs $1,000 a megabit,
you're not nearly as concerned as when
bandwidth costs $60,000 a megabit. And,
remember, until ayear ago, bandwidth was
still $10,000 a megabit in Europe. It's only
now been dowing down into the couple of
thousand a megabit or less.

COOK Report: Megabit per second?

Freedman: Right.. In Austrdlia, it’'s mega-
byte. But that translates into $60,000 or
$80,000 per megabit per second. Let’s use
Australia to understand both the value of
caching and why in some ways they were
theworld' sexperts at it for awhile. If band-
width costs you 18 cents per megabyte, how
much did disk space cost you?

COOK Report: Presumably, the cogt of disk
spaceisgoing way down.

Freedman: Oh, it'slike a.couple of pennies
per megabyte, if that. So you might as well
save everything you' ve ever seen on the off
chance, and if 50%, you know, if anyone
ever asksfor it again, you win.

COOK Report: But then it gets stale, though,
doesn'tit?

Freedman: Yesand if bandwidth costs 19
cents amegabyte, you're actually inclined
to do really strange things, like tokenize
html. Now, “tokenize’ isacomputer science
term. That means that instead of <head>,

2

you' d use the number 1. Instead of </head>,
you'd use the number 2. Y ou convert strings
of html numbers so that you can store stuff
without having to run through avery CPU
expensive compression, anyway. In fact,
there were people that were stripping ban-
ner ads back then, because they didn’t want
to haveto pay to bring them across and ocean
to give them to the users.

COOK Report: But if they stripped banner
ads in order to save some money, did the
advertiser gtill get the value or was the ad-
vertiser bummed out?

Freedman: They amply threw the ads away.
And then the other thing was that people
would usewhet | caled SECP, Social Engi-
neering Cash Protocol. It's where you tell
your users what was and you do it by look-
ing a your cachelogs. Youtell you users:
these are the redlly fast Sites, and the recom-
mended sites for tomorrow. Y ou are confi-
dent of their speediness because you know
that they are dlready in your cache. Soit'sa
little bit of socia engineering.

But that’s the way it happened in many
places outside the US.

Now inthe U.S,, it was amove towards faster
connectivity. But how does a content pro-
vider react to dl this?

A content provider saysthingslike: what
this meansis we can't get tracking data.
Without tracking data we cannot bill our
banner advertisers and get good demograph-
ics, sowedon't like you. That's what they
mean.

What they say is copyright. They say, you
can't store this; that's a copyright issue. Or

they might say: we can't support scaling
because of size constraints on humber of
peers, when what they really mean is, We
don’t want you to be a better competitor of
ours.

Thereisaso theissuefor the ISP that, after
acertain period of time, the content might
become stale. And if you recall, therewas a
major U.S. backbone that actually imple-
mented hostile caching in their network a
couple of years ago and wound up screwing
up abunch of financial transactions.

COOK Report: What kind of caching?

Freedman: | cdl it hogtile. Other people call
it different things, like ‘transparent’. You
aredoing it when you intercept users’ pack-
ets. For example, in Augtralia, what they do
is, they block port 80. Full disclosure. Y ou
cannot use our Internet connectivity to get
to port 80, you must use our proxy. Full dis-
closure.

COOK Report: And the proxy goesthrough
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the cachefirst?
Freedman: The proxy isthe cache.

COOK Report: And if what you want is not
in the cache, doesit let you out port 80?

Freedman: No, it goes getsit for you and
givesit you. But you till can't talk on port
80. What the backbone was doing and what
caching vendors like Inktomi are encourag-
ing peopleto do isintercept port 80 packet
flows and run them into a box containing
their cache without telling the user what's
going on. There' saeuphemistic term for it,
cdled transparent proxying or caching.. | call
it hostile caching.

COOK Report: | see. But if you're doing
that, also, and on the website that depends
on alot of my revenue on accurately count-
ing hits and so on, that portion of what my
site has seen elsewhere in the world, then |
have no idea of what'sgoing on. | can't cap-
ture that data. True?

Freedman: Yes.

COOK Report: And | would think people
would become quite upset about that.

Freedman: Well, they are, that’ swhy they're
Akamai customers. Akamai givesthe ben-
efit of caching, it’s not quite the same tech-
nology, but if you're an Akamai customer,
magicaly, your content is served ingde hun-
dreds of locations worldwide, but you get
the usage data. Y ou know who' s using what
images and stuff like that.

COOK Report: The BBN Exodus thing was
something entirely different?

Freedman: That wasjust plain peering poli-
tics. Thereason that anetwork cannot com-
pete with Akamai is because their peering
politics prevents them from buying connec-
tivity where needed to solve the spot band-
width problem.

COOK Report: | am hearing about changes
that would encourage business-oriented net-
works to devel op along horizonta lines of
connectivity and a horizontal mesh overlay
of the older, more standard vertical peering
practices, where everybody’ s either adown-
stream or an upstream customer of some-
body ese. Content delivery networksisaso
the newest buzzword for it. It soundslike
part of what Akamai isall about.

Freedman: Let’sanswer that by looking at
Akamai’s origins. Do you know how
Akamai started?

COOK Report: I'm not entirely familiar. My
perception isthat it started to solve the cach-
ing problem or to solve the dow World Wide
Web problem.

Freedman: Right. Tim Berners Lee, who
invented the Web, cameto Tom Layton and
Danny Lewin said, you know, we're going
to have spot congestion problems.

COOK Report: At MIT surely. Well, the
WC3 brought Berners Leethere, so that in-
teraction was probably a byproduct of that,
right?

Freedman: Right, and as aresult, they
started thinking about the problem. But they
came about it from an algorithmic perspec-
tive, not with a super understanding of how
networks connect. If you ask why doesthe
Internet suck, the answer is becauise packets
are being lost between networks. Even
though there are networks that can’t get
packets from one side of the network to an-
other. Most of the loss, awide percentage,
is between networks.

What Akamai Really Does

COOK Report: So in other words, what
you' ve described it for me was the network
geek solution. It was created by the network
people, people like the Avi Freedman’s,
who were doing the routing and so on. What
you're saying now isthat with Berners Lee
and the other people at MIT you'’ ve been
describing, there was arather different way
of going about it that involved agorithmic
considerations, and so on. Tell me more
about this.

Freedman: For something really authorita:
tive you' d haveto talk to Tom or Denny, but
| will giveyou the picture as| understand it.
There are anumber of different typesthings
that you need to do in order to get to what
you could call acontent distribution network.
Y ou need to be able to solve the problem of,
say, ensuring freshness. Akamai has solved
the problem. If you use Akamai’ s network
to distribute your content, you will not have
stae content being delivered.

COOK Report: Will you not have stale con-
tent being delivered because your server will
literaly be on the network itself? As opposed
to sitting in al SP content hosting web farm
somewhere?

Freedman: Well, no, because Akamai
doesn’t have a network. Akamai doesn’t
have leased lines to connect its boxes to-
gether. Which isgood. People say, don't you
want to buy anetwork? Andit’slike, no. If |
bought a network, I'd haveto turn it off five
times a day, because | have to make sure
that | could surviveif you turned off. Akamai
isimmune to fiber cuts.

COOK Report: Help me understand, then,
how thisis put together in as much detail as
you possibly are ableto.

Freedman: The base godl isto have servers
at the edge of the Internet. What does that
mean? It means ideally they’re not sitting
insgde UUNET’ shogting center, Abovenet’s
hosting center, or whomever else’ s center.
Idedlly, they'redtting et the ISP's, @ the DSL
providers, the cable head-ins. Locating in
thisway minimizes the problems getting to
the last mile.

COOK Report: Oh, that' s interesting, be-
cause for awhile theidea was don’t have
them gitting there at the last mile, get them
closer to the backbones, right?

Freedman: Some people might have said
that. On the other hand that may not be par-
ticularly smart if you' retrying to do content
distribution.

COOK Report: | heard people saying that
one way to get your stuff from one end to
the other of the Internet real fast isto bring
it into something like an Abovenet content
hosting center, where you are very closeto
the backbone and your | SP has a connection
that’ s close to the backbone, bump, you're
on the backbone or OC3 or somewheredse
in amillisecond, relatively speaking.

Freedman: Right. But here’ s another way
of looking at Akamai. Akamai isan inverse
hogting center, isan inverse ISP. Thisisthe
way | described it to people who knew |
came from Abovenet. So, at Abovenet, the
charter istake the packets and deliver them
packets where they want to go with ashigh
quality aspossible. Abovenet isdill theonly
company that I'm aware of that doesit this
way — your customer puts packetsinto your
network by putting abox at an Abovenet
hosting center. The way that Abovenet does
that isit peerswith as many people asit can.
It does cold potato routing and pullsthe traf-
fic asfar along its own network as possible,
because its network is, on the whole, less
congested than other people's. Now thereis
still no one else that I'm aware of that has
gigabits per second that will go to every little
rinky dink peering point in the world and
say, hey, I'll peer withyou and I’ll carry dl
my traffic from everywhere in the world
back and forth to you. No one else doesthat,
redly.

However, you still have to go get peering
with people, some of whom do and some
who don’t want to peer with you. You have
to wait for telco circuitsto comein and wait
to get them upgraded asyou grow. Andin
many places, mogt of the ISPsthat actually
make up the bulk of the Internet aren’t actu-
dly a peering points. And alot of the broad-
band guys don’t want to peer well.

COOK Report: So you are saying, then, that
Abovenet does have a business practice
where putting your content into its network
and bringing your content closeto its back-
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bone, perhaps does make sense, in compari-
son at least with the aternatives.

Freedman: Right, but the alternativesthere,
you know, are acouple of large, well-known
commercia networks. Most networks will
say Oh, | handed it to them. If they can't get
it cross-country, that’s their problem. But
Abovenet doesn't do that. | waswell-trained
in what a good network looks like. Now,
most networks do not ook like good net-
works. Why? because rumorsto the contrary,
|P bandwidth is not acommodity.

COOK Report: OK. For example, if you're
on those other commercid networks and you
hand the packet off to UUNET and the per-
son that wants to receive the packet isdown-
stream on Sprint, one potential problem is
how does it bounce from UUNET over to
Sprint’s network, right?

Freedman: Right, exactly. So that makes
sensg, that’ sagood moddl. But there are tens
of thousands of ISP’ sin the world. Some of
them do not go near where Abovenet’ s fiber
goes. And how do you get to those ISP’ s?

COOK Report: No. How do you get to
them?

Freedman: Theway Akamai doesitis, it
puts boxes in hundreds and then thousands
of places around the world. For example,
there are waystha Akamai could get agood
estimate of where dl the biggest ISP swere.
After thisis done my group would combine
their traffic utilization data with BGP data
and come back with the complete ranked list
of how big every network iswith respect to
Akamai’ straffic. There' s some very inter-
esting datain there that shows that a num-
ber of networksthat are not nearly asbig as
they think are.

COOK Report: What about the MCI Cable
and Wireless backbone?

Freedman: The AS3561 network was
shrinking before it got divested.

COOK Report: And that AS number was
MCI’'s?

Freedman: Yes. | don’'t know the reasons
but I do know people were having issues
getting off that network.

COOK Report: Can you give me perhapsa
little more detailed answer as to how you
look at how the traffic of people who have
their websites on your network, you can trace
thistraffic and how you monitor it?

Freedman: Networks that are well-routed
want to know where their traffic goes, so
that they can make surethat at least thelarge
bits of traffic get delivered well. Abovenet
is still the only multi-gigabit network that

lets you see the state of al their backbone
links. Whether it's problems or whether it's
good or whatever. So Abovenet isactudly a
very good partner for Akamai. But that'sa
different topic.

COOK Report: OK so Akamai does go out
and placeits boxes all over the place, help
me understand exactly what that means.

Freedman: First, networks that are using
Junipers and the other big BFR's cannot get
data on the new high speed router cards
about where the traffic’ s going.

COOK Report: Thisisan inherent problem
with the design of the router?

Freedman: It's a problem with scalability.
And Junipersdon’t doit at al. So with Cisco,
only recently and only on thelow speed card,
which only goesto four OC3's, can you get
the data.

COOK Report: So if you've got an OC48
pipe, you can't get any data.

Freedman: That's right, OC48 cannot tell
you where the traffic is going on an OC48
pipe or on a OC12 pipe on afour by OC12
card. What they’ve said is maybe at some
point we' Il give you statistical sampled data
But to the best of my knowledge, they don't
have thet yet. Whereas, one of the best things
about looking at Akamai was, oh, here’ sa
multi-gigabit network, in which | know ex-
actly where the traffic’ s going.

COOK Report: How isthat possible?

Freedman: If Akamai didn't know where
thetraffic was going, then it couldn’t hill its
customers. In order to be ableto bill its cus-
tomers, it has to know where the traffic is

going.

The Akamai Business
Model - an Intelligent
Virtual Qverlay

COOK Report: So in other words, it’s part
of my businessmodel. If | want to get my
website on the Akamai network, | agree that
I’'m going to pay by some kind of traffic al-
gorithm of data to and from my website.

Freedman: It looksjust like anetwork. Y ou
pay X dollars per megabit on a 95th percen-
tile addressable basis. In order to do that,
we need to collect that log data, the billing
data from all of our computers about to
whom they served how much data. So it
turns out that' sthe same data that tells us, if
you mix it up rea hard and run it through a
little BGP structure of the Internet datato
which networks you are sending treffic. It's
actually where your traffic wants to go,
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where demand is. Now, if | don’t have con-
nectivity in Joe.net, | may temporarily send
that into UUNET or Sprint until 1 get abox
inside Joe.net. So that's the way of looking
ait.

COOK Report: Help me understand how
you get boxesinsde Joe.net. How do serv-
ers get where they need to be?

Freedman: I'll just describe to you how it
works. So the boxes magically appear in
networks, so we start with an Akamai net-
work that has 250 locations. In other words,
we have boxesin 250 locations in acouple
of hundred networks. They're the networks
locations. Wejust rent arack. For asmall
ISP, we say, if you put our boxes in your
network, here’ sthe value proposition. Y ou
don't charge usmoney. Wewon't chargeyou
for the boxes. The data on the boxes, will
awaysbefresh. You'll even get streams of
data, like radio, audio, video, which caches
don't do.

If you' re broadband, we even have custom-
erswho will be ableto use our boxes as com-
puters and serve different kinds of content
to you. If you have DSL customersin Ma
nila, now we can serve your customersthere
effectively. If Yahoo wantsto have abigger
picture or a stream come to someonewho's
on broadband, well, we know which of your
users are on broadband and which are not.

Now to a backbone we say, put our boxes
next to every one of your mgjor routers and
if one of your users wants traffic from one
of our content providers, they’ re going to
get it from one of our servers. And why not
have it be from one of serversditting in the
same city on your network versus elsewhere
or versus coming in from a peering pipe?
So the value proposition to a big backbone
is, again, there’ sno caching, you don’'t have
to redirect any of your trafficto us. You're
not going to have any complaints of stale-
ness, because the content providers are get-
ting the data about who' s using what. But
you'll magically save bandwidth.

Akamai is a bandwidth-saving proposition
to networks. The only people that Akamai
charges are our customers, our content pro-
viders. So let’s say that you sitting at home,
have a computer. And you want to get to
Y ahoo.com, you want to get an imagethat’s
off of Yahoo.com. So the Y ahoo.com web
page says go to
something.something.akamai .tech.net or it
says something or other that hits Akamai’s
name servers. Y our request for thisURL will
hit your ISP's name server. In effect if your
ISP is Akamaized, you are telling its name
server, hey, | want thisimage, which isiden-
tified by this domain name.

Then your ISP s Akamai name server asksa
set of eight out of Akamai’stotal bunch of
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top level name servers saying, hey, what is
the correct | P addressfor this domain name?
(You can only specify eight at any single
time, but there are really more than eight.)
And Akamai’ s name server says, over time,
the best place to go isthis IP address, which
isin such and such aregion. Or if it doesn’'t
know, What it saysisyou'll have to ask
someone else.

COOK Report: What would that someone
elsebe?

Freedman: Being another Akamai name
server set. So thefirgt set, the first timethat
your ISP s name server asksthe question, it
asksit from eight top level name serversthat
are dways the same. And, again, it's eight
of thetop level name servers, but there are
more than eight top level name serversin
all.

COOK Report: Are these top level name
servers roughly analogous to thirteen root
DNS servers?

Freedman: Something like that, except
they’re distributed on the across different
networks and they’ re supposed to give a
good breadth of connectivity quality to far
away places. Thetop level “eight” does not
get hit that often. For all the requeststo all
of Akamai’ s cugtomers, you' re going to have
to do that top level query once an hour or so
or twice an hour. So it’s not hit that often.
Because the way the BIND works, it tries
al the name servers over time and, over time,
it settles on the one that seemsto bethe best.
So then the top level Akamai name server
says, Oh, for this customer, you'll have to
ask these secondary elght name serverswhat
the actud answer is. Now, of theligt of eight
that is returned say, six or seven of those
eight, are sitting in the same place. They're
sitting right in a, let’s say, Netaccess or
Surf.net in New Jersey or Verio in Philadd-
phia. Wherever Akamai thinksisafirst good
stab at closeto where you are located. How-
ever, notice | said six of the eight. Because
two of the eight are sitting somewhere com-
pletely different that's completely network
topologically different and doesn't tend to
go down at the same time.

COOK Report: In other words, in case
there’s aproblem in my locality, | can go
somewhere else.

Freedman: For the name servers, we' re il
at the name servers. Now, when you actu-
ally query them, our name serversknow the
state of the Internet to within afew seconds.
And they know whether they should serve
you or whether they should refer you, (it's
called overflow) to another region. Bump-
ing you to another region might occur be-
cause performanceis bad or because they’re
too busy or because a machine hasfailed or
for whatever reason.

COOK Report: In agenera sense, can you
explain how they know the state of the
Internet to within afew seconds?

Freedman: It'sabig, distributed computa-
tion. That' sthe general answer. Our name
servers each are doing queries about the
portion of the Internet that they’ re assigned
to handle normally. Our system knowswhat
users are going to be referred to the second
level name servers at any place.

COOK Report: Arethese sets of queriesthat
you're set up to do in effect part of your pro-
prietary agorithmic recipes for figuring out
what’ s going on?

Freedman: Yes. It'scalled the Akamal Se-
cret Sauce. Sothetop levels get dl thisdata
back. Of courseg, if they don’t hear some of
the data back, they know that aregion isnot
doingwell. Let’ssay it knows all of a sud-
denit can’t get to Sprint becauseit’s seeing
some route flaps over there. Then it will ask
who isthe second best at this point in time
to serve Mr. Cook’ s name server? And then
it'll conclude that it's Joe over there. And
then it will say, okay, you need to go to
Fast.net in Philadel phiato serve him. But it
givesyou areal IP addressto do it with at
that point. Thereal |P addressisreturned by
your | SP's name server to your browser or
actualy to your TCP stack. And your TCP
stack goes and it goes and gets the content
from what has been mapped by thiswhole
transaction, as the server that’ s going to be
fastest to deliver the content to you. And if
machines go down, that’s okay, if networks
go down, that’s okay, because there’ s been
all this dynamic performance discovery of
which machinewill do the job that you need
at that particular moment.

COOK Report: Andin effect, do | have sort
of ahierarchy of servicethat | can get to,
such asif the first oneis not available, it
goes to the second best one or to the third?

Freedman: Y esh, exactly. Wedon't say judt,
oh, the best oneisthis and only worry about
what the best oneiswith theideathat if you
can't get there, we'll just send you to
UUNET. Thisisall actually a pretty com-
plicated thing. Thisiswhere the algorithms
come in. We don't have a network, but we
have eight top level name servers. What hap-
pensif they can’t talk to each other? Well,
there are mathematical ways that you can
make a network that partitionswell. If you
think that you don’t need that, you're kid-
ding yourself, because networks get parti-
tioned al the time. Right?

COOK Report: Give me an example of them
getting partitioned.

Freedman: Let’ssay | have anetwork that
has ten cities. One of those cities, the long
haul connectivity dies, it's now partitioned.

5

It's partitioned in two pieces.
COOK Report: Okay, abreak, acut.

Freedman: Networks, norma networks, are
not designed to be partitioned, so they don’t
work well. If you design a network that
doesn't have an underling transport mecha
nism that it owns, then it hasto be ableto
work well in the state where it can’t talk to
each other. It hasto be able to say, from my
little portion of the world that | can see, this
istheright thing to do.

When it can communicate, it sends all this
databack and synchronizes everything again
with the result that there’ sa unified network.
But in the meantime, dl the people that are
asking that name server that got partitioned
what to do to get a correct answer. All the
performance probes that report back, all
those calculationsarerun. It' sareadly dis-
tributed system.

When you wind up getting content from one
of our computers, the god isto makeit the
right computer. Now, what kind of content
can we serve? We can serve html files, we
can serve gif images, jpegs. Zip files. We
can do streaming. If you want Quicktime,
because we run Apple’ s Quicktime network,
or Real Networks or Microsoft streaming
media, these are al things that we can do.

We can even start looking at computations
a the edge. Doing this getsinto how Akamai

runsinternally inside R& D wherethere' sa
big group, which is the group that | work
with the most. This group focuses on the
way Akamai’sused. In one very general

sense Akamai islike abig distributed com-
puter that can do lots of things. S o
one of those things is serving content. Now,
does that look like acache?| don’t know,
maybe. We can serve streams. Doesthat look
like acache? Not really. | can serveyou a
different object at the edge based on your
bandwidth speed or IP address or domain

name.

Intelligent Traffic
Management

COOK Report: Well, are you overlaying
kind of avery interesting distributed kind of
intelligence system on much of the Internet?
A system whose whole purposeistodoin-
telligent traffic management over the extent
of the system that you have?

Freedman: Yes. And part of theinfrastruc-
tureisgiven thefact that | have, let’'s say 50
regions out there. For example, Point A, if it
triesto send packetsto Point B, is going to
get lost through a peering pipe. But Point A
could send traffic to Point B and Point B
could reflect it to Point C. Getting around
the glitchy peering pipein the process. Let
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me give you area world example but one
sanitized to Network A and Network B.

Let’sbegin with one of our boxes. Let’ stake
an end user and then let’ s say that there'sa
network who has pretty bad peering to the
world. But note that we have boxesin that
network. So once the data gets to that box,
we can serve the end users well. But the
question is, how do we get our content
provider’s data to that box?

COOK Report: On the poorly peered net-
work.

Freedman: Right. Soif | just try to do a
BGPtrandfer, I'd ride over the Internet. And
get packet loss. Which would kill my trans-
fer and makeit redly tricky. S o
now | look at whereisthe content provider
centered? Let’ s see the content provider.

COOK Report: In other words, you may
have multiple ways of achieving the god of
getting the packets where they need to be
sent and one of thefirst thingsyou do islook
at the various ways that that goal can be
achieved.

Freedman: We can do avery precisetest to
tell us how our regions can get to each other
and all our customers, all our content pro-
vider customers.

COOK Report: What you' re describing to
me (I just haven't found the right words to
articulate it yet) is that kind of horizontal
overlay concept way of thinking about mov-
ing traffic. One of the current buzzwords
for it is Content Distribution Network.

Freedman: But we are not making net-
works. | mean, we are sitting on top of the
networks. We're not helping networks to
peer better with each other, we're just rout-
ing around them. Soif, let’s say the content
provider ison Network C. And our user and
our boxes, one set of our boxes are on Net-
work A. If | trytogofromA toC....

COOK Report: And A isthe poorly peered
one.

Freedman: Right. Soif | try togofrom A to
C, I’'m going to go over apoor peering pipe.
And | can't change what that router’ s going
todo. | can't tell that network, oh, to get to
the our content provider, don't use C. The
network is transparent to me. | can’t change
what it’ s going to do. So, but | have,
let’s say that Network A peerswell with five
out of fifty of its partners. | have boxesin
those five networks and can, instead of go-
ing right to C, can reflect my traffic off of B.
So | can find the correct, the unfilled, the
good quality peering pipesto useto go be-
tween networks

It doesn’'t mean that al traffic from A to C

goeswell. It just, our content providers data
getswhere it needsto go faster.

Because we even work with things that are
not static objects, we can do live streaming
and things like that. Streaming is not a ques-
tion of putting the content there once and
then serving it many times. Y ou need to build
adata stream back.

COOK Report: It'samost a connection-ori-
ented stream, then, isn't it?

“Akamaizing” Content

Freedman: Well, yes, and again, there’ sno
underlying network, because, if | had an
underlying network, I’ d have to worry about
fiber cuts and having it fail. Instead | just
rely on having lots of different networks thet
| can choose from at any given time. We've
declared a strategy called Edge Advantage.
This means we're going to give people a
software interface so that they can run pro-
grams on some of our computers that are
distributed out in the world. The programs
allow our content providersto do, what's
called Akamize their traffic and their
websites. Which is an automated process.
Oncethey do that, they’ll be able to invoke
banner ad insartion with just putting asmple
singleline of html in there principa servers.
They can do this because we have banner
ad insertion companies. In fact we have ev-
ery important customer on the Internet. Ev-
eryone that, you know, Global Center,
Abovenet and Exodus all say thet they have
40% of the content. Well, we have al those
customersfor red.

COOK Report: I'm not quite sure what you
mean by that. Are you saying some of your
customers also have boxesin web farms at
those other three as well as being your cus-
tomers?

Freedman: All of our customers have boxes
in web farms somewhere. And many of our
customers have boxes in web farms at
Globalcenter, Exodus, Abovenet, UUNET,
AT&T, BBN.

COOK Report: I'm gtill trying to focus on
exactly how thisworks. Iswhat you' re do-
ing, have you developed, it sounds like
you' ve developed a means for putting intel-
ligent devices dl over the Internet that talk
to each other, that figure out traffic pathsand
that then can figure the right traffic path to
the main web server or server at some big
web farm somewhere?

Freedman: That'spart of it. But thereisan
even finer granularity to what we do. Be-
cause our content providerstel us, we know
what content changes when. We can push
content from the content provider to our
boxes all over the world and then leave it
theretill it changes. Or, if the content is dy-
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namic, we can build acommunication path
back from wherever the user is to the end
dynamic content site. Or we can do streams
over the Internet, where we reflect themina
sort of zigzag pattern, blasting through con-
gestion to make sure that we have enough
redundancy to be able to serve from, say,
IDP. We can do many different things.

COOK Report:. What you're saying is, you
have thisrather large network of name serv-
ers but also machinesthat in effect can func-
tion asweb servers, datastorage devicesand
so on. Your network knowswhere your main
customer content originating hubs are. Y our
network figures out how to get people who
want the content to those hubs. But your
network also then apparently knows how to
work with the hubs or the main web farms
or websites of your customers and how to
bring appropriate parts of that content on an
intelligently scheduled regular basis out to
your own local disk storagethat is scattered
all over hell and gone, right?

Freedman: Bingo. Y ou can see why |
thought thiswas interesting.

COOK Report: Indeed. And helped along
by the revolution in the crashing costs of
local disk storage, too, it makes such strat-
egy, | would think, awfully attractive.

Freedman: Yes, but remember for example,
we don’'t have to push awhole stream. If
someone' swatching amovie, we don't nec-
essarily have to go get the movie so they
can look at it, we can go get chunks of the
movie at atime. So, having cheap disk space
iscoal, but we don't rely on that. We don’t
have that many super disk farms around.

COOK Report: But the disk farms you do
have presumably are highly flexible and
highly intelligent and they can have some
number of gigabytes or even terabytes of
datathat probably... | mean, if you look at
an average disk farm that brings your
customer’ s data out closer to the periphery,
how often does the content of this data
change? Very, very frequently, | would
guess.

Freedman: Well, it depends. If it’san ob-
ject that doesn’t change, it doesn’t change.
A lot of the content we serve doesn't change.
A lot of the content we serve arelive streams,
which are one to many, and dynamic. And
some of the content we serveis dynamicin
nature, likein SSL, so it’s one-to-one and
dynamic.

COOK Report: Okay, | think Washington
Post is Akamaized on your website. Y ou
have abig newspaper like Washington Pogt,
areyou saying, for example, that they would
have their main web serversthat they them-
selves are responsible for getting content
changes into and out of, but that you would
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take their basic page format and their struc-
tural skeletal formatsthat presumably don’t
change dl that often and oreit al over the
place.

Freedman: Right.

COOK Report: What do you do with the
stuff that changes? If you have stuff on lo-
cal storage and I’ m requesting it through
your local storage, there must be some kind
of amating process that goes on between
the dynamic, brand-new, fresh data you
might haveto grab from somewhereese and
some of the static data that you might have
locally?

Freedman: Let’'s say you're a content pro-
vider, you have aweb page. The web page
lists the objects and other web pages. It'sin
the source code for the web page. The ob-
jectisdefined as, let’ sjust say url 1. So then,
each region, when our network notices that
there’ sanew url that seemsto be popular,
it’ [l be distributed out through our network.
Now, as soon asthe content provider changes
their web page, it'll be distributed, just so
long asit’sacustomer.

Now, let's say that they want to change the
image that’ s at the top of their web page,
that effectively lookslikeit'sthetop of their
web page. They makeit adifferent url. Then
it magically is fresh, because people stop
asking for theold url. The new url gets magi-
cally distributed throughout our network.
Ther€ sno freshnessissue, because when the
name of the object changes, we know that
we have to redistribute.

That same website may have streaming go-
ing on of aliveinterview. Let’s say CNN,
because CNN isacustomer of ours. We can't
push that onto ahard disk becausg, it'slive.
So we then set up these virtual communica
tion pathsinside our network that enable us
to take the data from CNN, distribute it in
such away that it' sreplicated in to each node.
It'snot binary. It just adaptively sends extra
copies of the data so that there’ s lossless
connectivity all the way to the end user.

COOK Report: Lossess?

Freedman: Losdess. So, that doesn't relate
to storage et al. Thet just gets split and com-
bined and ultimately the clean packets are
served, ideally, right at the edge, afew IP
hops away from where the end user is sit-
ting because there' s nothing we can do with
that to makeit sit on ahard disk.

COOK Report: How much of this stuff,
though, does the customer want, perhaps,
cached, soif | missit, | can come back and
get it 30 minutes later?

Freedman: Well, okay, but there'slive
streaming and there’ s not live streaming and

they’re different. But, cached is no longer
an appropriate description.

COOK Report: Captured?

Freedman: Captured or put to the edge,
whatever. Akamaized. The content provider
has to change the name of their things so
that they’ll fit schema expected by the
Akamai name servers.

COOK Report: In other words, if | had a
livestream, | could giveit one sort of Akamal
URLnumber and it would be trested asalive
gream. If | wanted that live stream also cap-
tured and held on disksfor peopleto get later,
| would presumably have some other code
that | would assign to the data as well, is
that how it works?

Freedman: That’s not quite the way it
works, because the live streaming versus not-
live streaming isa dightly different format,
actually.

COOK Report: But do you have a general
principle that if I'm acustomer and | have
dataand | want to tregt it in various and sun-
dry different ways, you can give meamenu
that says here' sdl the things we can do with
your data. The numbers on the menu might
run from 1 through 75.

Freedman: We call them type codes and,
yes, you can do that. And, yes, that's part of
the ARL or Akamai Resource Locator. It's
an extension of the URL.

But what | meant to say specificaly was, if
you're CNN, you can change the objectsto
not refer to Akamai’ s name servers and then
you' re not paying Akamai to distribute that.
Y ou have control & any time over whether a
portion of your content is being distributed
through Akamai.

COOK Report; What you'retdling medso
isthat | can send out, web data, streaming
data, whatever, that doesn’t get distributed
through Akamai, if | choose to do so and
that thisis data for which | don’t have to

pay you?

Changing Topology to
Ensure Reliability

Freedman: Right. The Akamai system has
never failed, but it meansthat weretherea
problem, you could just instantly stop using
Akamai.

COOK Report: Or in the so-called “tem-
plate’ that I'm just beginning to play around
with thinking about, you can stop using the
horizontal mesh for distribution and go to
the older more traditional vertical stream of
the backbone networks and their down
streams. In other words, the horizontal way

7

of distributing, the Akamai way of distrib-
uting versus the traditional, vertical, send it
up from wherever | am into the backbone,
let it go across backbones and back down to
the edge again. Up, across and down.

Freedman: W€ d perhaps describeit alittle
differently. Let'sjust say from our perspec-
tive, it'satwo-dimensional space in terms
of wherethe packetswill go. Weripped them
out of their planeinto ahigher plane, which
isthe Akamai plane, shuffled them around
and then drip them back into the what we
view asthe two-dimensional Internet.

There are other people — like Sandpiper,

who is now owned by Digita Idand — who
actually had similar concepts, athough they
don't do dynamic stuff as much, and, asa
result, they look more like web caching. And
you say, what are the differences? The dif-

ferences are we have more serversin more
places and we' [l always, and we know ex-

actly whereto put our servers. Our networks
works, it has never failed, like most of our

other competitor’s networks have. And the
reason is because of our good agorithms.

Y ou know, what algorithms people look at.
For example, Tom Leighton, the head of the
a gorithms department of the math depart-
ment of MIT, so he’ s not a dumb person.
Some of the questions on which they must
focus are, will my agorithm terminate? Will
it terminate and give the correct computa-
tion? As| scale, how much extratimefor it
take per unit input? So what' s the order of
the algorithm? As| scale from 100 nodesto
amillion, am | going to see the super-expo-
nential breaking of the network?

Thisisthekind of analysisthat yields a net-
work and design that scales and doesn’t
break, which most of our competitors have
had problems with scaling and breaking.
Thisisthe head start we have. The fact that
networks want usin their network, because
we have afew percent of their traffic— you
know, we have Y ahoo, CNN, Lycos, Mot-
ley Fool, al these websites, Barnes & Noble,
Amazon — means peopleredly want usin
their network, which makes our job easier.
When someone, if | wanted to start up anet-
work to compete with Akamai, how would
| convince people to put my computersin
the pops of their network, give up the colo
space and all that, when | have no traffic
and therefore | have to pay them for it?

COOK Report: What you're getting at isthis
isathing that probably can be done success-
fully once, period.

Freedman: Right. But of course you never
say hever. We' re certainly not cocky. | mean,
someone will come up with the next most
brilliant idea.

COOK Report: Or you can do it once and
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probably only do it once the way you did it?

Freedman: Right. I’ ve had people ask me,
even inside Akamai who are not technical,
say, okay, SO we respect your opinion, Avi.
Iswhat we're doing really rocket science?
Isit redly true that we have all these smart
things? What | tell them is, Yes, but, at this
point mostly we' re writing code. The thing
is, at any point, we can get 50 people to-
gether and have more brain power than any-
oneédsein the network industry to solve any
problem or react to any threat or, if the next
big thing comes adong. | mean, that’ sthe cool
thing about working with all these smart
people. Because you never want to say no
one elsecan do this, it'sjust harder.

COOK Report: You feel like you have a
better critical mass of talent that you can
bring to bear on any given problem.

Freedman: Right. We have 150 super-smart
people in R&D. The company grew from
R&D, redly.

COOK Report: At one level, | see what
you're doing, but at another leve, | ill don’t
seeonething init, and | think it's terribly
important and maybe you can take me
through it step-by-step-by-step. And that is,
| mean, you have a network, but you don’t
have a network. Y ou don’'t own any leased
lines. | think what you' ve been telling mein
part isyou' ve built up acritical mass of cus-
tomers and tools and servers and so on where
you can go to someone like aCable & Wire-
less and you can tell them it’ s to your ad-
vantage to give us rack space for our equip-
ment... | mean, what would you tell abig,
new network that you’ re going into and
knocking on the door for thefirst time, what
isthat you tell them?

The Economics of
Distribution

Freedman: We say, right now, it’s quite
likely that you' re paying to take packets from
our customersto your customers.

COOK Report: Okay. Because it’ sthe eco-
nomic argument that I’ ve been missing here
and that’ swhat | want you to give me.

Freedman: Or, well, there are two econom-
ics. Oneisthe economics of our relation-
ships with our network providers, whichis
sort of what I’ ve been involuntarily pro-
moted to bein charge of. And the other side
iswhy it makes sense for our customers.
Which isvery smple, they serve more tref-
fic to their customers, more quality traffic,
their customers are happier, they buy more.
Or they view more, which letsthem charge
money for the servicesthey are in business
to deliver.

COOK Report: In other words, hey, guy,
you're a network, you' ve got to serve con-
tent now, aswell as e-mail and mail lists,
people are not going to be happy with you if
you don’t do agood job of serving content.
Therefore, we have certain content service
solutionsto offer you.

Freedman: Moreimportantly, your usersare
requesting content from Y ahoo. There€ sno
question about this. And | can tell you how
much traffic per second I’m sending into
your network. Evenif I’m not sending it di-
rectly, | cantell you how muchisfinding its
way into your network. And it’s probably
finding itsway either viatransit, whichis
expensive, or in just two locations, whatever
your East Coast and West Coast peering is
and then you have to carry it to all its desti-
nations. It'susing your long haul capacity.
Not only isit using potentialy your transit,
or your peering, which islimited in the sense
that it has to be integrated and costs some
money. But it's also using your long haul

capacity.

COOK Report: Okay, so you can save me
money, how?

Freedman: Soif you put my boxesin every
one of your POF’s, then you have to pay
less money. For your backbone is not used
asmuch. Y ou can gtill charge your customer
for delivering the packet to them if that’s
what your business modd is, but you didn’t
have to pay to bring it from the East Coast
to the West Coast to Ohio.

COOK Report: Well, in other words, you'll
have to pay once or twice to bring it there,
but you won't have to pay to do it 10,000
timesaday.

Freedman: Right. And, if you have aprob-
lemin your network, we can do the dynamic
routing thing, so your customer (for the con-
tent they get that's Akamaized) will ill get
agood experience so they don’t get as an-
gry with you if you have a problem.

COOK Report: So your argument is when
you come into me and want to put boxesin
my POP's, that you' re going to give me ac-
cess to your network and your customers.
Y ou' re dso going to give me accessto some
of your bandwidth, for which you're not
going to charge me. But on the other hand,
you get what isawin-win stuation, because
I can show you how, how in return, for that
X percentage of your bandwidth that you're
going to give me without charging, you can
save Y amounts of money in transit charges
and Z additional amounts of money in pack-
etsthat you only have to get to the edge of
your network and onto our boxes onetime.
Or you only have to get them there once a
day instead of athousand times a day or
whatever.

Freedman: Right. But let’s ook at what
happens when you hit anetwork that doesn’t
want to work with you? The reason why
networks don’t want to work with you is
because they think they can do what you do.
They don’t like the fact that when one of
their customers Akamaizes, their traffic goes
down. Let mejust tell youthis, | know within
apretty good amount how much traffic ev-
ery autonomous system on the Internet sends
and receives. And who they’ re connected to.

COOK Report: And you know this becauise
of the number of boxes you already have
out there on the ' Net?

Freedman: | know this because | serve gi-
gabits per second of traffic, | know where it
goes. | have partnerships that let me get
netflow data and cache logs from people, so
| know where the eyeballsare. | also, on the
flip side, know where the content producers
are. How much they are by net, what net-
worksthey'reon. Let'sjust say | have anet-
work. Mot networks sdll to ISP's ThelSP's
want usin their network, we go there. Now,
they’ve got T-3'sthat they’re pulling more
datathan they’ re sending. Remember aDS3
isfull duplex. Asmuch dataout asin. In
such asituation this network will have some
unused out bound bandwidth. So | can go
tothat ISP and say, Hey, I'll pay you acouple
of hundred bucksto get my data out.

COOK Report: | saw you do this amonth
ago on amail list. Sothisiswhat all your
querieswere all about?.

Freedman: Yes, exactly. So if a network
doesn’'t want to let usin their network, what's
going to hgppen is, we re going to serve from
their down stream customers and they still
get no money. Their customer’ s utilization
winds up creeping up or being symmetric,
but they il aren’t getting any money them-
selves, so they might aswell let usin their
network.

COOK Report: And telling them thiswas
essentially just another way of causing
people who might be resisting working with
you to redlize that, if you can get thetraffic
out and the | SP can get the traffic out, and,
if both of you can do it with highest quality
and lowest cogt, then they too ought to work
with you?

Freedman: Yes, but some networksit’strue
think that they are going to buy some magic
boxes, perhaps from Inktomi, and do exactly
what we do. Which they can’t, because they
don't have boxesin other networks. They're
restricted to using their own network.

COOK Report: But how dl of asudden did
you grow this critical mass so damn quickly
and when did you grow it?
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Akamai Started Its
Deployment from the Big
Hosting Centers

Freedman: Yep. W, one answer isAkamai
went into al the big hosting centers. Most
of them turned out to be incapable of ddliv-
ering much traffic, because of congestion,
bad design. Y ou know, most hosting centers
say, oh, sure, you can burst to 300 megs per
second, but when you try burgting at 50, they
cdl you up and say you're hurting their other
customers.

COOK Report: So you camein therewith a
technical solution to aproblem that initially
they didn't realize they had. But they were
realizing it that they had it when you came
in.

Freedman: Yes. They wererecognizing that,
Abovenet was the only place they could
burst to a gigabit on demand.

COOK Report: And some of the carrier ori-
ented hosting centers were suffering from a
certain Bell-headed mentality that caused
them to be slow to understand their envi-
ronment.

Freedman: And not very interested in shar-
ing that reality with you. In other words,
what date am | going to get the circuit in-
stdled on? Well, they'll give you adate, even
if they know they have no intention of even
putting fiber into the building by then.

So the position they werein was, the naive
assumption of someone coming from apure
science background isthat if someone’sin
the business of selling bandwidth and they
want you to be able to give you the band-
width so they can deliver it. Makes sense,
right? They didn’t understand that the
Internet came from amodel where you sell
someone a pipe and hope they use none of
it. This mindset seesthe network as an ex-
pense and everyone wants to minimize ex-
penses. Y ou don't want to over-provisioniit,
because god help you, that might encourage
people to use bandwidth. Really, that isthe
way that many peoplein the Internet think.

COOK Report: And Abovenet did not think
that way. For thisis one reason that the web
hosting centers, other than Abovenet, would
have problems with people who wanted to
use serious data in a bursty fashion.

Freedman: Yes. But to give credit whereit
isdue, let me just say that Global center was
pretty early on with the gigabit product also.
But Abovenet was like, here, take gigabits,
because Abovenet realized, if people don't
have gigabit speed attachments and they
want to do gigabit bandwidth, they can't.

COOK Report: So in other words, some
other people began to grok the Abovenet
model aswell.

Freedman: Right. But groking and chang-
ing are two different things. Thefirst gen-
eration data centers were simply not of the
correct scale. But note also, that AboveNet,
who tried to peer with everyone, still can’t
get into the super edges without years of &f-
fort. 1t'smuch easier for Akamai to ship a
couple of boxesinto JoeNet, Omaha' slocal
ISP, than it isto get atelco cross-connect in,
or to justify the cost of ads3 into the 8000
networks who only use atl or so of band-
width.

COOK Report: | infer what you said just by
my knowledge of the history of the Internet
that the first generation one were those built
primarily by the carriers, by the large tele-
phone phone companies. The huge size of
the Tier onesdid not alow them to move as
fast asyou would want in the internet ageto
expand the data centers they had. Asare-
sult, thefirst generation data centers built
by the first generation of internet backbone
providers are the ones where you' re |east
likely to be able to do a 100 megabits a sec-
ond.

Freedman: Some reasonable inferences. In
this context Akamai is going to be doing
peering which for usis avery strange con-
cept. When someone saysto me: cometo
my peering point, | say, what AS sarethere
and whoislikdly to peer with methere? The
answer to these questions determines
whether it' sacost benefit for meto go there.
And as far as that goes, | know how much
traffic goesto each AS, so | can just do the
numbers very easily and say, | need to send
thismuch traffic to, these AS sare there, and
they’ rethe onesto which | need to send traf-
fic.

At the same time as Akamai was deploying
the big data centers, it started the outreach
program that it called the Akamai Acceler-
ated Network Program. By the end of 1999,
they already had a hundred of these guys
signed up. And by the end of 2000, we think
we'll have 2000-3000 I SPsin the Akamai
Accelerated Network Program. To put that
into context,

the biggest networks may have as many as
300 peering partners.

COOK Report: A hundred of these guys
being big data center guys?

Freedman: No, being ISP's. So by thetime
| got there full timein December, they had
two things going. They had buying from
networks and data centers and deploying in
ISP's. What they didn’t have was a set of
people that were comfortable laying hands-
on routers and such. And capable of talking
to networks and making it clear that if they
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didn’t give the bandwidth that they prom-
ised, that there would be detection and
Speedy complaining about said lack of band-
width delivery.

COOK Report: So when you go into a net-
work and they agree ...

Freedman: To put it bluntly, if | talk to some-
one and work out the architecture, they know
that if they don't do it right, that | have un-
derstood exactly what we agreedto and I'm
going to go back, trace the cablesand get on
their case. But unlessthe ISP’ s steal our
hard disks or plug their boxes into our
switches or try to break into our computers,
then we cannot get unhappy withthe ISP's.

COOK Report: Okay, give me one sentence
that describes how you then come into an
ISP and what you expect, what you put there.
And then contrast that to what you comeinto
a data center with, because you' re saying
the two are quite different.

How Being Paid for
Traffic Changes the
Business Model.

Freedman: With an ISP ingdllation, we ship
aswitch, some computers, atermina server,
consoles, apower supply. Basically, it'sall
set up, except they have to type the IP ad-
dressesinto the computers.

COOK Report: To make the configuration
mesh into their network.

Freedman: Yes. So, obviously, they have
physical access, they can steal the equip-
ment. They could plug their computersinto
our switch. They could plug our computers
into their switch so they can try to sniff the
traffic. | mean, we' ve deployed in countries
where they’ ve tried to reverse engineer what
we ve done. They can take the memory out
thinking we wouldn't notice, because each
of our boxes ships with a gigabyte of

memory, which is worth a few thousand
dollars.

So our concerns about ISP’ s are only that
they don’'t mess around with our gear, basi-
cally. We're not expecting, and they’ re not
promising us that they’ re going to give us
400 megs per second connectivity. Really,
they only hurt themselvesif they don’t give
us the best connectivity they can. And they
understand that. They want usto be ableto
steer them traffic to the users, because their
users want the data that our content provider
customers have.

Now our problem in dealing with hosting
centerstendsto be that we can’t get the band-
width we want. Because we say, we want to
be able to burst 100 megabits a second. We
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tell them that we' re going to commit to you
that we'll do 10 megabits a second. There-
fore, you're going to keep available 90
megabits per second. But when wefind that
we want to use the extra 90 megabits per
second, the chances areit isn't there. Why?
Because they’ ve aggregated everyone into
their routers. Becausethey don't understand
that unless you give people the capacity you
said you would for their traffic, you can’t
bill them for delivering the bits. And people
still want to aggregate the hosting centers.

COOK Report: Well, they want to make sure
that their traffic capacity in and out isfully
used.

Freedman: Yes. That's the problem. Be-
cause the way |P works, you don’t want to
get to whereyou'refully utilized. Y ou want
to get to where you keep your versatility and
capacity. You can't engineer to be amost
fully used, because then you'll hit conges-
tion. It hasto do with the way TCP works.

People arelooking at five minute averages,
and therefore are not seeing the instanta-
neous, less than one second bursts that hap-
pen quite often. Naive people think that you
can keep 90% utilization and that’s agood
thing to do, because you are using your re-
sources efficiently. In redlity, if you're do-
ing 90% utilization, you’ re squeezing your
customer’ straffic, which meanstheir flows
are amdller, which meansthey can’'t send you
traffic, which meansyou can't bill them for
it, which means your revenue' slower.

A lot of people are very confused about traf-
fic engineering and what the goal of run-
ning a network is. The goal is quantity of
service, not Quality of Service.

AsDave Rand (AboveNet CTO) says, Qual-
ity of Serviceiswhere you say, if you ping
me more, I'll drop his packetsfirst. Isn’t it
better to bein a state where you don’t have
to drop packets? Where you charge every-
one enough money that you can just afford
to have essentidly infinite bandwidth avail-
ablefor their use? | mean, that’ s the point,
right? That'sthe point of doing network-
ing isto be able to make happy customers
and bill them and all that.

But | haven’t answered the question about
what is being drafted on Akamai, what net-
work people bring. We're buying OC12's
into the biggest networks that don’t have
good hosting centers.

COOK Report: So you are saying that you
are prepared to go to some lengths to get
around this problem of people in hosting
centers saying: “oh, my god. You want me
to be able to hold off avast percentage of
my traffic for you just in caseyou need it.” |
gather from what you said, they’re rather
resistant to that.

Freedman: Wéll, the business people agreed
toit, but their technical people refused to
implement it.

COOK Report: So are you saying, then, that
in order to deliver the kind of Quality of
Service you want to and the kind of service
that gets you paid for the bits you deliver,
your business model now is changing such
that you are going to begin or you actualy
have begun to buy some of your own bit
pipes?

Freedman: Yes. We are now beginning to
manage routers, because that's, not because
we want to, but because that’ sthe only way
we can get into some of theselarge networks,
because you can't get in through their host-
ing centers, because their hosting centers are
not scalable. So, fine, we' Il make pipe con-
nectivity to you. No problem.

COOK Report: And you've got to attach
those big pipes of connectivity somewhere
else

Freedman: We'll just rent some space, find
the closest place where the OC12 can ter-
minate into their network, get some space
and stick some boxesright next toit.

COOK Report: But now for the first time
you're going to start to build and physically
run your own network.

Freedman: Ah, but it's not aphysical net-
work. The point of itis, to get the OC12in,
we're not aggregating that OC12. Nor are
we aggregeting the network A’s OC12 with
the network B’s OC12's and making mega:
POP's. Wewant asfine an overlay mesh as
possible. We don’t want more than a per-
cent of our connectivity going through a
single point of failure,

COOK Report: | understand that. But what
if you've got, say, on the face of the Earth,
to choose an arbitrary number, five data cen-
tersthat are giving you problems of being
ableto get the right connectivity into them.
Let’s say you're thinking of an OC3 into
each of thesefive data centers. OK, you've
got five places on the face of the Earth that
your OC3's are going to begin, where are
they going to be terminated?

Freedman: In the hosting center. We'll stay
inthe hosting center. We'll just get an OC12
into their backbone, instead of riding in their
hosting center aggregation architecture. And
if they don’t want usin their data center do-
ing OC12, we'll get alittle hut in the back
or closet somewhere and, because if the
OC12 falls offline every now and then, it's
no big deal, since we have more capacity to
that network than we had before.

COOK Report: Soyou'll wind up having to
pay some kind of X quantity of money to
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each of these five hypothetical centers that
you wouldn't otherwise be paying for, but
in return for the benefits that you see getting
out of it, it'saworthwhile expense.

Freedman: Well, that’ s the other stupid
thing, is that people charge morein their
hosting centers than they do for their back-
bone connectivity.

COOK Report: So the amount of money is
non-trivia?

Freedman: I'mjust saying it doesn’'t wind
up necessarily costing us more money to get
aburst of OC12sthan to try to get into the
data centers. Because the dollars per mega-
bit islower on OC12sthan it would be were
| inside big peoples data centers.

COOK Report: Give me aspecific Stuation.

Freedman: Joe Very Large Network wants
to charge me $550 per megabit inside their
hosting center. That’ stheir bottom line price
because their backbone charges them $500
amegabit, because they want to make profit
centers. But they’ll sell to an ISP at $400

per megabit.
COOK Report: Why do they do that?

Freedman: They try to sell their hosting
center to content providers as a premium
space and power and one, theoreticaly, some
redundancy and scalahility of facilities. But
that' sadifferent question.

COOK Report: There are extra charges for
the physical facilities, but they make the
bandwidth alittle bit cheaper?

Freedman: No, they make the bandwidth
more expensive at hosting centers. They
charge $500, $600 a megabit per second in
the hosting centers. But remember that these
older hosting centers are each connected by
only two OC3's and they have a hundred
customers in them. Now how could they
possibly give Akamai 300 megabits per sec-
ond in connectivity if they only have 300
megabits per second into their hosting cen-
terswhich have adifferent AS number than
their network. That'show serioudy theseare
different networks.

An [SPisnot going to be buying into ahost-
ing center. AnISPisgoingtogetaT-3or an
OC3into abig carrier’ srouter. So we say,
we're congested. They say, oh. Okay, we
could in four months give you a port on this
router rather than running through a switch.
Well, but what router? Oh, the customer at-
tached router, okay put us on the backbone
router. Okay, we'll put you on the backbone
router. Where sthe router? Oh, the backbone
router still only has an OC3 into the big car-
rier network. And still has a hundred megs
per second of traffic oniit.
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They can’t provision additional OC3's, be-
cause they’re not doing a gigabit architec-
ture. The other carriers are dl the same way
because they are dl using Cisco 7500's and
acouple of OC3's. But theirony of itis
they’ re charging more, because this guy who
wants three megabits per second of connec-
tivity, it'sworth it to him to pay 50% more
for the bandwidth to not have to worry about
running arouter. But for us, that's unac-
ceptable.

COOK Report: And the I SP hopes he gets
adequate service. Or does he really get ad-
equate service?

Limits to Scalability of
the Vertical Peering and
Backbone Connectivity
Model

Freedman: But he does get adequate ser-
vice. Because if you havefifty people using
3 megabits per second, most of them don't
start using 3 megs per second the next day.
Most of them grow very dowly. That's how
the carrier makes the model work for the
ISPs. But for the big websites huge need is
there right now. Therefore, they can't be
accommodated in this architecture.

So what does that mean? That means that
Akamai was already on the path towards
moving out to the edge. Broadband, big
ISP's, like that. But some of the, but how do
you get into the bigger networks? The an-
swer is not through the hosting centers. The
answer isnow Akamai needsto start look-
ing like anetwork — even though it isn't...
Now thisiswhereit can hurt your brain.

COOK Report: Y eah, right, go ahead.

Freedman: Sowe ll get OC12's. Now there
are some networks that don’t want to put us
in their network, but have completely open

peering palicies.

COOK Report: But you get an OC12, you
get thisdamn OC12 from exactly where to
exactly where? Y ou get it from theweb farm
around to the backbone such that you' ve got
aseparate link that may be 100 feet or some-
thing?

Freedman: It might be sitting inside Jo€'s
Network, where our rack has more connec-
tivity than the whole data center does, be-
cause that’s what we need. And the leased
line guys, leased lines don't get aggregated
asmuch. And by buying OC12's, you make
sure, | guarantee you, if somebody’s aggre-
gating an OC12, they' re under congested in
alot of their backbone. Most people don't
have customer-attached routers you can put
OC12'son. Or, if their hosting center isfull

or they see what we' re doing and they don't
likeit, then we'll rent aroom somewhere,
put the OC12 in or we'll bring it into an-
other data center. Or whatever, but we will
do it in such away that we begin to aggre-
gate multiple Sites, but not grow along haul
network.And | don’'t want, if I'm sitting at
Abovenet, and | have agigabit to them that
| can actudly use, | don't want to sart bring-
ing OC12'sin there, because that means, if
Abovenet has a power problem — they
never have, but let’s say they do — alot of
my connectivity is affected. | don’t want to
aggregate these things and put them near
each other. So it might be inside the same
hosting center, it might be somewhere elsg,
whatever, we get an OC12 into their router.

COOK Report: Well, | have one other par-
allel question. Does the structure that you
have provide a means of helping big
websites deal with distributed denid of ser-
vice attacks? Or isthat totally orthogona ?

Freedman: Yes, it does. But wait: are you
talking networks or customers? Networks or
content providers.

COOK Report: Content providers.

Freedman: Oh, yes, sure. Because if some-
one attacks one of our regions, the region
just fals offline. Our network operation cen-
ter doesn't, is't required, redly. Becausethe
network self-heals.

Now, we don’t go out there saying, buy our
product and you'll never be down. Buy our
product and you' re immune. But if some-
one attacks, let’'s say they’ re attacking con-
tent provider A and one of our regionsin a
hosting center isright next to that, that re-
gion may go offline. But our algorithms au-
tomatically redirectsthe requests somewhere
else. Remember when | told you the map-
ping, some of the name servers handling
each region are actually elsawhere. Soif a
big hosting center in Bay Areagoes offline
because of adenial of service attack, it
doesn't effect anything in our network and
to the extent that the content was pushed onto
our network previously, then we till have
it.

COOK Report: If back in February, Y ahoo
was seen from severa partsof the U.S,, if |
remember correctly, to be essentially un-
available. But from other partsin the world,
Canadaand | think abroad, it was quite avail-
able. How come?

Freedman: Thisis actually a pretty long
answer and there’ s another product that we
have that really helps with this, which I'm
not sure | can tell you about. But thisisa
complicated answer to get correct, because
Y ahoo is a customer and they do buy afew
different services from us. But the bottom
lineisif someoneisonly serving html from
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acouple of placesin the world, then it has
nothing to do with Akamai. Unlessthey're
serving their front page through us, if they
get attacked, they’ re not going to be avail-
able, they’re going to be offline. But thereis
alot that relates to what we do and how we
do that provides good protection against
denial of service attacks.

COOK Report: Sowhereisall this headed?

Freedman: Well, my group at Akamai is
integrated. We have two main functions. We
work with R&D, especialy in the realms of
how the computer is attached to the infra-
structure, because that’s sort of controlled
by R&D, so moving from fast DSL to Gig
Ethernet and beyond, that’s a network ar-
chitecture issue. And my group is network
architecture, We work with the map-
ping group to better understand how the
Internet falls.

COOK Report: The mapping group being
the group that looks at traffic patterns?

Freedman: Yes, there sagroup that builds
amap that’'s supposed to be accurate to
within seconds of the complete performance
reachability information of the Internet. |
wish | could spend dl my timein that group,
but my people are needed to help with the
building of the network also, because that’s
redly interesting stuff.

Thus we work with the mapping and per-
formance analysis groupsin R&D, but we
are, for now, really directing the network
architecture and strategy and deployment
parts of the company to ensure three things.
We want our networks to be burstable, with
excellent performance and to also be the
most effective at the lowest cost.

COOK Report: But your network’s not re-
aly anetwork, it'skind of avirtua overlay.

Freedman: Right. Our virtua overlay net-
work. Our bunches of boxes.

COOK Report: And where you are needing
them, you are getting either semi-permanent
or temporary patch solutions within a data
center to get from point A to point B through
the data center’ s network or if the network
is performing poorly, you're in there to ne-
gotiate, how you will go from point A to
point B, viadetour of this separate OC3 cable
if need be.

Freedman: Right, or into the backbone. But
we're aso deploying peering regions. Be-
cause there are bunches of providers out
there. And there are some people think, like
from your question, who think that we're
caching which is OK. What they don't real-
izeis, if they just BGP peer with us, data
magically appears. Consequently, we're
going to set up arouter. We re going to peer-
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ing points. We're going to be peering with
people over peering points and begin look-
ing sort of like anetwork from that perspec-
tive.

COOK Report: So you're extending your
virtual network, you're extending it abunch
of different and new ways.

Freedman: Yes. And in Europe and Asia,
bandwidth isn't necessarily costly, necessar-
ily, if I doit right, becauselet’ssay you'rea
network that's peered in Asia. And | come
toyou and say, | can give you ten megabits
per second to giveto all your peering part-
ners and I’'m not going to charge you for it.
What' s the value proposition? Those peer-
ing partners would otherwise have to pay to
bring that datain over internationd circuits.
That’ s very valuable data. | call our boxes
sometimes Magic Traffic Generators. | can
put them there and make more traffic ap-
pear, aslong as the quality’ s good.

So it helps them. When you're in their net-
work, if you can double bandwidth at no cost
toyou, you al of asudden look more attrac-
tive to peersinternationally, because you're
giving them much moretraffic. Therefore it
helps us to widely deploy in peering points
there and even if we don’t peer with people,
just by physically putting our content there,
they may decide to give ustheir good con-
nectivity.

Now inthe U.S,, let’ sthere’ sa network A,
that doesn’t want usto deploy inside their
network. But they peer with 50 other net-
works. They don’t want to peer with us be-
cause they think they want to compete with
us.

But they peer with dl these people. There-
foredl | haveto doisgo to the people they
peer with. Now let’s say you, Gordon, are
one of these networks that peers with net-
work A. And | say to you, okay, you' re cost
is $25 per megabit for these circuits. Let’s
say | put boxes next to each one of your peer-
ing pipes and pay you $100 per megabit.
Now you' re sending more traffic to that net-
work, so you look more attractive as a peer
and you' re making some money and you're
making three times what your cost is.

That’ s another way we can deploy. Soit's
just using creativity to figure out what the
best way isto get our customer’ straffic to
the end users of networks who, in some
cases, aren't yet on the page in terms of let-
ting us deploy all over them.

COOK Report: And so obviously they've
come to you as someone who, over the last
several years, has developed avery, very
good knowledge of the players and how it
works; who the people are; the technical
scalability issues. Plus, if somebody tells
you they’re going to do such-and-such at a

big data center, you know and they know
that you know they know, that you can check
up on them and hold them to what they’ve
agreed to do.

Freedman: Y es, that about wrapsit up.

Some Akamai Traffic
Statistics

[Editor’sNote: An email discussion with
Avi Freedman on April 15 - 16 yielded the
following postscript..]

Since Akamai hillsits content providing web
sitesin terms of the aggregate content re-
quested from each of the stesworld wide, it
must keep good track of the aggregate data
shipped to its servers at the edges of the
Internet. Or, in moretraditional e-commerce
terms, data delivered to end user “eyebdls.”

When Akamai aggregates this data, it does
sointermsof the AS (Autonomous System
Number) of each network. Whiletherearea
few AS numbers that would generally not
be thought of in terms of 1SPs numbers and
afew | SPsthat have more than one AS num-
ber, ISPs globally tend to have asingle AS
number for routing purposes. Whilethesize
of the Internet can be measured in more than
oneway - for example by numbers of email
accounts - when networks are ranked accord-
ing to their percentage of Akamai traffic re-
ceived one can certainly get some idea of
their rdlative size. Thetop four globaly in
terms of percentage are UUNET, Sprint,
AOL and ATT. Thetotal for ATT hereis
combined ASNs of ATT Worldnet, Cerfnet,
and the old IBM Global Network (now
caled AGNS). AOL’s > 10% is the combi-
nation of anumber of AS numbers.

Note again that the following networks are
listed in terms of where the eyeballs
(Akamaized hits are being sent) are, not from
where the bits are originating. Only |SPsand
other networks that are multi-homed; truly
Tier 1; or got an ASN before 1996 or so will
appear inthislist. Finally one must note that
the table counts al traffic that CAN cross
any given network. So let’s say that on its
way to Joe sNet which terminates 0.20 of
Akamai’ s total traffic, the traffic transits
UUNET or Sprint or any other backbone.
In such a case the traffic in question is
counted both for the transit backbone and
for the net where it terminates. The actua
totals of the percentages add up to roughly
277% of aggregate traffic meaning that the
average | P prefix ismulti-homed 2.77 times.

Thereare 2 networks> 15.00 %,
UUNET and Sprint
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Thereare 2 networks>10.00 %,
AOL, and ATT

4 networks> 4.00 %,
6 networks> 2.00 9%,
4 networks> 1.00 %,
34 networks> 50 %
56 networks> .25 %
22 networks> .20 %
44 networks> .15 %
Thereare 85networks> .10 %
Thereare 61 networks> .
Thereare 139 networks> .
Thereare 77 networks> .04 %
Thereare 95 networks> .03 %
Thereare 197 networks> .
There are 487 networks> .
Thereare 196 networks> .
Thereare 378 networks> .
Thereare 721 networks> .
Thereare 885 networks> .001 %
There are 2849 more networks

Thereare
Thereare
Thereare
Thereare
Thereare
Thereare
Thereare

Traffic to Europe is accounted under each
largetransit AS. Europeisabout 8%, Asia
about 3%, South America about .5-1%.

Listed in dphabetica order the 14 networks
in the grester than 1 percent but lessthat 10
percent categories are Abovenet, BBN, Bell
Canada, Concentric, Digex, Exodus,
Globalcenter, @Home, Leve 3, PSI, Qwest,
Splitrock, Teleglobe, and Verio.

WIPQO Dispute
Resolution Panels
Creating Their Own
Law

ICANN has always been touted by its back-
ers as an opportunity for noble application
of the principals of industry self regulation
to the Internet.What this meansin practice
isthat industry isableto ignore democratic
and procedurd safeguards built into the regu-
latory systems of democratic nations.and act
in an arbitrary and high handed manner to
accomplish the goals of its powerful sup-
porters. We are now seeing the domain name
dispute resolution panels acting in the same
way - flaunting their independence from
centuries of western juriprudence. Consider
the case of eResolution.com http://
arbiter.wipo.int/domains/decisions/html/
d2000-0110.html

It proudly proclaimed on April 10, 2000.
"Although entitled to consider principles of
law deemed applicable, the Panel findsit
unnecessary to do so in any depth. Theju-
risprudence which is being rapidly devel-
oped by awide variety of Panelists world-
wide under the ICANN Policy provides a
fruitful source of precedent. "



Commoditizing Bandwith - Part 2

Bringing Risk Management to the Internet

Lin Franks Explains Issues Involved in Commoditzation

Describes Her Evangelist Role in Management and
Training Issues Inherent in Trading Bandwidth

Editor’sNote LinFranksisaSenior Man-
ager in Andersen Consulting’s Energy Prac-
tice where she helps clients develop points
of view and strategies around the converg-
ing communications and energy markets.
Sheisacontributing author to The US Power
Market, 21997 book published by Risk Pub-
lications, and the forthcoming publication,
The Telecommunications Revolution. Her
previous position was Director Commodity
Market Devel opment, Enron Communica-
tions. We interviewed Lin on March 15,
2000.

COOK Report: Please begin to explain more
precisely what you' re doing and the role that

you' re performing.

Franks My unique area of expertiseisin
the development of emerging commodities
markets. My background and my history
predates, for instance, the New Y ork Mer-
cantile West Texas Intermediate crude oil
futures contract. I’ ve been involved in or
have experienced at some level the
“commoditization” of several products:
crude ail, natural gas, electricity and now
bandwidth. If you look at the process that a
market or an industry goes through asthey
are deregulating or undergoing some other
significant change, you will find that there
are some consistencies from industry to in-
dustry. Thecritica knowledge | bring to bear
on each new emerging market is knowledge
obtained from having been through the ear-
lier evolution of other markets from the be-
ginning..

COOK Report: Soyou don't haveto havea
master’ s or Ph.D. in Economics?

Franks Well, I’'m not so sure that a Ph.D.
in economics really helpsin an emerging
market because many of the issues are so-
cid or palitical rather than purely economic.
It does help to have abackground in some-
thing technical, for example, an engineer-
ing background. | find it useful to be ableto
speak to the engineering concernsin an in-
dustry aswell asto the concerns of traders.
A background or knowledge in trading and
risk management permits me the luxury be-
ing able to recognize what a product must
be in commodity form and what industry
infrastructural and technical issues may
stand in the way of achieving thisform.

COOK Report: Can you do what you're
doing without needing to go into afair

amount of math with the people that you're
working with? Do you have to staff up with
pecialist mathematicians and programmers
who devel op the algorithms?

Franks It depends on theindustry, but math
and equations and theories essentidly trans-
late from one engineering discipline to the
next. We sometimes give them different
names, but the laws of physics are still the
laws of physics.

COOK Report: So there's probably some
mathematical or statistical toolsthat you use,
but I’'m getting the impression that what is
needed is both the ability to work with tech-
nical engineers and experience in the pro-
cesses of the development of markets that
are common across ranges of commodities.

Franks Process knowledge in market de-
velopment is essential. It really helps hav-
ing been there through the development of
more than one commodity. Having been
wrong about one particular market also
helps. In its early days of the natural gas
market, | had abit of trouble initialy under-
standing how it was going to work because
of the transportation issuesinvolved. | was
one of those who said it couldn’t happen.
But the transport problems were solved and
| had to eat my words.

COOK Report: Can you tell me afew words
about that?

Franks Sure. Natural gas took approxi-
mately 25 years to go through the
commoditization process that began with the
calls for industry deregulation in the
late1960s. So it was avery long process.

COOK Report: Had oil dready gonethrough
the commoditization process?

Franks Yes. There' s been a crude oil fu-
tures contract since 1983. Naturd gasdidn’t
really start trading as afutures contract until
"91. But there was a 25-year process that
took usfrom aregulated environment, to one
of afree and open marketplace. There'ssome
positivesto that long process. It allowed the
industry to mature. In the beginning the in-
dustry was staffed principally with engi-
neers, and engineers in that era were god.
We did everything. We drilled the well, we
built the pipelines, and then, when things
started opening up, we did the marketing. .
Eventually when it became clear that, asan
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industry, we needed to learn something about
futures and cash market trading, we did that,
too. Engineers were allowed and even ex-
pected to do pretty much anything and ev-

erything.

During this 25 years, the industry went
through those changes that naturally occur
when there' sadisruptive event like the ad-
vent of pricevolatility. In the early 80s we
witnessed the consolidation and shrinking
of our experienced work force. The experi-
enced work force was replaced with bright,
young people, many of whom were fresh
out of school. These young people really
hadn’t had the opportunity to learn the fun-
damentals of the industry such as how natu-
ral gas moved from point to point, or how it
was bought and sold. They also had no pre-
conceived ideas about barriers to change.

This deregulation, consolidation, and emer-
gence of acommodity market occurred over
along enough time frame for the human
beings in the industry to assimilate the
change. During this period of time, thework
force changed from one that worshipped the
god of physics to one that worshipped the
amighty dollar. Whenever thereis an eco-
nomic incentive for change, it will occur in
spite of what may appear to be formidable
barriers.

Basic Criteria for
Commoditization

Now so much for background. Let’ s start out
with the premise that, for something, any-
thing, to be acommodity, it hasto meet two
basic criteria. One, it must be consumable.
And the other very important issue in this
commoditization processis that, whatever
you cregte to trade as a commodity, must be
fungible.

COOK Report: Easly used by alarge num-
ber of people who would liketo be ableto
useit. And uniformin quality?

Franks Whatever it isthat you're trading
must be uniform and readily exchangeable.
Like anatural gas molecule. You put onein
the pipe, it doesn’t matter if you take some-
body els='sout. And useit. They'rethe same;
they’re fungible; they’ re exchangeable.
Now, that was a complication with crude ail,
but the industry came up with a solution.
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The complication arose from the fact that
there’ sagreat number of different gradesin
crude oil. Neverthelessit' sdl basicaly crude
oil. What we were able to do, asan industry,
isto create away to equate one grade to the
next grade. Wetook one grade, West Texas
Intermediate, and began to trade that as a
benchmark. The price of al other grades of
crude was based on WTI with apricing fac-
tor worked in.

COOK Report: Right, because you can till
refineal of them into gasoline and presum-
ably you get some various byproducts from
one grade or various percentages that you
don’t get from another.

Franks Or you may haveto clean some-
thing out of one, like sulfur content. Crude
oil was made to be fungible by designating
one product as the benchmark or the refer-
ence point by which the prices of all other
products would be calcul ated.

Ok, to get back to eating my words. Let's
turn then to naturd gas. Having gone through
the experience with the oil industry,. | rec-
ognized that for natural gasto be acommod-
ity, atangible would need to be de-coupled
from the transportation of that tangible - just
like crude oil was decoupled from the trans-
portation of crude ail to create a product to
trade. With crude ail, it wasn't that hard to
extract, because its transportation system is
common carrier. With natural gas, thetrans
portation was an essential component of the
price prior to commoditization and varied
from pipdlineto pipeine rether dramaticaly.

COOK Report; In other words, what part of
the cost of the commodity isthe cost of the
trangportation to get it from point A to point
B.

Franks Correct. Correct. And you have to
extract the tradable product from its trans-
portation component . to have something that
you can trade at asinglelocation.... Like
Cushing, Oklahomain the crude oil market.
The tank farm in Cushing is where West
Texas intermediate is assumed to be when
you' re trading. When you go to natura gas,
you've got apipeline grid going just every-
where. And every segment is owned by
somebody else who has different rules and
regulations and different tariffs and a differ-
ent way to price things. It’s not common
carier. So | looked e that and didn't see how
transportation could be decoupled since it
was such a significant component of the
bundled price. So, | actudly said | didn't see
how it would work. These are the words |
had to est.

COOK Report: So it’s not common carrier
in the sense that Williams hasiits pipelines
and they don’t intermix with Exxon’s pipe-
lines.

Franks Y ou haveto buy the transportation
separately from everyone and it's al struc-
tured differently. So it was a more compli-
cated scenario to try to extract. Plus, the
transportation of the natural gas molecule
was amore sgnificant part of the price than
it wasin relationship to crude oil. Still | had
to eat my words, because those are stupid
reasons to say it can't happen - but | was
younger then.

COOK Report: And because obviously
people figured out how to make it happen.

Franks Wdll, naturd gasisredly fungible.
There arefar fewer grades of natura gasthan
thereisin crude oil. That part of the equa
tion was actualy much simpler.

COOK Report: And it helped keep driving
it forward.

Franks And | had to eat those words about
extracting the transportation cost from the
tangible. The natural gasindustry began to
trade around alocetion in Erath, Louisiana,
Henry Hub with a standardized product,
under standard terms and conditions and
standard quantity, and so on. It becameavery
easy thing to trade. The natural gas futures
contract actually is one of the most viable
contracts traded..

From Energy Products
to Bandwidth

COOK Report: Well, how did you get from
these energy productsinto bandwidth.

Franks Me, personally?
COOK Report: Yes.

Franks Okay, | was happily sitting around
asaprincipa of Sabine, the owner and op-
erator of Henry Hub, having alovely time
at my job, when utilitiesin the electricity
industry began calling. Some in search of
information about hub services, while oth-
erswanted to recruit me. Henry Hub is pre-
mier gas market center. Thiswasthe early
90's. | was convinced by Portland General
Electric to come to Portland to help create
an environment favorable to the crestion of
a commodity market around one of their
assets, the California-Oregon border. They
hoped to attract NY MEX to that location and
hoped it would become the delivery loca-
tion for the emerging eectricity futures con-
tract.

COOK Report: And that must have taken
you into Stan Hanks' physica area.

Franks Into Portland, Oregon. Yes, it did.
COOK Report: And Enron was involved
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with the Portland company?

FranksEnron was not involved when | be-
gan to work with Portland General, but they
ended up buying Portland Genera a couple
of years later. While | wasworking on the
eectricity market at Portland Generd, | was
looking toward the future and watching for
the next product that had the potential to
emerge as a commodity. This emerging
market focus is my little niche, to be there
on the front edge of an emerging commod-
ity. | had been looking at bandwidth as well
asacouple of other things. In the context of
bandwidith, Portland General had thislovely
little asset that, at that point in time, was
called First Point Communication. Thisis
the asset that is now known as Enron Broad-
band Services. Thislooked like agood place
to begin to add to my fundamental industry
knowledge and to begin to flesh out the con-

cept.
COOK Report: What exactly did it do?

Franks it was agtart-up that was beginning
to build acommunication network. It is now
called Enron Broadband Services,but back
then it was called First Point Communica-
tion and had a different focus. Earlier that
year, Stan joined the communications side
of Enron and changed their world, techno-
logically speaking. | was ready to move out
of the ectricity market and talked with Joe
Hirko, who has since become the CEO of
Enron Broadband Services, about research-
ing bandwidth commoditization. Asit turned
out hewasin favor of looking into it.

COOK Report: And the idea of First Point
was that the raw material was afiber net-
work of some sort or another? And they
wanted to figure out how to use it and de-
velop it?

FranksAt that time, they were planning to
build a communications network, but it had
avery different focus, avery different ar-
chitecture than what would result from Stan
coming on board. Joe wanted to elevate the
perception of this asset with the company.
Since Enron isamarket maker, they would
naturally be interested in anew market that
had the potential of leveraging assets they
aready owned. So, Joe agreed to start look-
ing to seeif it made sense. Asaresult, | did
theinitial internal work to write up what
could occur and what some of the economic
possibilities were.

Hanks and Franks Join
Forces

Joeintroduced Stan and mein early 1998.
And within 30 seconds, we were really good
friends. Stan had begun to look at the
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commoditi zation of bandwidth about ayear
previoudly, as had |. So, independently, we
have both looked at it for about three years,
together for two years. Our knowledge and
experience is very complimentary. And
while | have no way to qudify this, | really
believe that means that we' ve been looking
at it longer than probably anyone elsein the
world.

COOK Report: What did you and Stan find,
what were some of the next steps?

Franks Wdll, I'll tdl you, thefirst step, was
for Stan and | to kind of lock ourselvesina
room and exchange information. | had no
doubt that he was (and il is) the most tech-
nologically competent human being in my
personal network of friends and advisors.
He, in due course, made sure | had al of the
detailsthat | needed to have and filled in the
areasthat were missing in my Internet tech-
nology knowledge database. | filled in his
knowledge base with supplemental market
development and commoditization informa:
tion.. What | needed to do was to explore
the physical aspect and the infrastructural
aspect of this marketplacein order to figure
out where a good starting point was and to
formulate how we could make something
fungible to trade. It was necessary to look
for barriers and to conceive of away to
handle them.

| aso did research around the history and

the regulatory environment worldwide. Ba
sicaly | had to make myself a book of ev-
erything significant about this market-

place.... how bandwidth is bought and sold,
what the competitive elements are. When |

start through this process, I'mlooking for a
tangible to extract from the transportation
of the tangible. But it can’t be done exactly
thet way with bandwidth, because what there
isto buy and sl is the transportation.

So, not only did | want to find something
that | could extract, which | really couldn’t,
| also wanted to find something that was
technologically independent. There are
many different philosophies about whichis
the right way to go technologically speak-
ing. ATM? 1P? Both have significant at-
tributes. It sabig, emotiona debate.

And if whatever commodity developed had
acharacterigtic that made it only feasible on
one of those technologies, then it wouldn’t
work. Because you' ve got to have something
that’ s technologically independent, that does
not favor one particular industry participant
over another. Consequently we're looking
for something that everybody can embrace
and doesn't look like it has the flavor of one
entity over another.

Stan and | spent quite some time thinking
through various scenarios. Stan clearly has
avery good business mind and clearly un-

derstands the financial side of the world,
which is highly unusual in a person with his
technology background. Nevertheless, we
put afew communications peoplethrough a
little mini Futures 101 class. | have found
that if people get some of that kind of expe-
rience, it makesit easier for them to come
up with ideas and notions about things that
either will work or will become stumbling
blocks. It helps move the entire the process
forward.

The exercise we went through was really
very low tech and very basic . | gave the
different participantsin the room a scenario.
Each had aroleto play. Oneworked for XYZ
Company and as responsible for hedging his
company’ s assets. Some people were specu-
lators, some people were hedgers. | gave
them areal scenario about the level of com-
prehension that their own board of directors
had about what they were going through,
which was hedging. And so they had to dedl
with those real issueswhile trading.

COOK Report: What kind of trading?

Franks I think | used natural gas. | varied
the fundamental eventsand issueswhilethey
were trading, because thisisthe kind of en-
vironment that someone running arisk man-
agement desk, for instance, hasto ded with.

COOK Report: So you weretaking interms
of the processes from the earlier commaodi-
ties markets? Y ou were not trying to deal
with TCP/IP bandwidth?

Franks Right. All the people in the room
had some knowledge of the technology
space in which we were trying to work, but
what they lacked was a pretty good com-
prehension of what a trader has to go
through. So they needed that piece of infor-
meation so that it would stimulate their cre-
ativity in coming up with possible scenarios
for things they could trade in bandwidth and
what some of the barriers might be. Y ou do
all this because you don’'t go way down the
development path only to discover that
physically something can’t occur around
which you had built your entire plan.

COOK Report: Sure. What were the kinds
of things everyone learned?

Franks Wdll, they got an introduction into
the type of mind that atrader has. Traders
are not into detail. They are not into long
explanations and cal cul ations about things.
They need something that can be traded just
based on price differentials. So that they
don't have to think, they can react to the
market.

For fun, at the beginning of the exercisel
predicted, knowing alittle bit about the per-
sonalities in the room, who would actually
complete the task | had given them and who
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would not. And the person | said would ac-
tually get al of histrades completed was
the person with the least knowledge about
technology or natural gas. It was the person
who was fresh out of getting an MBA, and
who could just do what was told to him,
without thinking. People like Stan are go-
ing to spend too much time analyzing.
They’ re not going to finish.

COOK Report: Where would these hypo-
thetical traderswork in a bandwidth trading
world?

Franks Therewill be a couple of philoso-
phies. And everybody will begin to debate
this, by theway. They'll debateisit better to
bring people in from the risk management
community with, for example, a background
in energy risk management and teach them
the fundamentals of the industry and how to
tradeit? Or isit better to take people who
actually are buying and selling bandwidth
asanormal course of businessin the tradi-
tional manner, and train them in energy risk
management and trading.

COOK Report: Do you have some opinions
about what the pluses and minuses are, from
your point of view?

Franks Of course | do, but then you have
to realize that, in fact, this market does ap-
pear to be developing at avery fast rate of
speed — and you remember | told you natu-
ral gastook 25 years? The market that came
after that one took only three; that was elec-
tricity. And if that trend is followed with
bandwidth and | have every reason to be-
lievethat it will be, that meansthat this mar-
ket will be quite active and viable by the
end of thisyesr.

Training for an Active
Market by Year’s End.

COOK Report: Help me understand how we
get from here to there.

Franks Those who are beginning to be fo-
cused on the creation of the staff to do this,
they can debate those issues all they want.
But for everyone else the redlity is, where
are they going to get the resource that' s ac-
curately trained or adequately trained in how
todoit?

COOK Report: If abig carrier is going to
buy and sell bandwidth in a commodities
market, somebody in that carrier hasto be
trained in what way? To do what?

Franks Thereyou go. That' swhy we have
put together a comprehensive training pro-
gram to meet this need. You’'ve got to be
there when your customers believe they need
it and these things do take time to devel op.
Companies, even those who are on the edge
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of thismarket like Enron, astaented asthey
arein risk management trading, and as ob-
viously competent in the area of communi-
cations as they are, are still faced with the
sameissuesin staffing that othersare. Inthis
Stuation, they may bring peoplein from their
own energy risk management trading orga-
nization and, indeed, have done so. They're
also going to hire or bring in people with
the fundamental knowledge of how band-
width isactualy bought and sold today, tra-
ditionally. But they're also going to hire
bright young minds, bright young MBA’s.

In this sense Enron is no different. Thisis
what everyoneisgoing to haveto do, they’re
going to have to mix it up. When you bring
in agroup like that and you're hiring and
staffing and need to train with the percep-
tion that this market is going to be quite ac-
tive by the end of the year, then you' ve got
to lean on peoplelikethose at Andersen con-
aulting to assst you in your training program.

COOK Report: So what exactly arewetrain-
ing for?1 had oneimage of where you might
have the development of a bandwidth com-
modities market that would be like a stock
exchange. In other words something that
would be an independent organization in it-
self. Such an organization would have its
own employees. People would connect their
computer terminalsinto it and they could
See prices. Everybody would plug in and if |
wanted to check a DS3 availability from
January 1 of next year through the end of
that month from point A to point B, | could
plug into that market, look at the database,
see what the prices seemed to beto get any
ideas about whether there were concerns
about availability. And | could say, well, |
want it and I’ll pay such and such price.

Franks Let me stop you right there. That
may be something that occursin thisindus-
try. When | say this market’s going to be
viable to trade by the end of the year, that
does not suppose that thereis an electronic
platform that everyone uses to do that by
year'send.

COOK Report: Because it sounds like the
initial stageisgoing to be at each mgjor pro-
vider that you’ re going to have one or two
or three or X number of employees of that
provider trained in the skills of how to talk
with anumber of similarly trained employ-
ees a some other provider. Inthat sense, it's
going to start out al very decentralized.

Franks Well, and I’m not going to even
predict whether it becomes centralized or
not. Because that isn't the most materiad is-
sue. Thismarket is at the very beginning of
development. It is highly unusual to see it
reach thiskind of fever of interest when the
actual benchmark product isn’t yet deter-
mined. Furthermore, every one of these ear-

lier markets has developed as a result of
some industry disruptive event, except for
this one. Except for this market, al the other
markets created something to trade around,
once there was price volatility. This market
doesn’t yet have what we would call price
volatility. The price is not going up and
down, it’sjust going down.

Supply Unlikely to Keep
Pace with Demand

The priceisin an exponentia decline. And
quite a steep one. But the real disruptive
event isthe realization by thosein thein-
dustry that, regardless of technologica ad-
vances, regardless of their fever to lay fiber
acrossthe world, thereisreally no way that
supply is going to consistently be able to
keep up with the ungodly incressein demand
at which we arelooking. Whereas there may
appear to be asupply glut right now, band-
width demand will riseto fill it and will ex-
ceed the available supply. Then there will
be another technological advance that will
increase the available bandwidth supply.
Then demand will rise again and so on and
so forth.

COOK Report: But with the technology ad-
vances, what you can squeeze out of apiece
of fiber isaccelerating.

Franks But when you look at the fact that
the Internet is becoming very rapidly the
principal communication tool of the world
market and particularly world commerce, it's
just agiven that you have to have an e-com-
merce site if you are a business. Applica-
tions are created on adaily basisthet require
more and more bandwidth and a population
that expectsinstant gratification. Large quan-
tities of data downloaded in ablink of an
eye. Software run over the Internet with a
speed previoudy enjoyed only when run on
desktops. Y ou have a population that has
grown up on STAR WARS and STAR
TREK and has very little true comprehen-
sion of what is do-able and economically
feasible. And their expectations are without
boundaries. Consequently, demand growsto
fill available supply..

COOK Report: So you have aneed for risk
management and financial planning in al-
most every level of every player inthein-
dustry, yes?

Franks There are a great many risks that
need to be managed in this emerging mar-
ket. For example thereis significant capital
at risk when one electsto build acircuit. As
an indsutry, we' ve got to do something
infrastructurally to make it possible to buy
and sdll excess bandwidth for shorter peri-
ods of timeto better utilize the assets dready
in place. The creation and devel opment of
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thisincremental market will provide afway
to do just that.

COOK Report: And again, probably much
more so than with any other possible com-
modity, therate at which you use TCP/IPis
difficult to predict because it is so very

bursty.
Franks Absolutely.

COOK Report: All of asudden, | need ev-
erything that’s there and then all of a sud-
den, | gorelatively quiet.

Franks That'sright. So what that meansis
that one thing this market, whatever shape
it takes, will provide relatively quickly, is
the ability to buy and sell some standard-
ized form of bandwidth for shorter periods
of time without the weeksto monthsit take
today to provisionit. Thisisavery positive
thing. It will givetraditional peoplein the
industry an additional market and additional
people to buy and sell what they are cur-
rently unableto.

COOK Report: It sounds like there is an
educational mission or need that you' ve just
outlined. Y ou want a cadre of people who
understand theimplications of dl this. Given
the players out there presumably it's going
to start with the identification and training
of somekey peoplein most of the key dark
fiber providers. These people will then be
ableto interact with the key peoplethat have
been similarly trained in the clients or po-
tential clients of the fiber providers.

Franks: It usualy starts at afairly high level
inside the organization. It involves letting
management and its executives truly com-
prehend what this market is and what it may
or may not be capable of doing for them.
Because many of the risk management-trad-
ing-broker types that are coming in and
speaking feverishly about thisissue sound
to the traditional telcos asif they are over-
simplifying the situation. It aso soundslike
they’re trying to change all the infrastruc-
ture of the industry and change al the way
businessis done and that isn't actually the
case. Well, we have two different cultures
trying to speak two different versions of
English. So thereisaleve setting that needs
to be done. Everyone needs to understand
what it isthat they are actually saying and
what the market can become.

COOK Report: Then the big problem for the
carriersishow they will make surethey have
enough capacity? But on the other hand, not

too much capacity?

Franks Y eah, everybody must have their
own philosophy on this. But thisisone area
where everyone can come together and are
doing so. Still it' saso confusing to many of
these people when they see reportslike the
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one Schroder & Company came out with
giving avery positive valuation to Enron,
just because of the existence of bandwidth
trading. And while there was nothing nega-
tive about what the report said, if you're not
well aware of where this product isin that
stage of commoditization, you can draw in-
correct conclusions.

COOK Report: So presumably with every
company or person that you want to talk to
and interact with there’ sno difficulty in ev-
erybody recognizing that we' ve got a prob-
lem here. Y ou can comein and say, “1 want
to talk to you about the problem of supply
and demand and pricing and the risk man-
agement palicies, that that you have. | want
to talk to you about some ideas as to what
you can do to plan more rationaly.” And at
some point, you can easily agree with each
other on what the problemis.

Franks That isn't anissue. People are very
hungry for information at this point. And also
for ideas and knowledge.

COOK Report: Then you comein as some-
onewho saysto them: for thefollowing rea
sons, it looks like the industry needsto move
inthisdirection and here are some ideas that
will help you understand why and what
needs to be done.

Franks Well, | don't usually take a posi-
tion asto whether the industry actualy needs
to moveinthisdirection, I'm just there to
say heré swhat it is, here swhereitis, here's
what' s going on, here are some possihilities.
Here’' swhat will or will not resolve. | do
that at afairly high level and then if they
decide they want to go further, we can. There
are anumber of different roles one can play
in this market. And many times companies
need an assist in Strategizing their entry into
amarket and, specificaly, which role they
should be playing.

COOK Report: It sounds like in the one
sense that there is probably a segment of
companies out there where the educational
roleisvery basic and just beginning. Prob-
ably some other portion of the companies
presumably you' ve already been talking to
and various sets of people are getting more
aware. But what do you have to do the rest
of this year to get from thisinitial every-
body knows we've got a problem, to well,
since thereis a problem, some of the ways
of looking at the problem are to think about
how would you develop bandwidth trading.
If I'm an executive and | listen to your pre-
sentation, I’'m sold, what happens? How do
we get from the very beginning to where
you see things being at the end of the year/

Franks Well, each company is going to
have to make a determination asto what they
want to see at the end of the year. Which we
can, of course, help them figure out, based

on their core competencies and risk profiles
and basic philosophies. But then it's
very important and we do advise clientsto
get involved in industry endeavors to cre-
ate, for example, abandwidth trading orga-
nization, which will be a self-governance
organization, for issues surrounding band-
width trading. We encourage them to par-
ticipate, if they are not already, in any kind
of industry endeavor or task force around
Quality of Service. And any of those issues
that fit into what role they believe they
should play and what they would liketo see
in their industry. They just have to be ac-
tive.

Straw men in Search of
the Industry Benchmark

COOK Report: If you're going to have some
kind of a market functioning, you have to
develop, between now and then, you have
to develop some kind of uniform contract,
you have to develop what your benchmark
isand what’ s going on there? Is there al-
ready a nascent industry trading organiza-
tion beginning to form?

Franks Yesfirst meeting is actually next
week (March 23). These things are happen-
ing rather rapidfire, but the first meeting of
that is actually next week, in Washington,
D.C., and there are carriers and representa-
tives from energy trading groups. For the
Washington meeting there is already one
straw man out there that Enron has proposed,
but there are other straw men under devel-
opment that will be thrown around in the
industry as possible benchmark product to
trade. Now about three weeks ago Stan
talked to you abit in your interview with
him about an OCA48 product.

COOK Report: Yes.

Franks Inthe meantimeheand | have dis-
cussed it further. 1t makes sense to you talk
about an OCA48, but it’s harder to see how to
use a benchmark product if you limit that
benchmark or design that benchmark around
a specific city pair. Enron’s straw man, or
theinitial thing they’ re throwing out there
to trade, (not that they believeit will bethe
ultimate benchmark,) isa DS3 between New
York and L.A. If one continues down that
path and stays with a specific city-pair asa
benchmark, | fear that it makes the product,
or the benchmark, more difficult to apply to
other city-pairs. Like London to Tokyo.

COOK Report: Okay. Arethere some alter-
native ways of thinking about the situation.

Franks What Stan and | came to this week
is, yes, perhaps an OC48 makes agreat ded
of sense, given the way technology is mov-
ing. Maybe not today, but at some point in
the near future. Again, note that, we' re try-
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ing to be technologically independent. But
We believe that should be a mileage-based
benchmark. For example,an OCA48 contract-
Size 100 miles. Now, that'sonestep. | f
you take it alittle further down our evolu-
tionary path, and perhaps beyond this year,
because theindustry isgoing to haveto learn
how to use this product, then you pull the
electronics off of the OC48 and what you
end up with isalightwave.

COOK Report: Like acolor in the sense of
dense wave division multiplexing.

Franks Right, so it isquite conceivablein
the near future that what we will be trading
is some quantity in miles, maybe 100 miles
istoo small, it might need to be larger just to
have a decent-sized contract. But perhaps
we' Il just be trading lightwaves. Which aso
has a cool factor. Who wouldn't enjoy hav-
ing a business card that said “Lightwave
Trader”.

COOK Report: In the sense of advanced
technology?

Franks Yeah, ol mean, your businesscard,
instead of just saying Futures Trader or
Trader, says Lightwave Trader. Trader of
Lightwaves. That's somewhat futuristic But
it actualy works. It then becomesthat thing
that Stan and | were trying to do two years
ago in coming up with something that is
technologically independent and is not tied
to acity-pair. It becomes the fungible prod-
uct we' relooking for.

COOK Report: Just to underline something
then, at therisk of being alittle didactic, if
you'retrading an OCA48, that is, in order to
be an OC48, you have to have specific equip-
ment attached there. And you're dready dic-
ing and dicing alightwave in certain ways.
So what you are doing is moving alittle bit
up inthelevel of abstractness.

Franks Right, but it doesn’t make senseto
begin to trade lightwaves right now, because
it doesn’t solve anything for the industry.
These devel opments need to occur as the
industry can absorb and accept them....and
must be the result of aneed in the industry
to work.

COOK Report: That's true. But suppose
you' re thinking of a short-term, immediate
need of two weeks from now and there'sa
convention in such-and-such acity or some
event and we need to get into point A and
out of point A with some sort of quantity.

Franks Wdll, lightwave trading isn't what
you can doright now. If it happensat dl itis
some point in the future — and it may be
just two years away, given how fast these
thingstend to evalve, then it does make sense
to trade light waves, because we have
learned much, much more at that point in
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time.

To takeit back to your concept of an elec-
tronic trading platform. Keep in mind that
the movement to an eectronic platform does
not change business, it only speedsit up.
Also keep in mind that this bilateral trading
market has not yet developed any kind of
consistency that makesit actually possible
for anyone to put what they need to put on
an electronic platform. This situation makes
it very difficult to conceive of asingle eec-
tronic platform for the buying and salling of
this form of bandwidth market. It is more
likely that multiple electronic platforms for
the buying and sellingof bandwidth will
emerge....somemay befor bilatera markets
and othersfor blind match. ..others for auc-
tion and reverse auction. It isalso easy to
visualize atrades subscribing to multiple
platforms....buying one then selling
another . ...continuoudy taking advantage of
the opportunities.

| do believe that after thisyear, wewill seea
|ot more reason to have perhaps maybe two
or three different electronic platforms that
become, then, portalsfor the carriers store-
fronts. And it makes it a seamless way for
industry participants to go out and buy and

sell bandwidth. But, we aso need to have
some consistency between products, we
need to have some standardization of terms
and conditions. And some actua reason to
doit on an electronic platform. If it other-
wise takes you 90 daysto get started after a
trade, then the speed of an electronic plat-
formishardly relevant.

COOK Report Well, technology develop-
ments are coming. For example some of the
stuff that Sycamore is doing, with its new
optical switching.

Franks Absolutely. But they’re not there
yet.

COOK Report: But, six months, ayear?

Franks Absolutely. However, we ve got to
have those devel opments to make it even
necessary to use an dectronic platform, oth-
erwise we re force-fitting the e ectronic plat-
form on something that works just fine on
the telephone.

COOK Report: One question. Istheidea
that, if you look in the most general way at
what may happen between now and theend
of the year the educational process that

you' re undertaking with executivesin vari-
ous and sundry companies will continue.
You're seeding at the periphery and asare-
sult of the seeding you’ re doing, presum-
ably companies are going to begin to get
interested in joining thisincipient bandwidth
trading industry forum?

Franks Wéll, | don’t think that it' sjust edu-
cation through the end of the year. Enron
has already thrown the straw man out there
for the DS3 and completed afew transac-
tions under that. These are transactions with
other industry participants. So, in addition
to getting educated, | think we will see
people jumping in and getting their toes wet.

COOK Report: In other words transactions
may just be something that individual par-
ticipantsin the forum decideto doon anin-
dividually negotiated basis. Let’ s experiment
over the next months. I'm carrier A, you're
carrier B. | would suggest that when we have
aneed or something to trade, here’s some
defined basis on which we could consider
contacting each other. Here swhat we could
do and here's maybe how we could do it.

Franks Right.

Use of IGBP in Network Design Disscussed

Many Variables and Tradeoffs illustrate Complexity of Design Decisions

Editor’sNote: We publish anarrative sum-
mary of roughly the first half of a discus-
sion on the use of IBGP protocol in estab-
lishing a network mesh architecture with
more that 30 Cisco 7500 series routers.
Among the design issues involved are the
ability to deal with fast convergence versus
increasing changesin network “ state”.

On April 1 on the inet-access list Andy
Walden wrote;

Just curious about some of the issues that
could arise through putting 35 or so Cisco
75xx at popson amgjor providers backbone
and then running IBGP with asingle ASand
BGP with the provider and probably some
othersdso a each point. What isasafe num-
ber of peersfor fully meshing like this?
Would confederations or route reflectors
work better to cut down on the size? How
many routersin aconfederation would work
best? What €l se needsto be considered in a
situation like this? Thanks for the time.

Dave Cooper: About35 routers w/ 75xx
should be no problem running a full ibgp
mesh. | would only consider route-reflec-
torsif you plan on expanding further down
theroad. If your running client-to-client re-
flection, thiswill limit your client’s number

of *best paths* to the number of route-re-
flectors. This and other factors need to be
considered before running rr’s.

Vijay Gill (April 2): Of course, it could be
argued that BGPisfor disseminating NLRI,
while the path sdlection (which may or may
not include ECMP), should be handled by
the IGP. Since the peers only propagate best
paths and the clients are downstream of the
RRs, one could argue that the multiple view
at the client level isn’t buying you awhole
lot.

Sean Doran: Thiswould beaslly argument.

All routing protocols disseminate NLRI; that
istheir function. This disseminated NLRI is
then processed by path-sdlection agorithms
invariousindividual routers, in the process
of building aforwarding table.

Any routing protocol presents either anin-
dication of reachability of prefixesthrough
one’simmediate neighbour, or data with
which one can construct a connectivity
graph. The former isavector, whichisahit
of information along the lines of someone
telling you, “1 know how to reach this net-
work, and it costs X touseme’. Thelatter is
alink gate, whichislike, “Thislink iswork-
ing, and using it costs X”. Link-state an-
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nouncements also usually carry some “un-

defined-cost vectors’, which behave like,

“These prefixes are directly reachable via
this node”. (The prefixes may be directly
connected, or reachable over some “foreign”

network the |GP canhot map).

NLRI = Network Layer Reachability Info,
which is one of those wonderfully easy to
understand BGP terms that basically means
“vector”. So, you're partly right — iBGPin
asenseinteracts with an IGP to provide the
equivalent of undefined-cost vectors.
(“These networks are directly connected to
node X", where X is usualy aloopback or
interface address).

S0, | don't think you mean “ path selection”
here, since that means sorting through aRIB

== Routing Information [ Data] Base) filled
with information from a particular routing
protocol. IGPs and EGPs (like BGP) sim-
ply populate aRIB. A path selection algo-
rithm isrun by each router on that RIB, in
order to determine the appropriate to pro-
gram one' s forwarding tables.

For routesin theiBGP RIB, the path selec-
tion algorithm results in a BGP next-hop
address, which may not belocal. One there-
fore does a path sdlection using the IGP RIB
to determine how to reach that next-hop.
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Path selection algorithms are a so used to con-
struct BGP adj-out RIBs, which are essentially
lists of vectors one will send on to one’'s BGP
neighbours. The IGP RIB isusually unimportant
except occasionaly as aresource for extrainfor-
mation (e.g. outgoing MEDS).

| don't even know what ECMP means In En-
glish, maybe?

Gill: Equa cost multipath. [. . . ] pathing wasthe
incorrect word to use.

Asfar asibgp meshes go, 75 routersin afull
mesh istrivial with the caveat that routers Dave
Cooper is running tend to be on the high end of
the scale asfar as horsepower goes.

Cooper: | would not suggest running confedera
tions.

Gill: Reasons?

Cooper: Asfar asother thingsto condder... RSP-
2, memory, number of full views each router is
taking (which will bog memory and cpu when
converging).

Gill: When doing resource consumption model-
ing, it hasturned out that CPU isn’t quite a prob-
lem, but rather, the propagation of the tablesis.
That is, quadrupling your CPU does not help 4x.
At some point, BGP, being carried by tcp with
attendant slow-start, congestion control etc.
mechanisms, runs into a convergence issue as
your updates asymptotically approach 100 as a
percentage of the time on a percentage basis as
your cpu power approaches infinity.

Doran: “apercentage of the time on a percent-
age basis’? Areyou acivil servant?

Gill: Just coming back from Sweden, speaking
in tongues.

Doran: | _think_ this sentence fragment reduces
to:

Asyour CPU power increases, the amount of
CPU time spent doing updates gets closer to
100% but never quite reachesiit.

Wow. How about rephrasing thisinto something
that makes sense?

Gill: In smplewords: your upper bound on con-
vergenceis not cpu, but rather how fast you can
spread the knowledge around. All routing proto-
coals currently work on old state, the limiting fac-
tor is getting that state spread around

Doran: Well, if you can find arouting protocol
that can predict future state reliably, rather than
propagate stuff it already knows about, | am sure
you will find much more interesting applications
for your algorithms than simply doing IP rout-

ing. -:)

If you are referring specifically to BGP-over-
TCP, rather than any other protocol, then thisis

likely the case. The limiting factor hereis TCP,
50 in the presence of unlimited CPU and memory
bandwidth, we are stuck with BW =
max(cwnd,rwnd)/RTT.

However, there are all sorts of assumptionsin
there; in reality, you will never eliminate all
bottlenecksin asufficiently complicated network,
and while in steady state you may have suffi-
cient resources to make max(cwnd,rwnd) inter-
esting, itisnot at all clear that CPU and memory
bandwidth will not be the bottleneck in the event
of Byzantine de+reconvergences. Thisis, after
all, one of the reasons TCP is used for BGP -
slamming rwnd down to zero is a perfectly ac-
ceptable response by aresource-short receiver.

Moreover, the world is not BGP; anon-TCP op-
timal flooding scheme should be able to propa-
gate al state changes at propagation delay (you
insert the state change information at the front of
any outbound interface queue). By giving con-
trol traffic precedence, and by being clever in
queue maniupulation (rewriting al ready-queued
state announcements), you certainly can approxi-
mately eliminate the argument that spreading
state knowledge around is the limiting factor.
However, now you have to begin to worry about
the amount of CPU time spent in processing all
the state knowledge, and what to do in the event
you have aresource-short receiver...

Fundamentally, fast convergenceisan attractive
deity for some to worship. | don’'t pray at that
altar, because | believe | know how to scale a
network for stability, rather than for increasing
amounts of state change. That is, in my opinion,
resources are better spent on keeping network
gate change to a bare minimum, rather than deal-
ing with increasing state changes over time. Of
course, thisis a pragmatic engineering decision;
the correct answer is agood research topic. -:)

Gill: If you take time X to reduce a set of nlri
into aforwarding table you can use to determine
what out interface to send packetsto and to spread
that knowledge around so you have “conver-
gence”, the faster your cpu gets, thetime X is
bounded by dissemination of information. i.e. if
you get infinitely fast CPU, your convergence
will not approach O s.

Doran: Well, yeah, because of propagation de-
lay. But you mean “will not reach”, right? (Hence,
the origina use of the word asymptaticaly, yes?)

It certainly can approach Os, simply by making a
network occupy avery small volume (thus re-
ducing propagation delay).

Effectively, what you seem to mean to say isthat
if you throw enough resources a the convergence
problem, you can make it work such that even
huge network ingtability can be managed, if there
issufficient inter-router bandwidth available for
control traffic. Or am | misunderstanding you
again?

Gill: | am saying quite the opposite, that throw-
ing resources a aproblem isNOT going to work
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(resourcesin this context mean super fast CPUs),
hence need for aggregation and hierarchy.

Dan Golding: There was certainly atime when
75xx routers were considered to be on the high
end of the horsepower scale....

Doran: Only by Cisco marketing, and their
apologists.

The 7500 wasinitially a DOWNGRADE from
the 7000 + SSP. Rather than continuing the in-
telligent separation between the packet-forward-
ing function and the router function (which pro-
grams the packet-forwarding hardware), every-
thing was glommed back onto asingle CPU. It
was not until sometime later that the Wellfleet
model of intelligent interface cards, which did
their own forwarding independently from the
router processor (but under itsdirection) that the
7500 became anything but an AGS-.

There are still horrendous flaws in the 7500 ar-
chitecture. The busses are really badly thrown
together, and the MEMD mechanism for absorb-
ing short-term bursts towards the “ switching fab-
ric equivalent” isinsufficient to support high
bandwidth traffic at any reasonable end-to-end
delay.

A much smarter thing to do at the time would
have been to build a bigger, better SSP, and
evolve towards a multiple SSP system, where
there would be some sort of SSP-to-SSP fabric,
with each SSP driving a set of stupid interface
cards.

The VIP model is much the same — you get an
SSP-like function in the VIP side, and they drive
one or more PAs.

The GSR model isacleanup of the VIP model,
or rather a complete redesign. It works reason-
ably well. What a pity that you need 7500s to
talk to a huge number of interfaces, because
Cisco'sfocus on line cards differs substantially
from what the port adaptor people ook at.

Golding But that is certainly not the case now.
They aremid-level a best. The big peering rout-
ers these days are Juniper M20/40, GSR boxes,
Foundry BI8000, etc. It's awfully easy to peg
the CPU on a 7513 with RSPA4.

Doran: What are you doing with the RSP? If
you useit to forward traffic — i.e., you're not
doing distributed CEF, and/or you're using old
interface processors— yes, I'm not surprised the
CPU pegs. But otherwise, the CPU should be
sufficient.

Golding | would be cautious about running 75
routersin afull mesh when there are other solu-
tions.

Doran: Why? There are tradeoffs one way or
the other; afull mesh exposes fewer hard-to-fight
operational conditions (and fewer bugs!) than
most of the other solutions
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Some ICANN
Footnhotes:

Editor's Note: ICANN'’s story doesn’t
change. It just continues the charade de-
scribed inthe last issue - Internet governance
by Marx Brother’s comedy. Some of the
amusing skits that we have noted since the
May issuefollow. Thelast of these four
items deserves a bit more respect. ItisJohn
Berryhill’ s rather brilliant commentary on
an amusing skit.

Footnote 1: NEW
INVESTIGATION

Last October 19" buried in a Conference
report in the closing days of congress and
unnoticed by the press, another ICANN in-
vestigation was ordered, this time by the
GAO.

CONFERENCE REPORT ON H.R. 2670,
DEPARTMENTS OF COMMERCE, US
TICE, AND STATE, THE JUDICIARY,
AND RELATED AGENCIES APPRO-
PRIATIONS ACT, 2000 (House of Repre-
sentatives - October 19, 1999) isthetitle of
the report. http://www.osec.doc.gov/bmi/

CJSBill,Report.html isthe url.

“The conferees direct the General Account-
ing Officeto review the relationship between
the Department of Commerce and the
Internet Corporation for Assigned Names
and Numbers (ICANN) and to issue are-
port no later than June, 2000. The conferees
request that GAO review: (1) thelegd basis
for the selection of U.S. representativesto
ICANN'’sinterim board and for the expen-
diture of funds by the Department for the
costs of U.S. representation and participa
tionin ICANN'’s proceedings; (2) whether
U.S. participation in ICANN proceedingsis
consistent with U.S. law, including the Ad-
ministrative Procedures Act; (3) alegal

analysis of the Department of Commerce's
opinion that OMB Circular A-25 provides
ICANN, asa project partner’ with the De-
partment of Commerce, authority to impose
feeson Internet users for ICANN’ s operat-
ing costs; and (4) whether the Department
has the legdl authority to transfer control of
the authoritative root server to ICANN. In
addition, the conferees seek GAO'sevaua-
tion and recommendations regarding plac-
ing responsibility for U.S. participation in
ICANN under the Nationd Ingtitute of Stan-
dardsand Technology rather than NTIA, and
reguest that GAO review the adequacy of
security arrangements under existing De-

partmental cooperative agreements.”

Editor’s Note: Apart from its contribution
to the general American strategy of obfus-
cation where control of DNS and hence the

Internet lies, we don’t have great expecta-
tions from the study.

Footnote 2: THE
EUROPEAN
COMMISSION TRUSTS
U.S. LESS

At PERLINK http://www.icann-
studienkreis.net/intgov.htm  http://
www.i cann-studi enkrei s.net/intgov.htm we
find dated Brussels April 7" the following
report. Bold faced emphasisis our own.

COMMUNICATION FROM THE COM-
MISSION [of the European Communities]
TO THE COUNCIL AND THE EURO-
PEAN PARLIAMENT

The Organisation and Management of the
Internet -- International and European Policy
| ssues 1998 - 2000

EXECUTIVE SUMMARY
Introduction

The organisation and management of the
Internet infrastructure involves severd lim-
ited but essential technical coordination
functions. This Communication addresses:
- recent developmentsin this area, during
the 1998-2000 period. - transfering the US
Government’ sresponsibilitiesto ICANN*
- the principal policy issues for the Euro-
pean Union and internationally, and - op-
erational conclusions for the European
Union. The Communication aso draws at-
tention to the current expansion of the
Internet in Europe and itsincreasing impor-
tance as a key economic and social infra-
structure. Thisislikely to put the capacity
of the exigting system under some strain. The
Commission has already taken some mea
sures aimed at improving the economy and
efficiency of the communicationsinfrastruc-
ture for Internet use and will continue to
monitor the development of the situation.

I nter national Aspects

The European private sector participants
have played acritica rolein establishing the
European Union’s position at al levelsin
the global coordination of the Internet in-
frastructure functions: the ICANN Board
and Supporting Organisations, the DNS
Root Server system, Internet Registries and
Registrars and in the IETF and the World
Wide Web Consortium. Without that com-
mitment, the public policy role of the EU
and the Member States would be much less
effective, if not impossible. Maintaining and
deepening European private sector member-
ship and participation in the ICANN
organisation isacritical pre-condition for
successful participation by the EU both from
the point of view of the Internet user com-

20

munity in Europe and from the point of view
of public policy.

Regarding the EU’ s international role, the
Commission requests the Council and the
European Parliament to confirm the Union’s
existing role as a participant, co-ordinator
and, where necessary, negotiator in thisarea.
This involves the International
Organisations, notably WIPO and the ITU,
bilateral relationships with several govern-
ments, including the United States and the
role of the European Union and the Mem-
ber Statesin the ICANN Governmental
Advisory Committee (GAC).

These international responsibilities go be-
yond asimple presence and oversight of the
ICANN process. They aso involve specific
aspects of EU public policy: - the neutral
global role of ICANN - the scope of the US
Government’s remaining powers over the
Internet infrastructure - international aspects
of intellectual property, competition and data
protection policy - the scope of ICANN's
authority regarding Registries and Regis-
trars. Creating and maintaining an envi-
ronment for neutral international juris-
diction is proving to be even mor e diffi-
cult than had been originally envisaged
when this process began in 1998. [Snip]

Domestic EU consider ations

The Communication also addresses a num-
ber of European policy issuesthat require
further attention during the monthsto come,
that will also require the continued support
and cooperation of the Council and the
Member Statesif the Commission’s objec-
tives are to be achieved. These include: —
Internet Domain Name System: appropri-
ate follow-up to the Commission’ s recently
launched public consultation on the creation
of anew Internet Top Level Domain: Dot-
EU. An additional Communication is envis-
aged on this question before July 2000; —
Intellectual Property Rights: preparation of
acode of conduct or other appropriate in-
strument to address abusive registration of
domain names(“ cybersquatting”); — Na-
tional Country Code Top Level Domains
(ccTLDs): - implementation of the guide-
lines recommended by the ICANN-GAC -
preparation and implementation of guide-
lines for data protection and privacy - de-
velopment, by the national Regigtries of best
practice for registration policies. — Alterna-
tive dispute resolution (ADR): Development
of and implementation ADR policiesin the
light of the WIPO recommendations appro-
priate for TLD Registries operating in the
EU. -

Competition policy:

The Commission will ascertain whether
agreements and business registration prac-
ticesin the area of Internet Organisation and
Management fall under the EU competition
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rules (Articles 81 and 82) and, where neces-
sary, will take the gppropriate action on the
basis of its direct powers under the EC
Treaty”. These policy developments will
continue to be co-ordinated as appropriate
with the Member States through the exist-
ing Internet informal working group, con-
vened by the Commission.

Thelnternet Infrastructure

The topography and capacity of the Internet
backbone infrastructure in Europeisasource
of some concern. The current structure of
pricesand available bandwidth have had
the effect of diverting a significant pro-
portion of European Internet traffic
acrossthe Atlantic and back. Theresult-
ing costs and inefficiencies are alr eady
burdensome and will becomeintolerable
asincreasing proportions of communica-
tions and commerce migrate to the
Internet in the foreseeable future. The
security and competitiveness of I nternet
communicationsin Europe consequently
depends on the security and costs of the
US-based Internet exchange points. The
Commission intends as a matter of urgency
to complete its information in this respect
and to pursue its policy aiming at encourag-
ing the rapid roll-out of very high bandwidth
Internet backbone throughout the European
area.

Conclusion

In the light of the Presidency Conclusions
of the Lishon European Council, the signifi-
cance of these issues can only be re-
emphasised. I ndeed, thewhole scope of the
I nformation Society and electronic com-
mer cein the European Union, and world
wide, isinfluenced by the stability, and
reiability of thelnternet in the context of
itsextremely rapid growth. The European
Parliament and the Council areinvited to
endorse the policies and actions envisaged
by the Commission in this Communication
and to support their implementation in co-
operation with the Member States. These are
summarised in Chapter 10 of this Commu-
nication.

[And in section 5.4 report itself we find the
following chain of reasoning. (a) DoC has
reasserted its control over ICANN. (b) the
European Commission has been assured by
DoC that ICANN will receive afull turn over
of US gov’'t authority by October 1, 2000
[Editor’s Note: if the commission really
thinks the Clinton Gore Administration will
divest the root less than 40 days before the
USedections, it is serioudy dduded.] (c) the
COMMISSiOn expects necessary governmen-
tal oversight of ICANN to be achieved on a
multilateral basis, in the first instance
through the Government Advisory Commit-
tee]

54 Exercise of ICANN’s Authority

“Under the agreements with US DoC and
NSI, ICANN isalso obliged, to the Regis-
try and to all accredited registrars, to com-
ply with specified procedural requirements
governing the exercise of its authority, par-
ticularly regarding consensus-building. The
US DoC has a so reasserted its rights of su-
pervision over ICANN policies, including
any amendments to ICANN’ s agreements
with NSI. Furthermore, ICANN shall not
enter into any agreement with any succes-
sor registry to NSl for the .COM, .NET. and
.ORG TLDswithout prior approva by US
DoC. Should US DoC withdraw its recog-
nition of ICANN or any successor entity by
terminating their Memorandum of Under-
standing, ICANN agreesthat it will assign
to DoC any rights that ICANN hasin all
existing contracts with registries and regis-
trars.”

“The broad scope of the powers and authori-
ties reasserted by the US Adminigtration (as
recently as November 1999) notwithstand-
ing, the US Department of Commerce has
repestedly reassured the Commission that it
is till their intention to withdraw from the
control of these Internet infrastructure func-
tions and complete the transfer to ICANN
by October 2000.”

“The Commission has confirmed to the US
authorities that these remaining powersre-
tained by the United States DoC regarding
ICANN should be effectively divested, as
foreseen in the US White Paper. The neces-
sary governmental oversight of ICANN
should be exercised on amultilateral basis,
in the firgt instance through the Governmen-
tal Advisory Committee. The Commission
will take the necessary stepsto ensure that
the principles of openness, transparency and
respect for international agreements, are
fully observed in the remainder of the tran-
stion phase and thereafter.”

FOOTNOTE 3: SOME
REFERENCES TO
INTELLECTUAL
PROPERTY ISSUES BY
ICANN BOARD MEMBER
JONATHON COHEN

According to an article“ Net regulators close
in on rogue domains’ posted on April 10 at
the Register by Graham Lea: http://
www.theregister.co.uk/000410-000004.html

“Cybersquatters are facing defeet as aresult
of the Uniform Dispute Resolution Policy
of the Internet Corporation for Assigned
Names and Numbers. Thiswas the conclu-
sion to be drawn last week at the inaugural
meeting of Cyberbe@t, a series of events
for the intellectual property community ar-
ranged in London by Virtual Internet Net
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Searchers. Jonathan Cohen, aCanadian in-
tellectual property lawyer and member of
the ICANN board, drew attention to a num-
ber of problemsthat till need to be resolved.
[Snip]

It has been along road to get ICANN estab-
lished and the UDRP working, Cohen told
us. The objectors were generally from one
of three groups: companiesthat had avested
interest in a particular outcome; objectors
who claimed public policy motivations for
their opposition; and dissidents who were
known in some cases to have received fi-
nancial support for attendance at meetings
from NS, as part of its effort to keep its
monaopoly. When questioned about the “ con-
stituencies’ they claimed to represent, and
the source of their funding to attend meet-
ings, they were not forthcoming. Itisnow
believed that there are new policiesin place
a NSl following the appointment of Roger
Cochetti, formerly in charge of electronic
commerce regulation at IBM, as senior VP
and chief policy officer in February.”

FOOTNOTE 4: FROM
JOHN BERRYHILL TO
WORKING GROUP B OF
THE DNSO ON APRIL 14

(Referencing the Small Business Adminis-
tration conference call on trademark issues
indomain names earlier in the week of April
10, 2000.)

Mr. Menge,

Thank you for providing the opportunity for
those concerned to present their views on
the impact of proposed new gTLD provi-
sionson small businesses, and for soliciting
input into the upcoming SBA Office of Ad-
vacacy report. The following summarizes
the two pointsthat you had requested | send
to you. Unfortunately, my legal training
causes my “summaries’ to sometimes be
longer than the points themsalves. Asfar as
getting consensus on a compromise pro-
posal, you can scrall to the Conclusion.

Point (1) - The ProposalsHave No BasisIn
Technology Or Law

My comments essentially boil down to the
fundamental maxim of Law, “Where there
isaright, thereisaremedy.” The ICANN
Intellectual Property Constituency’ s various
exclusion or “sunrise” proposalsarenotin
accordance with the remedial nature of the
Law. These proposals are for prospective,
pre-emptive restraints of the kind that we
do not permit our own government to exert
in the enforcement of criminal law relating
to the use of words. Why should private in-
dividuals have greater power in the context
of potentia civil liability?
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These proposals have perverted Law to
“Where thereis aright, thereisaway to
prevent people from violating it.” That has
never been the way Law functionsin our
society, and it has certainly never been the
way the Internet functions. If it's not “tech-
nical administration”, and if it isnot “law”,
then | don’t know what it is. Technical con-
cerns say (a) domain name alocations are
to follow RFC1591 - firs come, first served
and (b) there is aneed for a larger name
space. The Law says that violations of pri-
vate rights can be remedied after the fact.
The IPC/WG-B proposasdo not arise from
valid technical or legal principles.

EricMengel saPedophile.comislibdous, and
has legal consequences as a string of text.
HaveSexWithMeForMoney.com isacrimi-
nal solicitation.
TheHolocaustlsalewishLie.com islikewise
acrimina utterance, but in Germany, not the
U.S. MuhammadTheProphetAtePork.com
is blasphemous and likely a capita offense
in severa countries.

Y et, despite these and other categories of
legally significant utterances, some even
criminal in nature, nobody is proposing a
prior restraint on them. Trademark infringe-
ment is only a subset of a much larger cat-
egory of legally-proscribable uses of apha
numeric characters. Why, among all forms
of legally significant text strings, are trade-
marks singled out for a heretofore unknown
pre-emptive right? Because ICANN, atech-
nical body, has an “Intellectual Property
Constituency” with non-technical concerns.
Thereisno “Libd Constituency”, “Crimi-
nal Solicitation Congtituency”, or “Religious
Consgtituency”. Why not? Because theseis-
sues do not relate to technical administra-
tion, which is the mandated mission of
ICANN. These are questions you can pass
aong to the GAO personnel studying the
structural and delegated authority aspects of
ICANN.

Despite the talk about the “importance of

stability to the development of e-commerce’,
ICANN was not chartered to be about com-
merce or whatever ese for which theinternet
might be used. They are supposed to be run-
ning narrow technical aspects of acomputer
network. “ Do the bits get from one end of a
wire to the other?’ is not alegal question.
Re-engineering the remedid principle of law
as aproscriptive technical policy makesno
sense.

Trademark infringement happensin tele-
phone book listings. All kinds of shady folks
get fradulent telephone book listings, or use
“Yellow Page” ads which infringe trade-
marks or convey afalse or unfair commer-
cial impression. These situations are dealt
with all of the time by trademark lawyers.
They are not dealt with by providing apre-
emptive famous name list or a sunrise pe-
riod for telephone books. In fact, the mak-

ers of the telephone books are not held li-
ablefor these kinds of things. In the context
of 800 number assignments, the FCC has
decided that dealing with trademark issues
isajob for trademark lawyers, and not for
technology policy makers at the FCC. Why
should ICANN be any different?

The DNSisatdephone book. It maps names
to numbersin precisdy the same way. Why
isit that we manage to publish telephone
books without difficulty? Why would we
argue about adding a new telephone ex-
change in an area code, become concerned
that the possibility of agreater number of
telephone listings would provide more op-
portunities for trademark infringement, and
suggest that it would subject the telephone
book publishersto legal liability? Because
they are ridicul ous assertions. But somehow
they are taken serioudly in the context of the
DNS.

Even when someone has successfully as-
serted a trademark right involving atele-
phone listing, the books themselves are not
published again until ayear later. The DNS
can be altered within a matter of hoursto
reflect a succesful, and remedial, assertion
of trademark rights. That servesthe inter-
ests of | P owners even more efficiently than
an anal ogous system -phone books - with
which we have lived comfortably for years.

To make the picture even clearer. | canin-
fringe trademarks with my business card,
letterhead stationery or outdoor signs. But
when | walk into the print shop, thereisno
I P daemon sitting on the shoulder of the
printer with the job of determining what
words | may or may not have imprinted on
my business materials. | bear thelegal con-
sequences of my choice, but | am asfreeas
anyone else to have my own business mate-
rials without having to wait outside during a
“sunrise period” in which the “first among
equals’ negotiated what isto be left over for
meto have.

And so we develop a byzantine system of
chartered and non-chartered TLDs, and a
system of restrictions and lists and sunrise
periods on top of that. The next day after I, a
lowly individual, am allowed to register
domain names with the great unwashed
masses, | obtain generic.generic (in the new
“generic’ TLD). And the day after that | set
up my server to resolve
kodak.ibm.cocacola.generic.generic/
kiddieporn.html . Then what did any of this
nonsense buy for anyone other than delay
and large expense account bills?

Bold prediction #1 - there will continue to
be rampant intellectual property violations
on the Internet. Bold prediction #2 - there
will be no way to prevent it, but there will

remain remedies at law.

Point (2) - Artificial Constriction of the
Name Space by the IPC is Hurting Small
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Business

There already are mechanismsto enforce
trademark rightsin cyberspace - the UDRP
and the ACPA among them. Both of these
mechanisms are available to anyone who can
afford alawyer, which, with the UDRPin-
cludes many but not all small businesses.
Genuine cybersguatting hurts small busi-
nessesin smaller gross monetary terms, but
perhapsin larger proportionate termsfor the
affected businesses, than it doeslarger busi-
NEesSes.

However, when BigBusinessCo is faced
with a squatter who has occupied
BigBusinessCo.com, .net and .org, then
BigBusinessCo can readily afford to get rid
of the squatter. Joe's Fish Market is faced
with amuch larger problem, because they
cannot so reedily afford to do the samething.

The presence of alarge, and | mean very
large, number of TLDs does two thingsto
help Joe' sFish Market - it increasesthe cost
of pre-emptive cybersquatting and it de-
creases the vaue of any one domain name
occupied but not used.

If someone is sitting on the domain
“cocacola.irrelevant”, not producing any
content at a corresponding website, and de-
manding thousands of dollars from Coca-
Cola, then why would anyone, including
Coca-Colacare? The commercial injury to
Coca-Colaof atiny vacant idand in a sea of
thousands of TLDsis approximately zero.
Infact, itisactualy zero. Now, yes, thereis
such athing as trademark infringement, but
if the only thing one sees at aweb siteis
“ThisDomain for Salel” or “We Registered
At Lousynames.com!” then what is the ba-
sisfor any consumer to be confused about
anything? They were looking for a brown
fuzzy beveragein ared can. “Hmm.... must
not be at thisdomain name....”

Conclusion

Y ou had floated the compromise proposal

of amixture of “chartered” versus* non-char-
tered” TLDs, and how many of each there
should be. All I could think of during that
portion of the discussion is to consider

whether it would be agood ideato have a
large quantity of even numbersor odd num-
bers. In fact, there is no good reason not to
have an infinite supply of both.

The mechanismsfor redtricting registrations
according to various pre-emptive systems
are flawed technically asthey do not accord
with RFC1591, and they are flawed legally
asthey do not accord with the remedid char-
acter of Law asweinthe West have cometo
know it over alearning curve of hundreds
of years. The IPC does not have the techni-
ca background to run the Internet, and WG-
B does not have the legal sophistication to
re-write basic trademark law. Thisisnot how
to run acomputer network.



Executive
Summary

Akamai, pp. 1- 12

Rapid and reliable delivery of web-based
content anywhere in the world has become
one of the most critical issuesin enabling
the continued the scaling of the Internet.
Web caching started out in 1996 as an at-
tempt of many |SPsto store locally asmuch
of the content of the web as possible. Each
I SP would make its own decisions about
what content to fetch and how oftento doit.
This system created many problemsfor web
content providers because they had no
knowledge about what was cached where,
by whom and with what frequency. Fur-
thermore, since caching distributed their
content to many sites, they had no reliable
way of reporting to their advertisers how
many people had seen the materid. It wasa
hit or miss system that no one was happy
with and one that created a major opportu-
nity for otherstofill. A year ago Sandpiper
and Akamal were the mogt talked about com-
petitors. We note that since then Sandpi per
has been acquired by Digita Idand and has
been focusing on the rapidly growing field
of business-to-business e-commerce, leav-
ing Akamai as the acknowledged leader in
genera content ddlivery.

In late 1999 Avi Freedman left his position
as Vice President of Engineering for
AboveNet to become Vice President of Net-
work Architecture for Akamai. We publish
along interview where Avi explainsin de-
tail Akamai’s extremely interestng business
model. What Akamai doesisenabled by a
very significant new use for DNSthat it has
developed.

Akamai it hasits own network of DNS serv-
ersthat keep in contact with each other glo-
baly. Akama’sother servers take the web
content of Akamai’ s customers and store it
in hundreds and then thousands of copies at
the edge of the network as Akamai’s global
network of servers continues to grow.
Akamai solves the problem of the world
widewait by pushing content as closeto the
end user aspossible.

Akamai’ s network of DNS serversthen ac-
complishes akind of global air traffic con-
trol task of communicating among them-
selves network traffic conditionsin red time
to determine which local server to send a
user’ srequest to or, in the event that regiond

traffic problems are interfering with local

reachability, how to retrieve the datafrom a
more distant server.

Within asite Akamai figures out what data
is not constantly updated. That datais mi-
grated to Akamai’ s edge servers on aregu-
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lar basis. The minimum amount of data
possible is pumped from the host web sites
to the edges, while each edge web server is
kept constantly informed of the best path to
get to the fresh host data it needs. Akamai
charges each web site owner for the aggre-
gate amount of its data delivered to end us-
ersanywherein the Internet. Thetable (at
the end of theinterview on page 12) shows
how many networks receive what percent
of Akamai’ stotal aggregate of content traf-
fic. Itsintelligent overlay network of DNS
serversthat direct web content look up must
keep very good statistics so that Akamai
knowswhat to bill each of its cusomerswho
pay to have their web sites included in
Akamai’ s distribution network.

Akamai has, in effect, created avirtual pri-
vate overlay of the internet where, as much
aspossible, it keeps packets on asingle net-
work and minimizes their having to flow
upstream to transit from one backbone to
another (where most packet |oss occurs) and
them move to the downstream customers of
the other backbone. Thismeansthat Akamai
can go to an ISP and ask to place its servers
in theits key POPsfor no co-location charge
and no charge for bandwidth used. Why?
Because it can generally show every ISP
how, with Akamai serverslocaly, itscus
tomerswill pull far less web traffic across
the ISP’ s backbone that they would if the
ISP tried to do its own caching. Or, if the
ISP just sent the packets back and forth to
the content provider’s central servers. In
addition Akamai can demonstrate how, in
return for nothing more than some co-lo
space and bandwidth, the ISP will save band-
width and give its customers better service.

Freedman a so describes how Akamai must
dedl with the needs of its customer’s central
serversthat are most often located at large
web hogting centers at major backbone sites.
In these cases he may act as an advocate for
the Akamai customer in procuring if neces-
sary some Akamai owned and operated short
haul links to ensure that they can have
enough burstable bandwidth to meet peak
traffic periods. Given his experience at
AboveNet which ran this type of operation,
he iswell equipped to deal with the web
based, content provider, the web farm back-
bone operator and the large number of down
stream networks where delivery oriented
servers can be placed as close to customers
aspossible.

Akamai has taken advantage of a narrow
window of opportunity to become, in con-
trast to the older generation verticaly inte-
grated backbones, one of asmall but grow-
ing number of content distribution networks.
Such anetwork hopesto solve problemslike
the peering problem for aBBN which inthe
summer of 1998 rebelled at granting Exo-
dus free peering because Exodus dumped
more traffic into BBN than it took out.
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Commoditizing
Bandwidth pp. 13-18

Focusing on her role in ongoing efforts to
develop acommodity market in bandwidth,
weinterview Lin Franksof Andersen Con-
sulting. Lin helpsto bring a non Internet
protocol perspective to the issue of band-
width commoditization by explaining in
some detail her role in the commoditization
of ail, natural gasand dectricity. Inthemid
90s she went to work for Portland General
Electric. When Enron acquired Portland in
early 1998 she met Stan Hanks. The inter-
view recounts how she worked with Hanks
to learn the technology issues for trading
bandwidth while techning the internet tech-
nical people what skills were necessary to
successful commodities trading.

For the past year Franks has been working
with Andersen consulting in developing a
training program that will acquit executives
at the large carriers with the issues behind
bandwidth commoditization, make certain
that they understand the staffing that must
be doneto get their companies ready to par-
ticipate in bandwidth trading, to help them
form an industry group that can agree on a
benchmark and standard contract and to
coach them through the process of carrying
out thefirgt trades. She notes that a nascent
industry trading association had its first
meeting in Washington, DC on March 23.

Although the price of bandwidth is declin-
ing, Franksisbullish onitsfuture. She states
that “thered disruptive event isthe rediza-
tion by those in theindustry that, regardiess
of technologica advances, regardless of their
fever to lay fiber acrossthe world, thereis
really no way that supply isgoing to consis-
tently be able to keep up with the ungodly
increase in demand at which we are |ook-
ing. Whereas there may appear to be a sup-
ply glut right now, bandwidth demand will
risetofill it and will exceed the available
supply. Then there will be another techno-
logical advance that will increase the avail-
able bandwidth supply. Then demand will
rise again and so on and so forth.”

IBGP in Network Design,
pp. 18 -19

From the inet-access list we present a brief
discussion on the complexity of design de-
cision issuesinvolving the use of IBGPin
network design.

ICANN Footnotes, pp. 20

-22
We present a brief series of ICANN goings
that readers won't be seeing in ICANN

Continued on page 2
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7 Continued from page 23

press releases. The first is the
announcement from last October of anew
investigation of ICANN by the GAO - one
that was announced with such stealth at the
time that we missed it entirely and from
which we expect very little.

The second is amuch more interesting April
7th, 2000 report from the European Union
noting with confusion that the Department
of Commerce’s public position on ICANN
isthat it isit (DoC) and not ICANN which
isin control of the DNS and ROOT. The
report complains that U.S. officials
nevertheless are till promising to turn over
all powersto ICANN by October 1, 2000.
It concludes with the expectation that just
before American electionsin the fall all
power will be turned over to an ICANN
under the watchfull eye of the Government
Advisory Committee. Overdl it shows how
raw European feelings have become on the
subject of American Internet technology
leadership.

The third is a brief from London on a
presentation by ICANN Board Member
Johnathon Cohen in which Cohen is aleged
to have said: “ It isnow believed that there
are new policiesin place at NSl following
the appointment of Roger Cochetti, formerly

-

in charge of electronic commerce regulamion\
at IBM, as senior VP and chief policy officer
in February.” Yet another IBM monetary
contribution to ICANN is announced at
http://www.icann.org/correspondence/ibm-

| etter-24sept99.htm.

Finally the fourth footnote is a brilliant April
14th critique by patent attorney John

Berryhill. Berryhill shows the absurdity of
the Michael Palage plan to grant trademark
interests full sway over alist of famous
marks and 20 variants for each one known
as the Sunrise proposal. While Berryhill's
comments need to be read in their entirety
the following excerpt gives a good flavor.

"My comments essentially boil down to the
fundamental maxim of Law, 'Where there
isaright, thereisaremedy.' The ICANN

Intellectual Property Constituency’ s various
exclusion or 'sunrise' proposals are not in
accordance with the remedial nature of the
Law. These proposals are for prospective,
pre-emptive restraints of the kind that we
do not permit our own government to exert
in the enforcement of criminal law relating
to the use of words. Why should private
individuals have greater power in the
context of potential civil liability?"

We predict however that, effectively, thefix is
in and despite widespread opposition the Board
will do what it istold by its trademark masters.
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